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Abstract

In our previous work [ASS04], a general framewark detection of irregular access patterns basedtmn concept of
security merits is described and modeled usingipate logics. In this paper, we will focus the cems on performance
and scalability issues and introduce a new roletlie system that is a real-time security agent daBMITH (SMart
Intrusion Tracing and Hunting). SMITH is a distriied agent for detecting irregular access pattemsairegion. For
example, a legitimate user who just entered a raom@ minute ago should not have its physical acdesscted from
another room 100 meters away. As a case studyphkcation of SMITH on a real-world scenario isayzed. That is the
physical access control for the complex for Easa$ames 2005 held in Macao, the Macao East AGames Dome.
The venue offers a good example of how userssteapecially the suspicious ones can be detectédracked in a secure
closed environment. This work is believed to hadgeificant relevance to maintaining the security afplace against
terrorism.
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1. Introduction

In our previous work [ASS04], we have described andlytically modeled a general framework for iukeg access
patterns detection by extending the concept ofcséaicess control list, allowing early detectionatihormal access card
usages by analyzing user’s access patterns irinegl-

Commercial physical access control products evalaatess authorization based on defined securiitgigsy which are
usually a set of predefined static rules. Authdiira process starts with identification of authentif user based on
verification of user’s credential, which might v@sifrom a smart card presented by the user, a padsw the fingerprint
of the user. After the authentication of the ussceeds, the system will verify user's access bapeth a set of rules
defined in the security policy. Access will be gehif all validations return a positive resulthetwise, access will be
denied. Authorization decisions made by standaogsx control systems usually return a Boolean teSither access is
granted if no violations occurred, or denied if ailations are verified.

By extending this concept a logical model is depetbin our last paper that allows a computerizestesy to interpret
suspicious or abnormal access patterns and thensysturns a quantitative alert level of a certaimge that represents the
possible risks derived from it. The concept of sigunerits is also introduced, which is real pogitnumber that is first
assigned to each user, and we assume that this igastiored in user’s credential. If any violatiansre verified during the
authorization process, this value is deducted aiegrto a mathematical formula, which is a functtbat represents the
level of criticalness of violations in a logicalrfo. The new value will be stored in the card actwly, and when it drops
to lower than zero, access will be denied, othexwéccess will be granted. This way, the secuitytrol could exploit
certain fuzzy nature in interpreting how criticalthe violation.

Such logical model has been implemented in a softwaototype for physical access control using $ncard
technology [SCT]. Unlike traditional access contscheme, which make permission decisions basedlaty Boolean
result returned from the authorization processinbggrating this model to a physical access corgystem, the system can



react and make decisions based upon different salfisecurity merits. By adopting this scheme, ipibaé intrusions and
irregular activities can be detected as a pre-wgrim preliminary phases and proper actions cataken.

Practically, system scalability and performancarismportant issue in real-world physical accesgrobsystems. Large
scale physical access control systems must betabksponse rapidly to user’s requests; otherviisgill induce signal
latency and long waiting queues at the entrancexodss points. In this paper, we will shed somgig Ion the scalability
and performance issue of the developed prototypdargroduces a new role in the system, a secuoityvare agent called
SMITH (SMart Intrusion Tracing and Hunting).We wihen analyze the application of this model on al-weorld
application: physical access control, as an exanfptethe main complex for East Asian Games 2008 hreMacao, the
Macao Dome.

The rest of the paper is organized as follows. i®&ec2 surveys on previous works and commercial sscamntrol
solutions. Section 3 outlines our software modaeilt timcorporates the SMITH technology. Section 4calises how it
integrates in a real-world scenario. Section 5 dess the future works that can be developed basethis model. A
conclusion is followed at the end of this paper.

2. Previous Works

A Physical Access Control system, as the name @spls built for verification and authentication different human
entities and grant them access to different faedlibr services accordingly. Nowadays, these systesually employ smart
card technology, which is widely accepted as a oradhat can hold securely user’'s personal ideatific data. As for our
groundwork, the meaning of Physical Access Corfiydtem is defined by Smart Card Alliance [SCA]hatta system
composed with the following elements:

A card that is presented to a door reader
The reader, that responds with a signal indicadinglid card, and
The door or gate, that is unlocked if entry is autted

Physical Door Lock

Centralized
Database

Card Reader  Control Panel

User

A typical Physical Access Control System is showithie above figure. The actual process starts wlieiser presents
the card to the control panel, which is usually mted next to a door. The reader retrieves and psasedata from the card,
then will send it to the control panel. The rofehe control panel is to validate the card andeats the data. Depending on
the overall system design, control panel mightezitend the data to a centralized server or magrméte the user’s rights
and grant him the access accordingly. If no irregties were detected upon checking, access wilgtaated and the
control panel will send a signal to unlock the pbgkdoor lock.

The response to an invalid card depends on thaatéecurity policy and procedures. If an invaliddcis presented, the
centralized server and control panel will just ignd and will not send an unlock code to the dogk control hardware.
They may send a signal to the reader to emit &mdifit sound, signaling that access was deniedhéranbre, they might
also notify and activate other security systemg. (Elosed-Circuit Television, alarms), indicatimgt an unauthorized card
is being presented to the system.

Commercial products using smart cards are widefjlable on the market. From the references [GEMJ[JISCSITE]
they list out some of these typical commercial syst. We found out that most of these products lysé@dus on the
following features: identity mechanism, flexibiljitgost-of-ownership, scalability and security.

Due to various types and characteristics of comialepcoducts available on the market, researctend to investigate
how different products could integrate well withetlexisting database system adopted by the enterphis many
companies already adopted their own database sysibith holds the information of each individual @oyee, physical
access control system design usually focuses datslity and flexibility in order to integrate witthese systems.

In an article of Information Storage + Security gl [INTOS], it describes how a regional claimsieactor for the
U.S. Medicare program, builds an integrated platféhat incorporate different technologies, fromessccontrol, digital
video, analog CCTV switcher, intrusion system artdricom system to a secure security system.

In another article [TAPS], it discusses the trehdanvergence of existing information technologyl aecurity system.
New physical access control products can now iategwith existing network using TCP/IP. Many procunow offer
web-based control panels to provide an installafiea environment for management of control panels.

Centralized
Server Physical Door Lock

Figure 1 — Access Control System Schematic



Another field of physical access control systeneagsh trends to investigate on further improvenoenidentification of
authentic users by using additional properties taf tard holders. Although user’'s unique biometniopprties like
fingerprint, eye scan, face or handprint, or vqiedtern prove to be more reliable than traditigredsword-based system,
due to cost consideration, only a few businessab government agencies have deployed or currensingg for
identification of users. [IDTHF]

2.1. Smart Card-Based Irregular Access Patterns Detectio System

Traditional approaches for evaluating access pesiansare usually based on comparison over a sstatit rules. By
formulizing these rules into a generic mathematicatiel, we obtain the following equation:
vio{vd) =€ W
Equation 1
where:
¢ — conditional function
{vc} — input vector of conditions factors

The violation function performs a set of checksaading to the security policy and returns a Boolgalue. The false
and true values of the Boolean results are repteders 0 and 1, respectively. If a value of 1 iarreed, which corresponds
to detection of critical violations, access will 8enied. Otherwise, a value of 0 is returned amgsscan be granted. The
return values of the violation functiono({v}) are calculated based on the conditional functifrvc}), which represents
the validations rules in mathematical form. As inparameters vary according to different type cféaids and validations,
we use a vectonq} to generalize the set of input parameters.

Validations performed using Equation 1 will simpturn a Boolean result represented by the valumsd0l. They do
not take account of dynamic changes in the rea-timcess control system and cannot distinguish smssible type of
actions that the model might consider as abnormairregular. To handle this type of behaviors, weveloped a
generalized model by extending Equation 1 and dhteed the concept of security meriiswheresi S. During the
validation process, if any type of abnormal acimdetected, the value stored in the cagg,, 1 S will be deducted by the
amount of security merits calculated based on our logical model. We assinaieaiccess will be denied for any values of
S.arg £0, and according to the access control policy, lart aan be sent to security officers if the vatdesecurity merit

drops below a certain value. Security officers ao define the period of time when this valuesiset to its original level.

The concept of security merit can be used to dexiveathematical model that reflects the abnormafjedehaviors and
establishes a quantitative relationship betweetesyslert levels. By extending Equation 1, we ¢et following formula
defines the amount of security merits to be dedlwatieen any violations are detected.

s { %) =€ N gy (¥l
Equation 2
where:
S¢ — Security merits to be deducted
¢ — conditional function, \{;} — input vector of conditions factors
b — behavior function,\} — input vector of behavior factors
r — reduction factor functiot— security level

Abnormal usage behaviors are rationalized and atenveénto a behavior functioh, which is a function that accepts
user's access information as input parameters atdrr the level of abnormality mathematically. Usitihis approach,
abnormal usages behaviors can be classified bastteaeducted valug. In other words, even if authorization is granted,
there are post-conditions that apply.

Based on this approach, we developed a model lassdart card technology that incorporates the eyoinof security
merit. When the user presents a card to the systewd| verify its authenticity and execute a sdtprocedures to verify if
any violations occur. Once detected, the corresipgndalues; will be deducted, stored in the card and repottethe
system so proper actions can be taken. The cumellaffect of abnormal usages will result a denraluser’s access and
reported to the systemTable 1 show two possible permission validationsckbeformulized using Equation 2. More
examples are shown in the appendix.



Card expiration check (Critical) User permission level check (Critical)

Description: Check whether card is expired Description: Check whether user has the requireckssc
W) =f(tcard_expin® tdd Med tcard_expint permission level
bAWH= |arah & £ Sabd ovg) = (M UZE Mheg)l 5 11 02 Vidg
r@) =lgef! 3 ger b W)= |ardl{ & ¥ abd
tcard_expiry €Xpiry time of the card () =lgefl = ger

Ivl(uz): Function that returns the level ofiaeruz
IVlreq: Required permission level
(positive increasing intey represents higher levt

Table 1 — Permission validations checks

3. Security Agent SMITH

Real-world smart-card based access control systromly deals with a large number of online andimdf access
points, it also has to deliver simple and respangiermission validation services for cardholdetse Tser interface of the
system should be designed to be simple enough eceksible to all type of users. Users simply neeg@resent their
credential to the access device for self identiificeand admission is conditionally granted foraatigular facility.

On the other hand, the system should be highlyoresige even when it handles a large amount of aisegsses during a
short period of time. General users expect thagsxavill be granted almost immediately (no londgemta few seconds)
after they present their ID card to the accessfigation device and even small delays during aceessication by the
system will cause long waiting queues when theeehiggh volume of users.

During peak usage hours, the number of concurreatsuwill increase dramatically. The system shdnddiesigned to
handle this wave of users without compromising pleeformance. If access information is exchangedvéent a local
access point and the centralized server, extrayslehdll introduce during transaction of informatiofurthermore,
transmission of access data for authenticationvafidation will introduce further delays to the pess.

To reduce the waiting time and increase the systeisability, the system must be properly desigoembpe with a large
flow of users. Based on the model developed inppavious work, we add a new role as a security agenshown in the
following figure:

Access Data

SMS

=1

Security Guards

Card User Data

Centralized Server

First

Ground Floor ' Floor y
Security Agent A
A&
:@ >® A
Relying Party A1 Relying Party A2 FRering Party B1 Relying Party B2

User A

Figure 2 — Access Control System Schematic

The details of the model are showrFigure 3 The authentication process starts when user piefieeir credential to the
Relying Party Credential is something that can uniquely idergifiee user and cannot be easily tampered and dtgdiby
attackers. Usually, it can be a smart card thaesteecurely personal identification of users @r'gsbiometric properties
like fingerprint or iris.

The relying party is an integrated device with basimputational power. Théccess Data Modulevill first retrieve
user’s identification data from either a simple sntard reader or a biometrics reader. It will ptes information to the
Security Check Modulewhich contain a set afecurity methodsSecurity methods are the set of validation rebescuted
for verification of user access permissions, and atass of objects implemented based on the Ibgicadel described in
the latter section, they can be added or removedrdically.

The security check module will first verify the hatticity of the user by matching its informatioiittwthose stored in
theLocal User Information CacheThen, a basic set of security methods, as defimedcal Security Methods Tableare



executed accordingly. In execution of some of #musity methods, security check module might atgspuest for additional
access information of the user from the securignagf it is not available ihocal Access Log

If any violations were verified, the deducted sé@gumerit value and the violation type will be reped immediately to
the security agent through tli@mmunications Module Depending on its geographical location and reglisecurity
level, it might either establish a permanent cotinecwith the security agent through a wire or Wéss network or a
temporary connection through the GSM network. Qtfis, access information will be stored in thacal Access Log
which will be updated immediately or in batch thgbuthelLog Updater according to the defined security policy.

Relying parties, instead of passing all informatiorthe centralized server as in our previous wailt,pass them to the
Security Agent.These agents have higher computational and starapacities than the relying parties, and they are
responsible for maintaining and controlling a graipelying parties, usually located within a spieczone. Based on this
scheme, workload is distributed over several sgcagents and performance could be sustained.

Theoretically, performance is directly proportiotalthe number of security agents and it woulddesal to maximize
the number of security agents. However, the costwofership for installing and maintaining a largenber of agents will
increase accordingly.

To resolve this issue, we have introduced the qanoé& SMart Intrusion Tracking and Hunting (abbreviated as
SMITH) mechanism into our security agents. Withsthiechanism, security agents are not just mereeewiith higher
computational and storage capacities to distrilthiee computing capacities of a centralized servat,they are able to
perform real-time analysis of usage patterns. Tbegethe workloads from the centralized server b shared by
delegating them to the distributed agents.

General users are not able to accept security atéits that take longer than a second, and mogoex@n immediate
response once they present their credential tsysem. We have to achieve a balance point betwesprired level of
security and the system’s overall performance. Tétezally, the required level of security increasesthe number of
security methods increases, but on the other hiaisl will impair the overall performance and migldgcrease system'’s
overall usability.

The general rule for relying parties is to exedhi most basic set of security methods to incréaseystem’s overall
response. The system might request for additioalidations for some types of users. When lesscatithbnormalities or
irregularities were detected as a user presenitsdtezlential, its security merit will be deducteden though access would
be granted. Relying parties will still report thedelations to the security agent. As this inforioatis processed by the
Security Analysis Modulgit might increase the number of required securigthods to be executed on this particular user
and will inform all the relying parties nearby.

By using this scheme, the performance of otherssusél not be affected. But it results as a moegese checking on
subsequent access for the targeted users whoeaseispicious ones. Targeted users will be “traclked’ “hunted” (closely
monitored) by the system for a certain period ofeti Although they might find slight decrease inhikiy like longer
check time during the course, other users’ perfoceavon’t be affected. This condition will be ommigorary basis and
will return to normal after a certain period of &mf the system is connected to a surveillanceetaror alert system, the
security agent might even inform the situation tie €entralized Serverwhich is responsible for informing these alert
systems so that target users are not overlookédgdtire progress.

Security agent might also increase the number cfirtg methods for certain group of users as samgphiasis for a
certain period of time. The results findings migktfurther analyzed and the system might incrdaseamber of security
checks dynamically as required. Apart from thischionality, security agent might also provide teguired data request by
relying agents and must be able to maintain a Idatdbase that contains all access informatioh@fé¢lying parties they
are handling.

Figure 3 — Detailed Access Control System Schematic



Centralized server is mainly responsible for harglkll user and access information. TCentralized Security Manager
receives information from different security ageatsl sent to the corresponding data mangers foagsoarchival. It will
also fetch any data requested by security agentshérmore, it is also responsible to inform Security Alert Module if
abnormalities were reported layny of the security agents, which will take appiaigr actions according to the system’s
security policy.

To achieve higher performanc€gentralized Security Manageis also in charge of distribution of user infornoat;
access data and security methods data to eacte setturity agents. Each security agent includéeree Data Manager,
whichis responsible for management of all these infoimnatSecurity analysis module in each of the agantesponsible
for deciding what information should be cached fritver centralized server and distributed to eadhefelying parties.

3.1. Security Agent

In this section, we describe the basic functiomitand the design of new role introduced in oudehothe security
agent. Basically, security agent performs the felig functions:
Perform analysis of usage pattern based on violsti@ported by relying parties and dynamically grssiew
security methods to different relying parties.
Provides access information upon request from ticpéar relying party.
Request access information from centralized server.
Analyze what user information is frequently usedélying parties and distribute to them accordingly
The following figure shows a class diagram from design of our security agent model. As shown enliblow figure,
the classSecurityMethogberforms the set of validations upon request efStacurityCheckModulend two example classes
of SecurityMethodare in the figure. As seen in the figure, datadtre in theCard andUsersclasses, as it is vital for
comparison of data stored in cards with the daieedtin the system to avoid possible alteratiomastl data by tampered
users.
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Figure 4 — Class Diagram

Figure 5 shows a sequence diagram and describecla@ses interact when the system detects a possiblese and a
new security method is added dynamically for thgeted users. When the user presents a 8aarityCheckModuleill
request the card’s information and will initiateethalidation process. Th®ecurityMethodclass will execute the check
accordingly and return the corresponding deductedrity merit valueSecurityCheckModuleill report the results to the
SecurityAnalysisModulerhich will instruct all otheSecurityCheckModulds add a neveecurityMethodlynamically.
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Figure 5 — Sample Sequence Diagram

4. Case Study

In this section, we describe how our model canntegrated in a real-world scenario. We will discassa possible
implementation of a physical control system with I$M mechanism of the main complex for East Asiam®ga 2005 held
in Macao, the Macao East Asian Games Dome. [EAGO05].

Macau East Asian Games Dome, situated in CotaiisHag¢tween the two islands of Macao, Taipa and&uw, is how
still under construction and will be Macao's latgasd most modern sport facility when it opens ecBmber 2004. It is a
three-storey multi-purpose sport complex coveringtal area of 139,960 Trand has been designed with two separate
functional indoor pavilions ideal for different iodr sports and activities, as well as a large @tibib hall that can
accommodate up to 2,000 people. There are two peilions, with Pavilion | of a total seating cafgp®f more than
7,000, of which the main feature is the dedicatetbor track and field set-up, Pavilion I, with @Dseats and is designed
with a central stage that offers an U-shaped spmstaeats setting, and a multi-purpose courtdhathold 2,000 people for
different types of activities.

With total participants of 3000 athletes from 9 wwies and regions, over 10,000 staffs and expgctimmillion of
visitors (based on currently statistics of visittesMacau per month) for the East Asian games 2@0proper physical
access control for the main venue of the Gamesngjsired for preventing possible fraudulent useseamh terrorist attack.

Figure 6 — Prototype of Physical Access Control Sys  tem with SMITH Technology

We start by first defining the class of users th&tract with the system. The following six classésisers are defined:
staffs, athletes, security guards, VIP users, aisjttemporary/volunteers staffs. In our system,nmest denote special



notice to two types of users, which are the seggitards and temporary staffs. Due to the sizepapailation limitations
of Macao, the organizing committee has to hirergdaaumber of volunteers staffs (up to 8000 for htoaparticipate in the
event. And due to population limitation, the conteet must focus on its quantity rather than its itpjaso a low level
entrance requirement is set for this type of st#{fsthese classes of users has higher access taael general visitors, and
have access to different rooms and facilities, twimight lead to security holes on the system.

Even for a proper entrance requirement system,ssenae that it would not be feasible to rigidly fyethe background
of all these temporary staffs and is not possiblélter all possible intruders. Thus, the systdmuwdd be able to track and
hunt irregular usage behaviors of this class ofais®o the infiltrated people who act suspiciowsily be detected.

Figure 6 (right) shows a table with security methoo be executed in an access point. These methiglg be either
permanent or temporal. Temporal security methodsparformed only during a certain period of timeal are usually
targeted to a group of a particular user. Thesesrate created based on the logical model desadribtbe last section and
usually comply of simple rules that relying partieish low computational and storage power can malaig.

The role of security agent is to perform analydisregular access patterns and assign additioealirity methods to
relying parties when necessary. Consider the faligwecenario. A volunteer is hired as technicalf sthPavilion | might
be able to access most of the facilities in thisilRa, but during the course of his work, he migtged to access some
facilities on Pavilion Il. However, if the frequenof access for facilities Pavilion 1l increasdse tsystem must alert the
security guards to verify this irregular behavidn achieve this, the security agent can introdug@em@nanent security
method to all access points located to PaviliomvHere the security merits are deducted from usedifferent zones when
they are trying to access their facilities. Usimistscheme, the system has increased control fmesacof users from
different areas while maintaining its flexibilitgnd will not completely deny the access of usamifsome sensitive areas.

Another possible scenario is to monitor generaksisaccess after a VIP user or athlete accessemtecar room.
Security agent can dynamically assign a new rué dieduct the security merits from staffs withquéaal permission and
trying to access zones after the access of a pknti¥'IP user or athlete. Similarly, if a particuktaff follows the trails of a
VIP user or athlete, a new dynamic rule can be @dol@nonitor this particular user and the cumukd¥fect of deductions
might deny its access or alarm the system becduseatential assassination for example.

The ability of creating additional security methodgnamically not only allows greater flexibility tthe security
framework, it can also increase the system’s ovgefformance. In this scenario, as it incorporatdarge sum of users
with higher access levels, possible attacks cabeateglected. However, it is neither reasonabldetoy all accesses of
these classes of users as they might require aor@naccess to some types of facilities. Using ¢dbecept of security
merits, access could still be granted, but postitmm applies and this might give a preemptivataie security guards. On
the other hand, dynamic rules can be added dugste® usage, which will increase the system’s sigclavel while
maintaining the overall performance level for geheisers.

5. Future Works

Using on data mining and visual mining technologgssible intrusions data can be gathered and adhlyand the
results could be represented graphically to shawritg officers where are the ‘hot spots’ on theegn. The new hidden
rules discovered by data miners help defining newnodifying existing security policy. On the othkand, based on
analysis of past usage patterns, new security dakl be immediately retrieved and incorporateth® system, and the
level of criticalness of the rules can be derivgdhe pre-defined logical model.

Another add on to the current work could be RFIDstaeplacing contact ID cards for users. And far Hecurity
personnel they can be equipped with a wirelesscdewiith screen display showing the location infatiora With the
development of wireless network [WIFI] technologggmmunications with security guards based on shw$sages
through GSM network could be replaced by a moréhistipated technology. Security guards, holdingeespnal digital
assistant with wireless network connections, haeess to latest graphical information of differeahes and access points.

6. Conclusion

In this paper, we have described a physical accessol system based on SMITH mechanism. Using dpisroach,
irregular or suspicious user access behaviors @rartalyzed in real-time, while maintaining systeexibility and
scalability. Access permission is granted basedguecessful verification of all these rule validas. Unlike traditional
access control system, a post-condition might gpmiganing an access might be granted but the udlebevclosely
monitored. Based on the security merits concepentthe system alerts some possible irregular agteecurity merits will
be deducted but access is still granted to a ugérits cumulative effect denial user’s access.

Based on this approach, validations rules can keddr removed dynamic based on this approacheddsbf
performing a whole set of security checks to airasa set of additional validations are performedargeted users. Hence
a balance between performance and security canhievad in a distributed agent environment.



Appendix

Sample security rules developed using Equation 2.

General Parameters use in the following equations:

te: current timef;: last access time

to: start time of validation period,: end time of validation period
Scard: S€CUrity merts stored in card

lgei defined security level

ad(u,): function that returns the current access pdiniseru,
al(uy): function that returns the last access pointsafru,

Check time period constrain (critical)

Description: Check if card is accessed during aigkd
time ranget,. tg]

c{vd) =(tc<to) or (tc>te){ Ve ¥ fetoke

b({ V)= [Sarall & ¥ Sabd

r() =lgef! = gef

Check irregular repetitive access Check minimum access time between two points
Description: Check whether the set of access paips, Description: Check whether the access time of twoess

belonging to the groupag is repetitively activated
between the time peridg andt,

points ap, andapy, is shorter than average minimum time
required from moving between poirag, andap,.

ap,(ag) ap,(ag) * Fe(&Pu 5P "
T T T T ap, ap,
——
ap,(ag)
o) =(an agk(apl agk (& b (& o). o) =1 (14 any - W and> 1, (a am k= ap aR
feF{aman b b o i} b{wh =t (anp amd - (% amy- & am M ¥={ ap aR
b{Md) = (te- to)- (te t)x NumAc CardiD ag ¢ §x Status CargiC r0) =l gef! = get
W}={UserDag, & b © i} tmin(apip, api): Function that returns average minim time requird
()=l dgef) 3 a from going between pointapy  araj,

CardID: Unique identification number of the card

ag: access group to be verified

Statug CardID): Card status function

NumAg¢ CardID ag 4, &): Function that returns the numbéaccess of
a particulatime over the access points belonginggo ~ wittin

time period {; e ]

ta(apjx): Function that returns the access time of paigf
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