Instructions
[bookmark: _GoBack]The source codes in the package correspond to our paper below. If you find these codes useful to you, please kindly cite our paper in your work.  
J. T. Zhou,  X. M. Liu, O. C. Au, and Y. Y. Tang, “Designing an Efficient Image Encryption-then-Compression System via Prediction Error Clustering and Random Permutation”, IEEE Trans. on Inf. Forensics and Security, vol. 9, no. 1, pp. 39-50, 2014.  
There are four folders in the package: Encryption (C codes for generating the 16 clusters of prediction errors + a simple Matlab code for permutation), Compression (C codes for arithmetic coding of all clusters of prediction errors), exe (all exe files ready for run), test_images (test images in .raw format). 
Here are the steps for running the program 
Step 1: Change the current working directory to \exe
Step 2: Run in cmd console: predict  imagefile width height depth tau
e.g. predict lena512.raw 512 512 8 1
Note: tau = 0 -> lossless case
          tau > 0 -> lossy case
      Step 3: Run the permu.m in MATLAB:  permutation(imagefile, width, height). 
· If no parameter is given, then only the encrypted image will be shown. The values of the width and height are set to be 512 by default. 
· The 16 permuted prediction error sequences will be generated in the folder “result”. 
    Step 4: Run in cmd console: encode compressed_file
· The size of the compressed file and the corresponding bpp will be shown. The compressed and encrypted file can be found in the folder “result”


