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High-Stealth False Data Attacks on Overloading Multiple
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Abstract—In this letter, we present a single mixed-integer linear
programming (MILP) model for high-stealth false data attacks
(FDAs) on overloading a set of lines by injecting stealthy false
data. The proposed model reveals that an intelligent attacker is
able to deliberately construct a valid attack vector to overload
multiple transmission lines while hiding it among normal data
to evade advanced anomaly detection methods. In addition, the
proposed cyber-attack mode can help the attacker optimally select
the targeted lines. Simulation results on multiple large-scale test
systems validate the effectiveness of the proposed approach.

Index Terms—Cyber-attacks, multiple lines overloaded, high-
stealth, power systems.

I. INTRODUCTION

A S THE integration of information and network technolo-
gies, modern power systems are vulnerable to cyber-
attacks [1]. It is important to investigate the hackers’ strategies
of attacking lines, since it can help the defender to develop
more practical defense strategies against cyber-attacks. In [2],
a tri-level optimization model was proposed to overload a sin-
gle line by launching false data injection attacks. However,
the tri-level model cannot overload multiple lines. Then, the
authors in [3] proposed a bi-level mixed-integer linear pro-
gramming (BMILP) model that can overload multiple lines
by injecting false data. Unfortunately, this model ignores the
stealthiness of false data so that these false data can be detected
by advanced methods, while the targeted lines are also not opti-
mally selected. The authors in [4] revealed that an intelligent
attacker can design dummy data to escape detection while ignor-
ing the computational efficiency. In reality, the stealthiness of
dummy data is not well due to the suboptimal spatial distribution
of the corrupted data. Thus, this letter proposes a single MILP
model to investigate the high-stealth false data attacks from
the attacker’s perspective. The proposed model reveals that an
intelligent attacker can launch high-stealth false data attacks on
overloading multiple lines that can be optimally chosen by the
hacker. This high-stealth cyberattack can impose severe impact
on the power system operation security. At the same time, the
injected false data can be hidden among normal data to avoid
the detection of anomaly detection algorithms.

II. MILP MODEL FOR HIGH-STEALTH CYBERATTACKS

The main obstacle to formulating a single MILP model for
high-stealth false data attacks on overloading multiple lines is
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how to construct stealthier false data, evaluate false data stealth
and optimally select these targeted lines. To address such
issues, we convert them into certain constraints that need to
be satisfied in the optimization problem.

Definition 1 (High-Stealth FDAs): Let the corrupted data by
injecting false data not be identified as outliers by being hidden
among normal measurements.

To guarantee the stealthiness of false data, the tampered
data should be required to be hidden among normal ones as
much as possible. In that way, if the false data is spatially
close to the center point of normal data, i.e., the center data, its
stealth will be the highest. Then, we describe it as a mathemat-
ical optimization problem that minimizes the distance between
false data and center point of normal data.

min 17 | —xo] (1)
where x( denotes the center point of normal measurements;
x’ represents the corrupted data that can be expressed as x' =
xo+ Ax’, in which Ax’ represents the false data injected by an
attacker. Note here that normal historical data are generated
by the Monte Carlo (MC).

Definition 2 (Security Distance Index): Let S denote the
security distance index that indicates the largest distance
between the center point of normal measurements and each
normal one, i.e., S = argmax{Sy, 2, ...,Su}. Let d represent
the distance between the center point of normal data and the
stealthy false data. The distance index for high-stealth false
data is required to be satisfied

d < argmax{Si, S2, ..., Sm} 2)

where m represents the number of the generated normal
historical data. _

Definition 3 (Attackable Lines-Targeted): Given f; as power
flow limit of attacked branch /, let its loading be no less than
['f;. The true line flow of targeted-line [ satisfies

fil/fi=m-T  melol} IeNL (3)

Zzem”l:k k=2,3,4-.. (4)

where NL is a set of all lines; [ is the index of lines; k is the
number of the targeted lines; I' is the line overloads thresh-
old (p.u.); m; is a binary variable that is equal 1 if line [ is
attacked, being 0 otherwise. Constraints (3)-(4) are overload-
ing a set of lines that can be optimally selected by a hacker.
Constraint (3) represents the overloading level of the targeted-
line [ is no less than T'fj. Constraint (4) limits the number
of tripped lines at an expected value. According to NERC
Standard PRC-023-1 R1.2 [5], the line relays are set to oper-
ate above 115% of the facility’s highest rating. Therefore,
I in Eq. (3) is set to be 1.20 p.u. so that the targeted-line
can be tripped by an attacker launching high-stealth FDAs. It
should be pointed out that, based on the proposed algorithm
for selecting high-risk lines in [6], we can fast screen out the
candidate-targeted lines, which can improve the computation
efficiency.

The developed cyber-attack model is to overload multiple
lines by injecting high-stealth false data, which are optimally
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selected by an attacker. The proposed model can be converted
into a MILP program described as follow:

min 17L )

s.tt L> —(x'—xo) (6)
L > (x'—x) (7N
> H;A0 =0 ®)
ieN

—7(D; — H;A0)<H;A0<t(D; — H;A0) (9

P = Z Py — (D — H;A9) (10)
geG(i)

H;A0 = AD) (11)

fi="_PTDE, ;P (12)
ieN

Afi = — ZH,»AO-PTDF“ (13)

ieN _

fi+wM = 7T ~ (14)

—f1+ A = pupM > m;-Tf; (15)

> o m=k k=2,3,4-.. (16)
leNL

unr€{0,1};m€{0,1};l e NL;i e N amn

where L is an additional auxiliary vector; t represents the
attack magnitude of false data, which is set at 0.5 in this
paper; g/i represents the index of units/buses; N is a set of
all buses; G(i) is a set of all units at bus i; xo represents
the center point of normal measurements, i.e., normal load
and active power measurements; H is a matrix between
active power injection data and state variables (i.e., bus
angles); A@ is angle deviation vector; D) is a corrupted
load data at bus i. It should be pointed out that the injected
false data Ax’ in definition 1 can be express as Ax' =
[....,AD},...,....Afi,...1T0 e, [....HiAO,...,...,
— ZieN H;A6 - PTDF,;, . R Specifically, H;A@ is equal
to AD;, which represents the false load data injected into
bus i. This implies that the attacker can change bus angles
to temper load measurements. PTDF;; is the power transfer
distribution factor for line / and bus i; Af; represents the
injected false data into the line flow data of line / (i.e., Eq.
(13)). P, is the determined power output of generator g in

base scenario. P} represents the actual power injection to
bus i; w; is an auxiliary binary variable; M is a sufficiently
larger positive constant. Notably, Eqs. (5)-(7) are equivalent
to Eq. (1), which minimizes the distance between the false
data and the center data. Constraints (8) and (9) represent
that the attacking amount is summed to zero and limited
with a certain range, respectively. Constraint (10) denotes the
actual power injected into bus i. Constraint (11) illustrates
that an attacker can manipulate bus angles to obtain variations
in loads. Constraint (12) computes the true line flow f; of line
[. Constraints (14) and (15) ensure the overloading level of
the attacked line /, which are equivalent to Eq. (3). Next, we
intend to analyze the feasibility of the high-stealth FDAs.

III. CASE STUDY

In this section, the proposed model is illustrated by exten-
sive experiments. And, line overloads threshold I' is set to
1.20 p.u. All data can be found in MATPOWER_v.6.0 [7].
M is taken as 10*. The single MILP model is implemented
in MATLAB 2014a using the CPLEX 12.4 solver on a
personal computer with Intel Xeon Gold 6146 3.2GHz CPU
and 128GB RAM.
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TABLE I
THE SIMULATION RESULTS ON THE IEEE 118-BUS SYSTEM

k The targeted lines Loss (MW) |fil/fi  dx S
2 (x) 147, 155 163.76 12 29954
3 (x2) 129, 147, 155 253.76 1.2 437.07 954.68
4 (x3) 128, 129, 147. 155 271.95 12 691.35

F  xj indicates the high-stealth false data that can be obtained by solving the proposed model.

Line 128

Fig. 1. Locations of lines-targeted in the IEEE 118-bus system.

A. IEEE 118-Bus System

In this case, we first illustrate the proposed single MILP
model on the IEEE 118-bus system, and the system load level
is set to be 7500MW. The test data of 118-bus system can be
found in motor.ece.iit.edu/ data/SCUC_118test.xls. Also, the
line limit is adjusted to 80% of the respective line limit.

Table I gives the different lines-attacked that are optimally
selected by an attacker, under the disruption of stealthy false
data. For instance, when the number of tripped lines is required
to be 2 (i.e., k = 2 in Eq. (16)), lines 147 and 155 will be
selected to be overloaded with line flows 1.2 times greater
than their line flow limits. And, the load loss is 163.76MW
when the attacked lines are tripped. This is, the attacker can
cause severe impacts on the system security operation by
injecting stealthy false data. When k = 3, load loss reaches
253.76 MW. Load loss will reach up to 271.95 MW if k is
increased to 4, lines 128, 129, 147, and 155 are simultane-
ously overloaded over the given I', which are depicted by the
red dashed lines in Fig. 1 (arrows denote line flow directions).
We can find that the optimal attack vector can severely over-
load lines at different locations. Note that the overloaded line
128 is a tie-line between zones 2 and 3, whose outage can
bring serious security impacts on the system. Next, we intend
to analyze the stealthiness of such false data.

To investigate the false data stealth, we employ the MC
approach to generate 100 normal data (i.e., m = 100 in def-
inition 2) following the Gaussian distribution in the range
of [0.9, 1.1] x xo [8]. Since the derived data are high-
dimensional, we then use the T-SNE algorithm in [9] to extract
their 2-dimensional features to obtain the distribution diagram.
As shown in Fig. 2, these measurements are depicted by points
in a 2-dimensional scatter map.

Fig. 2(a) shows the distribution of the normal data and the
traditional false data. Note that the traditional false data can
be obtained in [10]. It can be found from Fig. 2(a) that the
100 normal data are almost clustered together. However, each
false data is far away from these normal ones due to its unique
features even though it can cause the severest overloads on the
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Fig. 2. The two-dimensional scatter diagram of data.

TABLE I
DETECTIONS RESULTS BASED ON DIFFERENT DETECTION ALGORITHMS

Detection Traditional false data [10] High-stealth false data
algorithms g Xipo  Xiy E X x) X
MCD [11] v v v v X X X
ABOD [12] v v v v X X X
HBOS [13] v v v v x X X
LSCP [14] v v v v X X X

T ¢ represents the malicious data has been detected, and X indicates the malicious data has not
been detected.

corresponding line. In this case, the security distance indices
between the center data x¢ and each normal one range from
0 to 954.68. That is, if the distance between an unknown data
and the center data is less than or equal to 954.68, we will view
it as a normal data without injecting false data. For example,
for the traditional false data X1pg in Fig. 2(a), although it can
cause the severest overload on line 128, the distance index
for the corrupted data is 20983.34 that is much greater than
954.68. Thus, the traditional false data will be identified as an
outlier without stealth.

If we make use of the developed approach to construct
stealthy false data to manipulate normal ones, the corrupted
data can be well hidden among normal measurements. As
shown in Fig. 2(b), even though these manipulated data are
spatially close to the center data, they can cause overloads on
multiple lines-targeted. It can be seen from Table I, the dis-
tance index for the high-stealth false data x’1 is 299.54, which
perfectly falls within the range [0, 954.68]. When £ is 4, even
though the distance between the center and false data is rel-
atively large that can reach up to 691.35, it is still less than
954.68. That implies such false data cannot be recognized as
an outlier. Next, we further illustrate the high stealth of such
false data through advanced detection technologies.

Then, we employ several detection algorithms to identify
malicious data. As shown in Table II, the traditional false
data can be easily detected while the high-stealth false data can-
not be recognized. In other words, this case further proves that
an intelligent attacker can carefully design high-stealth false
data hidden among normal ones to evade detection.
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TABLE III
THE SIMULATION RESULTS ON DIFFERENT TEST SYSTEMS

Systems | k Thelzﬁregseted /I('ﬁW) dy, N Im?
2 10, 192 9225 44128 0.02
120-bus | 3 10, 86. 192 22919  762.37 | 247508 | 0.6
4 10, 86. 124, 192 36599  1083.47 0.09
2 151, 336 5335  1633.97 0.12
300-bus | 3 78. 151, 336 7805  3607.38 | 4157.15 | 0.21
4 78, 151, 324, 336 18169  5719.12 0.23
2 704, 1816 82296  380.74 69.97
2383-wp | 3 704, 772, 1816 86307 57192 | 5163.02 | 100.03
4 704, 772, 779, 1816 92109  847.41 154.24
2 2141, 2187 9971 15867 214.21
2736-sp | 3 2141, 2187, 2207 54437 41655 | 432152 | 409.38
4 2141, 2187, 2269, 2270  827.68  891.15 598.29
2 2017, 2148 2656 33.72 301.44
2746-wp | 3 1670, 2017, 2148 18459 19023 | 5796.69 | 366.17
4 1234, 1670, 2017, 2148 17281  357.21 472,05

B. Extensive Simulations on Multiple Test Systems

In this section, we conduct extensive simulations on
multiple systems for further validation. Table III gives the
distance indices and the targeted lines in different cases. It
can be seen from Table III that the load loss and the distance
index increase as the number of targeted lines (i.e., k in Eq.
(16)) increases. This is due to the fact that, the larger number
of tripped lines can cause more serious impacts, and derive
the difference between false data and normal ones to be more
distinctive. Therefore, the corrupted data will be slightly sep-
arated from the normal ones. For k = 2, in the IEEE 2383-bus
system, the minimized distance between the high-stealth false
data and center data is 380.74, and its value is much less than
5163.02 so that it can perfectly hide among normal measure-
ments. On the other hand, the load loss is 822.96 MW. When
k is increased to 3, the distance and the load loss increase to
571.92 and 863.07 MW, respectively. Furthermore, the load
loss increases up to 921.09 MW if k is increased to 4, the
minimized distance reaches up to 847.41 while it still falls
within the range [0, 5163.02]. This overall trend holds for the
other cases in Table III. This indicates that an attacker can
design stealthy false data to impose impacts on the system
operational security but cannot be detected.

Next, we investigate the impacts of the different thresholds
I" on the stealthiness of false data. Three different thresholds
1.20, 1.30, and 1.50 p.u. for I" are used to analyze the stealth
of false data, and k is fixed to 2. And, the percentage of dis-
tance is employed for quantitative analysis of high-stealth false
data attacks in several power systems (i.e., the ratio between
d and S). It can be seen from Fig. 3 that the percentage of the
distance ratio increases as the setting threshold I' increases
in respective systems. That is, the attacker needs to introduce
obvious outliers into power systems, resulting in more serious
line overload contingencies. However, most of the distance
ratio values are less than 1, which effectively illustrates the
superior performance of high-stealth false data. It is worth not-
ing that the distance ratio values in the IEEE 118 and 300-bus
systems are greater than 1 when I' is set to 1.5 p.u. Therefore,
this part of attack scenarios can be detected by advanced
detection methods and should not be considered in the
defensive strategies. By doing so, the defending cost will be
significantly reduced.
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Fig. 3. The analysis of the high-stealth false data.

IV. CONCLUSION

This letter proposes a single MILP model for overloading
multiple lines in a stealthy manner, considering the high-
stealth false data injection attacks. Such false data can result
in overloading multiple lines and load loss. In addition, these
attacked lines can be optimally chosen by the attacker. It
should be pointed out that the high-stealth false data can be
well concealed among normal ones, which cannot be recog-
nized as outliers. Simulation results on several test systems
validate that the attacker can impose severe damaging effects
on a system through high-stealth false data attacks. In the
future, we will further investigate cascading failures induced
by stealthy cyber-attacks.
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