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Cryptanalysis of Image Ciphers With
Permutation-Substitution Network and Chaos

Junxin Chen , Lei Chen , and Yicong Zhou , Senior Member, IEEE

Abstract— In recent decades, the introduction of chaos
to image encryption has drawn worldwide attention. The
permutation-substitution architecture has been widely applied,
and chaotic systems are generally employed to produce the
required encryption elements. Although many security assess-
ment tests have been conducted, some chaotic image ciphers are
being cryptanalyzed. In this article, we evaluate the security of
a family of image ciphers whose encryption kernel consists of
a bit-level or pixel-level permutation and a bit-wise exclusive
OR substitution. After investigating the intrinsic linearity inside
the outfitted structures and encryption techniques, we find
that each ciphertext-plaintext pair can be represented as a
combination of a set of ciphertext-plaintext bases. A chosen-
ciphertext attack is proposed to construct the ciphertext-plaintext
bases rather than the traditional solution to retrieve equivalent
encryption elements. We further reveal that such weakness
cannot be remedied by common enhancements such as more
chaotic dynamics, complex permutation methods, and random
pixel insertion during encryption. In addition, applications of the
proposed attack to break 12 ciphers are theoretically presented
and experimentally verified.

Index Terms— Chosen-ciphertext attack, permutation
substitution, bit-wise XOR, image encryption.

I. INTRODUCTION

IN RECENT years, security and privacy have drawn
increased attention by both individuals and governments.

Together with the significant progress of multimedia appli-
cations over the Internet, the secure transmission of image
content has become a hot topic. Encryption is a fundamen-
tal solution. Accordingly, traditional block ciphers, such as
Advanced Encryption Standard (AES) and Data Encryption
Standard (DES), are straightforwardly applicable to encrypting
images in binary patterns. Such a technique is called ‘naive’
encryption and has been reported to lead to unsatisfactory
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implementation speed and security performance. These two
issues further represented the primary motivations in devel-
oping specialized image ciphers [1]. Generally, specialized
encryption schemes have been advocated to take advantage
of the intrinsic properties of image content such as large data
volumes and strong pixel correlations [2].

Starting from the encryption of a cat picture in 1967, chaos
theory has shown great potential for image encryption [3].
By exploiting the intrinsic relationship between chaos and
the famous permutation-substitution structure in cryptography,
Fridrich first proposed an architecture for chaos-based image
encryption [4]. It was then standardized by Chen et al. [5]
and Mao et al. [6]. As illustrated in Fig. 1, permutation and
substitution serve as the encryption kernel in this structure.
Technically, the permutation phase relocates the plain pixels
(or bits), while their values are subsequently modified in
the substitution procedure. Various chaotic maps or other
nonlinear dynamics are introduced to generate the permutation
vector and substitution mask. They essentially act as the
core secret elements in the encryption process. This struc-
ture has led an explosion of chaos-based image encryption
schemes. Most such schemes focus on particular techniques
for permutation/substitution or on complex chaotic maps for
key stream generation. For example, Fridrich’s scrambling
methods were extended to three dimensions in [5], [6], while
bit-level permutation was also developed [7]–[11]. A real-
time chaotic video encryption system using a permutation-only
technique was given in [12]. Regarding the substitution part,
the improvements mainly consist of masking formulas [5] and
novel substitution patterns [13]. In [14], [15], secret optical
transforms were also introduced to enhance the confidentiality
of the substitution phase. Under the assumption that complex
chaotic maps give greater randomness to the key stream and
thus more security to the encryption scheme, more complex
chaotic systems have been employed for image encryption
such as cascaded chaotic systems [16] and hyper chaotic
maps [17]–[19].

On the other hand, arguments and cryptanalysis of chaos-
based image encryption have also been proposed. As men-
tioned above, using AES or DES directly to encrypt images
presented unsatisfactory efficiency and security, which rep-
resents the primary motivations of chaotic image encryp-
tion [1]. However, negative results were obtained recently [3].
By experimentally implementing popular chaos-based image
ciphers and AES, chaos-based image cryptosystems were
reported to be severely insufficient. This is because the
encryption speed of AES has been significantly increased by
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Fig. 1. Architecture of the studied image ciphers.

resourceful cryptographic libraries, which are unavailable in
chaotic cryptography and seem unlikely to be available in the
near future. Regarding security concerns, it is widely known
that AES with the proper mode of operation can achieve sat-
isfactory security regardless of whether the plaintext is image
data or other types of data. The security strength has been
proven mathematically and experimentally. In contrast, only
statistical indicators, such as histograms, information entropy,
and NIST (National Institute of Standards and Technology)
randomness tests, have been used for security evaluation in
chaotic cryptography. Unfortunately, such a statistical evalu-
ation suite has been reported to be insufficient for security
declaration [3], [20]. An obvious insecure cipher can pass
these tests [3]; on the other hand, many of the so-called
‘passed’ image ciphers have been cryptanalyzed.

A. Related Work

Many achievements focused on cryptanalyzing chaos-
based image encryption schemes. There are approximately
195 results in the Web of Science.1

The overwhelming majority of the image cryptanalysis
publications were case specific. The cracking process in [21]
benefited from the incomplete structure of the studied cipher,
which was constructed without a permutation phase. By study-
ing the intrinsic properties of the Chinese remainder theorem
(CRT), Zhu’s cipher [22], which used CRT for substitution,
was cracked by a chosen-plaintext attack [23]. The bilateral
substitution technique adopted in [13] was revealed to signif-
icantly decrease the key space, and the cipher was cryptana-
lyzed by a plaintext attack [24]. Summarizing, the specified
cryptanalysis generally benefits from the weakness inside the
adopted architecture or permutation/substitution particulars of
the studied image cipher.

Some researchers have worked toward generalized crypt-
analysis, yet the achievements were usually made under certain
constraints. The normalization of permutation-only encryption
is a typical approach [25]–[27], where a permutation cipher

1Searching ‘(attack OR cryptanalysis OR breaking OR cracking OR (secu-
rity analysis) OR cryptanalyzing OR comment) AND image AND (cipher OR
cryptosystem OR encryption)’ in the title domain (Sept 27, 2019).

is generalized as an invertible key-dependent permutation
vector. Similarly, the security evaluation of substitution-only
image ciphers against a chosen-plaintext attack was conducted
in [28]. By studying the cryptographic strength of the ‘dif-
ferential equation of modulo addition’ [2], Zhang cracked
a class of substitution techniques that evolved from Chen’s
work in [5]. However, this attack is not possible when the
encryption kernel is repeated for many rounds. From these
generalized achievements, we can see that some universal
security drawbacks may exist in current image ciphers, and
the evaluation and generalization of these loopholes may be
more valuable than conventional case-by-case works.

Taking overall consideration of the aforementioned limi-
tations in the previous cryptanalysis literature, the keywords
describing this work include ‘generalized cryptanalysis’, ‘per-
mutation and substitution’ and ‘iteratively performed’. They
are the primary motivations and innovations of this article.

B. Our Contribution

This article presents a security evaluation of a family of
chaos-based image ciphers. Specifically, the ciphers possessing
the following properties may be vulnerable to the proposed
attack.

1) The permutation-substitution structure is utilized.
2) Permutation is implemented at the pixel level or bit level,

and bit-wise XOR is used for substitution.
3) The encryption kernel, i.e., permutation and substitution,

can be iteratively performed.
4) The permutation vector and substitution mask solely

depend on the secret key, in other words, the key is
independent of the plaintext.

In the literature, 12 image ciphers of this type have been
reported [8], [29]–[39]. In this article, differential cryptanalysis
is first conducted, and the common security loopholes inside
these ciphers are found. Based on this, a universal chosen-
ciphertext attack is proposed. The attack can crack this family
of image ciphers without any modification. Our contributions
are summarized as follows.

1) The security of a family of image ciphers using bit-level
or pixel-level permutation and bit-wise XOR substitution
is investigated.

2) Common vulnerabilities of these ciphers have been
found, and a universal chosen-ciphertext attack is pro-
posed.

3) The security bound of these ciphers is formalized,
and some famous security enhancement techniques are
revealed to be useless.

4) Applications of the proposed attack to break 12 image
ciphers are theoretically described and experimentally
verified.

This article matches the conclusions in [3], [20], where
widely adopted security metrics were reported to be insuf-
ficient for security declaration. The proposed cryptanalysis
and attack can be regarded as an inheritance and extension
of related works in [2], [40], whereas the attack particulars
and applicable ciphers are very different from each other. It is
noted that image ciphers using plaintext-related key generation
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mechanisms have been investigated in recent years [41]. The
secret key is (partially) correlated with the plaintext, so dif-
ferent plaintexts operate under different keys and the cipher
is thus more secure against various attacks. Depending on
how the key is produced from the plaintext, case-specific
cryptanalysis of these ciphers can be performed. But it is
beyond the scope of this work.

Though this article indicates that a family of permutation-
substitution image ciphers are breakable, yet the permutation-
substitution network itself has been proven to be a secure
architecture for designing ciphers, as adopted in AES. It is the
linearity of the bit-wise XOR substitution and invariance of the
permutation vector that make the proposed attack feasible. In
conjunction with the cryptanalysis in [2], nonlinear operations
are strongly suggested integrating into the substitution kernel.
Chen’s ‘mixed modulo addition and bit-wise XOR’ may be
a candidate [5]; however, it must be iterated to achieve a
higher security level [2]. Similar to AES, substitution with a
lookup table is selectable as well. In addition, the permutation
vector is suggested correlating with the plaintext [41]. In this
scenario, the permutation vector varies from the plaintext and
further promote the security of the whole cryptosystem.

C. Organization of the Paper

The remainder of this article is organized as follows. The
notations and the studied image ciphers are given in Section II.
Starting with a basic encryption model, differential cryptanaly-
sis and the proposed chosen-ciphertext attack are illustrated
in Section III. Quantitative analysis and universality of this
attack are discussed in Section IV, while its cryptographic
applications are described in Section V. Finally, conclusions
are drawn in the last section.

II. THE IMAGE CIPHERS UNDER STUDY

This article will theoretically and experimentally demon-
strate that a family of chaotic image ciphers is breakable. In
total, 12 image ciphers [8], [29]–[39] are vulnerable to the
proposed chosen-ciphertext attack.

A. Notations

Unless otherwise indicated, bold uppercase A is used to
denote an assembly. It may be an image (such as a plain-
text/ciphertext) or the secret matrix used for encryption (such
as the substitution mask). We use lowercase a to represent a
variable or element of the corresponding assembly A. Upper-
case A always denotes a constant. The superscript bracket-
within-number A(i) denotes the involved factors in the i th

encryption rounds, while the subscript Ai refers to the image
index. Some examples and other nomenclatures are illustrated
as follows.

• Generally, M and C are used to denote the plaintext and
ciphertext in a certain encryption round, respectively.

• The image size is assumed as H ×W ; thus, the image can
be denoted as M = {m(1, 1), m(1, 2), . . . , m(H, W )}, or
M = {m(1), m(2), . . . , m(L)}(L = H × W ). In this
article, the vectorial representation is preferable.

• As special cases, M(1) = C(0) both refer to the input
plaintext, while C(Out) = C(N) both denote the output
ciphertext, where N is the default iteration counts.

• The gray scale of the image is assumed as G,
i.e., pixel values are within [0, G −1] and represented by
B = �log2(G)� bits.

• The bit-wise XOR of two images is defined as their
differential, denoted as

�M = M1 ⊕ M2. (1)

In this article, we use bit-level permutation to generalize the
scrambling operations at both the pixel level and bit level. For
images with L pixels and B-bit resolution, a total of L × B
bits have to be relocated in the permutation phase. Following
[25]–[27], all of the involved permutation techniques are
finalized as a permutation vector in the following analysis.
The permutation vector is denoted as WB = [wb(i) ∈ LB],
LB = {1, 2, . . . , L × B}, where the element wb(i) represents
the coordination of the plain bit that will be shuffled to the
i th position in the permutation ciphertext.2 Obviously, WB is
a LB → LB bijection.

In addition, a function WB(·) is introduced to normalize
the permutation operation, as illustrated in Eq. (2), where P
means the permutation ciphertext.

P = WB(M). (2)

B. The Basic Encryption Model

The basic encryption model that we start with is constructed
referring to Fig. 1, while bit-level permutation and bit-wise
XOR substitution are used. The encryption kernel is repeated
N rounds, with an individual permutation vector and substi-
tution masks in each iteration. The encryption procedures are
as follows.

1) Key scheduling. With the secret key Seed, produce a
series of parameters to generate the permutation vector
and substitution mask for the following encryption iter-
ations. They are denoted as P AR A = Ini t (Seed) =
{Para(1), Para(2), · · · , Para(i), · · · , Para(N)}.

2) Encryption element generation. With Para(·) and the
employed chaotic maps, produce the required permuta-
tion vector WB and substitution mask K in an encryption
round.

3) Permutation at the bit level. Stretch the plaintext M into
a binary image MB, which is then shuffled with WB to
produce the scrambled binary image MS.
Finally, convert MS into the pixel level to obtain the
permutation ciphertext P. In short, the whole bit-level
permutation is generalized as Eq. (2).

4) Substitution using XOR. Substitute the pixels of P and
produce the ciphertext according to

C = P ⊕ K. (3)

2Herein, wb(i) is defined as the inverse of that in [25]–[27] for easing of
the following analysis.
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5) Iteration. Repeat steps 2) – 4) N times with the para-
meter Para(i) in the i th encryption round. The output
ciphertext C(Out) is mathematically obtained as⎧⎨⎨⎨⎨⎨

⎨⎨⎨⎨⎩

C(Out) = C(N)

C(i) = WB(i)(M(i)) ⊕ K(i)

M(i) = C(i−1)

C(0) = M(1)

. (4)

Typical image ciphers similar to the basic encryption model
can be found in [29]–[32].

C. Variants of the Basic Model

Based on this basic encryption model, some improved vari-
ants were subsequently proposed. Their primary innovations
are identified into the following three categories. They are
sketched in this subsection, while corresponding encryption
details will be given in Section V, together with their crypt-
analysis.

1) Ciphers using substitution linking a previous ciphertext.
The avalanche effect, also called the diffusion perfor-
mance, is an important security indicator for image
ciphers. This means that a tiny difference (usually one
bit) of the plaintext should scatter to a large scale into
the ciphertext. Obviously, there is no avalanche effect
in the basic model. A one-bit difference in the plaintext
only affects one bit of the ciphertext, although it may
be relocated by the permutation phase. For avalanche
performance, researchers have proposed introducing a
previous ciphertext into the current substitution opera-
tion, as shown in Eq. (5).

c(i) = p(i) ⊕ k(i) ⊕ c(i − 1). (5)

In this case, a one-bit difference will scatter into
the whole ciphertext after several rounds of permu-
tation and substitution. Typical ciphers can be found
in [8], [33]–[35].

2) Ciphers with random variables inserted in the encryp-
tion process. Recently, researchers have proposed adding
random pixels before the encryption kernel. Then,
this enlarged image is encrypted by the permutation-
substitution network. In this scenario, the same plaintext
will be encrypted to distinct ciphertexts at different
times, although an identical secret key is used. This
is the so-called indistinguishability, which gives an
encryption scheme satisfactory resistance against plain-
text attacks. The encryption process is shown in Fig. 2,
and typical ciphers can be found in [36], [37], in which
Eq. (5) is adopted for the avalanche effect.

3) Ciphers with a substitution-then-permutation structure.
In recent years, the permutation-then-substitution struc-
ture has shown vulnerability against a stylized crypt-
analysis. A chosen-plaintext with identical pixels (such
as an all-zero image) was always preferable to ini-
tially offset the pixel scrambling effect. Then, cryptan-
alysts worked toward the substitution phase, and con-
versely, the permutation vector was ultimately recovered.

Fig. 2. Chaos-based image cipher with randomly pixel inserting.

As a remedy, substitution was proposed to precede the
permutation procedure. Typical ciphers can be found
in [38], [39]. Furthermore, substitution linking the previ-
ous ciphertext (i.e., Eq. (5)), therein inserting a random
pixel before core encryption, is also employed in [38]
in the hope of improving the security level.

III. THE CHOSEN-CIPHERTEXT ATTACK

We start with the cryptanalysis of the basic encryption
model described in Section II-B, and then, a chosen-ciphertext
attack is proposed.

A. Attack Assumption

According to Kerckhoffs’s principle, a cipher should be
secure even if everything about it is openly accessible except
for the secret key [42]. By specifying the power of the
opponent, four types of attacks are always adopted for the
theoretical security analysis of a cipher. These attacks are
the so-called chosen-ciphertext attack, chosen-plaintext attack,
known-plaintext attack and ciphertext-only attack. By explor-
ing the clues hiding inside the acquired knowledge, the com-
mon goal of these attacks is to extract the underlying plaintext
of some other ciphertext generated by the same secret key [42].

We evaluate the security of the studied ciphers against
the chosen-ciphertext attack. In a chosen-ciphertext attack,
the adversary is able to access any ciphertext of his choice,
and decrypt them to get the corresponding plaintext.3 At first
sight, this might seem strict. However, when the secret key
is fixed by the manufacturer and the opponent can freely
manipulate the device for a while, the chosen-ciphertext attack
can be launched. Some potential scenarios facing chosen-
ciphertext attacks, such as POS (point of sale) terminals
and web application session token encryption, are discussed
in [42], [43]. In summary, a chosen-ciphertext attack is also an
important indicator for evaluating a cipher’s practical security.

As mentioned above, the chosen-ciphertext attack aims to
learn information about the underlying plaintext of some
other ciphertext generated by the same key [42]. In other

3Of course, the received ciphertext cannot be directly decrypted, and the
secret key cannot be obtained.
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words, the secret key is assumed to be unchanged in the
attack process. Straightforwardly, opponents can attempt to
obtain the input secret key. As an alternative, they may
also try to retrieve the key-dependent equivalent encryption
elements. Regarding the aforementioned studied ciphers in this
article, the permutation vector WB and substitution mask K
are key-dependent equivalent encryption elements. They are
also assumed unchanged during the attack because they are
completely dependent on the secret key.

It should be emphasized that the studied image ciphers may
also be vulnerable to other attacks. However, we focus on their
common weakness to a chosen-ciphertext attack.

B. Differential Cryptanalysis

Suppose that there are two plaintexts M1, M2 and their
ciphertexts C1, C2 in a certain encryption round. Referring to
Eqs. (1) and (3), the differential of the ciphertexts is

�C = C1 ⊕ C2 = (WB(M1) ⊕ K) ⊕ (WB(M2) ⊕ K)

= WB(M1) ⊕ WB(M2)
. (6)

Bit-level permutation is adopted in this cipher, i.e., the original
bits are scrambled without value modification. In addition,
the bits in identical coordinates will be relocated to the same
position in the ciphertexts when using identical permutation
vectors. Therefore,

WB(M1) ⊕ WB(M2) = WB(M1 ⊕ M2) = WB(�M). (7)

Combining Eqs. (6) and (7), we can obtain

�C = C1 ⊕ C2 = WB(�M). (8)

Definition 1: The differential transfer function (DTF)
F(cipher)(·) is defined as the mapping from �M to �C in
a certain encryption round, i.e.,

�C = F(cipher)(�M),

where the subscript bracket-within-name denotes the name of
the involved cipher.

Referring to Eq. (8), we can obtain the DTF of the basic
encryption model as

�C = F(basic)(�M) = WB(�M). (9)

Property 1: F(basic)(�M) is bijective, which means
�M1 = �M2 if and only if F(basic)(�M1) = F(basic)(�M2).

Proof: It is well known that the permutation function
WB(·) is a one-to-one mapping; therefore, F(basic)(�M) has
bijectivity. This completes the proof. �

Property 2: F(basic)(�M) is binary multiplicative, which
means

λ × F(basic)(�M) = F(basic)(λ × �M), λ ∈ {0, 1}.
Proof: If λ = 1, λ × F(basic)(�M) = F(basic)(λ × �M)

accordingly holds. In the case λ = 0, F(basic)(λ × �M)
is obviously an all-zero image because λ × �M is an all-
zero image, and F(basic)(·) refers to a bit-level permutation
function without value modification. On the other hand, λ ×
F(basic)(�M) is also an all-zero image when λ = 0. Hence,
the proof is completed. �

Property 3: F(basic)(�M) can be bit-wise XORed, which
means

F(basic)(�M1) ⊕ F(basic)(�M2) = F(basic)(�M1 ⊕ �M2).

Proof: The proof is similar to the deduction of Eq. (7).
�

Referring to the nomenclature given in Section II-A,
we employ F (i)

(basic)(�M) = WB(i)(�M) to represent the DTF
of the basic encryption model in the i th iteration. One can
observe that the DTFs in distinct iterations may be different
from each other, yet Properties 1–3 always hold. In other
words, the particulars of F (i)

(basic)(�M) are key dependent.
However, they are all bijective and binary multiplicative and
can be bit-wise XORed. These properties are key independent.

Definition 2: The cascaded differential transfer function
(CDTF) F (1)−(N)

(cipher) (·) is defined as the relationship between the

differential matrix of the original input plaintexts, i.e., �M(1),
with that of the output ciphertexts, i.e., �C(N), which means

�C(N) = F (1)−(N)
(cipher) (�M(1)). (10)

Property 4: F (1)−(N)
(basic) (�M(1)) is also bijective and binary

multiplicative and can be bit-wise XORed.
Proof: The proof is given in the Appendix A. �

Remark 1: For the basic encryption model, the differential
of the original plaintexts is correlated with that of the output
ciphertexts as

�C(N) = F (1)−(N)
(basic) (�M(1)).

This function is bijective and binary multiplicative and can be
bit-wise XORed.

C. Chosen-Ciphertext Attack

Benefiting from Remark 1, a chosen-ciphertext attack is
created as follows. Note that only the output ciphertext C(N)

and input plaintext M(1) are available in the attack, whereas
the temporary ciphertexts C(i)(i < N) in the intermediate
iterations are unobtainable. They are merely introduced for
the aforementioned theoretical analysis.

1) Construct 1 + L × B chosen-ciphertexts, where L is the
pixel counts of the ciphertext and B refers to the bit
counts of a pixel, as mentioned before. These ciphertexts
are denoted as C(N)

0 and C(N)
l−b, l ∈ [1, L], b ∈ [1, B],

and their pixels are constructed by Eq. (11).

c0
(N)(i) = 0, i ∈ [1, L]

c(N)
l−b(i) =

�
2B−b, i = l
0 , i �= l, i ∈ [1, L]

. (11)

In short, C(N)
l−b can be constructed one by one by flipping

a single bit of an all-zero image (C(N)
0 ), from the

first bit of the first pixel to the last bit of the last
pixel. Such an arrangement ensures that any ciphertext
C(N) is representable by C(N)

0 and C(N)
l−b with binary

multiplication and bit-wise XOR operators.
2) Their input plaintexts are obtainable in the

chosen-ciphertext attack, denoted as M(1)
0 and M(1)

l−b
analogously.
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3) Obtain the differentials of the plaintexts according to

�M(1)
l−b = M(1)

l−b ⊕ M(1)
0 . (12)

4) For any ciphertext C(N) = {c(N)(l), l ∈ [1, L]}, its
plaintext is denoted as M(1), whose differential between
M(1)

0 is further assumed as �M(1). We can calculate
�M(1) from Eq. (13), where bi tCl−b denotes the bth bit
of the ciphertext c(N)(l) and

�
represents the continuous

bit-wise XOR operation.

�M(1) =
�L

l=1

�B

b=1
[bi tCl−b × �M(1)

l−b]. (13)

The deduction processes are as follows.
• Considering the involved images as binary matrices,

it is easy to obtain C(N) = �L
l=1

�B
b=1[bi tCl−b ×

C(N)
l−b].

• As C(N)
0 is an all-zero image, �C(N)

l−b = C(N)
l−b ⊕

C(N)
0 = C(N)

l−b , and �C(N) = C(N) ⊕ C(N)
0 = C(N).

• Considering the above two items, we can obtain
�C(N) = �L

l=1
�B

b=1[bi tCl−b × �C(N)
l−b].

• Considering that �C(N) = F (1)−(N)
(cipher) (�M(1)) and

that F (1)−(N)
(cipher) (�M(1)) is bijective and binary mul-

tiplicative and can be bit-wise XORed, it is easy
to deduce that �M(1) = �L

l=1
�B

b=1[bi tCl−b ×
�M(1)

l−b].
5) Finally, the plaintext M(1) is recovered as

M(1) = �M(1) ⊕ M(1)
0 . (14)

D. Pseudocode

Two primary modules can be identified from the aforemen-
tioned attack steps.

The first module consists of steps 1) – 3). It is used to
produce M(1)

0 and the differentials between the plaintexts,
i.e., �M(1)

l−b . To some extent, M(1)
0 and �M(1)

l−b act as the atoms
of the attack. Technically, Algorithm 1 can be utilized for prac-
tical implementation. In this and the following pseudocodes,
the function zeros(1, L) generates a vector with L elements,
and each element has B bits.

Algorithm 1 Generate the atoms of the attack.
Require: Length L of the ciphertext, bit counts B of a pixel
Ensure: 1 + L × B atoms
1: C(N)

0 = zeros(1, L);
2: M(1)

0 = decrypt (C(N)
0 );

3: for each l ∈ [1, L] do
4: for each b ∈ [1, B] do
5: C(N)

l−b = zeros(1, L);

6: c(N)
l−b(l) = 2B−b;

7: M(1)
l−b = decrypt (C(N)

l−b);

8: �M(1)
l−b = M(1)

l−b ⊕ M(1)
0 ;

9: end for
10: end forreturn M(1)

0 and �M(1)
l−b

The second module refers to the image reconstruction part
using the latter two steps. Algorithm 2 is the pseudocode

TABLE I

THE CONSTRUCTED CHOSEN-CIPHERTEXTS

for practical implementation. After obtaining the atoms by
Algorithm 1, any received ciphertext can be straightforwardly
recovered by Algorithm 2 without repeating Algorithm 1.

Algorithm 2 Recovery of the plaintext.

Require: A ciphertext C(N), the atoms M(1)
0 and �M(1)

l−b
Ensure: The recovered plaintext M(1)

1: �M(1) = zeros(1, L);
2: for each l ∈ [1, L] do
3: for each b ∈ [1, B] do
4: bi tCl−b = [c(N)(l)&2B−b]/2B−b;
5: �M(1) = �M(1) ⊕ [bi tCl−b × �M(1)

l−b];
6: end for
7: end for
8: M(1) = �M(1) ⊕ M(1)

0 ; return M(1)

E. Example Description

An illustrative experiment is given for better understanding.
The basic encryption model in Section II-B is employed.
The bit-level permutation is performed by chaotic-sorting
technique [29], while Logistic map is used for generating the
encryption elements, i.e., permutation vector and substitution
mask. In addition, the encryption is iterated 10 times. The
plaintext is assumed with 8-bit resolution, i.e., B = 8 and the
pixel values are within the range [0, 255]. Interested readers
can refer to the source code for more details.4

Without loss of generality, we randomly construct a plain-
text as M(1) = {45, 129; 199, 235}, which is encrypted to
C(10) = {12, 35; 65, 230} for confidential transmission. Then,
opponents eavesdrop this ciphertext in public channels and
attempt to recover the plaintext without the secret key. Fol-
lowing the procedures given in Section III-C, the attack is
implemented step by step as follows.

1) Construct 1 + 4 × 8 = 33 chosen-ciphertexts accord-
ing to Eq. (11), which are denoted by C(10)

0 and
C(10)

l−b , l ∈ [1, 4], b ∈ [1, 8], as listed in Table I.
2) Obtain their corresponding plaintexts, given in Table II.
3) Calculate the differentials of the plaintexts; the results

are listed in Table III.

4The source codes are openly accessible via
https://github.com/lurenjia212/Break_bitxor.
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TABLE II

THE DECRYPTION RESULTS OF THE CHOSEN-CIPHERTEXTS

TABLE III

THE DIFFERENTIAL MATRICES OF THE DECRYPTED IMAGES

4) Decompose the eavesdropped ciphertext C(10) =
{12, 35; 65, 230} into binary sequence, as demonstrated
in Eq. (15).⎧⎨⎨⎨⎨
⎨⎨⎨⎩

12⇒{bi tC1−1,· · ·, bi tC1−8}={0, 0, 0, 0, 1, 1, 0, 0}
35⇒{bi tC2−1,· · ·, bi tC2−8}={0, 0, 1, 0, 0, 0, 1, 1}
65⇒{bi tC3−1,· · ·, bi tC3−8}={0, 1, 0, 0, 0, 0, 0, 1}
230⇒{bi tC4−1,· · ·, bi tC4−8}={1, 1, 1, 0, 0, 1, 1, 0}

.

(15)

Referring to Eqs. (13), (15) and Table III, we can obtain

�M(1) =
�4

l=1

�8

b=1
[bi tCl−b × �M(1)

l−b]
= {43, 42; 24, 49}

.

5) Finally, the plaintext M is calculated as

M(1) = �M(1) ⊕ M(1)
0

= {43, 42; 24, 49} ⊕ {6, 171; 223, 218}
= {45, 129; 199, 235}

.

The recovered pixels completely match the original plaintext.
The proposed attack is therefore validated.

In addition, Fig. 3 demonstrates a set of experimental
results using the 256 gray-scale Lena image with a size of
256×256. The image recovered by the proposed attack, shown
in Fig. 3(f), has been numerically verified to be identical to
the original plaintext.

IV. QUANTITATIVE ANALYSIS AND UNIVERSALITY

Hereinafter, the proposed chosen-ciphertext attack in
Section III-C is abbreviated as PCCA. A cipher’s DTF/CDTF
has BMX properties, which means that it is bijective and
binary multiplicative and can be bit-wise XORed.

Fig. 3. Results of the proposed attack on cracking the basic encryption
model: (a) plaintext Lena; (b) ciphertext of Lena; (c) the first chosen-ciphertext
C(10)

0 ; (d) decryption result M(1)
0 of the first chosen-ciphertext C(10)

0 ; (e) the
calculated differential image �M(1); (f) the recovered image.

A. Complexity

As mentioned above, 1 + L × B chosen-ciphertexts and
corresponding plaintexts are required in the attack; hence, both
the computational and spatial complexity are O((L × B)2).
Once the atoms are produced by PCCA’s first three steps, each
received ciphertext can be recovered using a series of binary
multiplication and bit-wise XOR operations.

Note that the complexity is independent of the iteration
counts N . This is quite different from peer cryptanalysis,
whose computation and storage requirements always explode
with further encryption rounds such as in the security analysis
of Fridrich’s cipher given in [44], [45]. In addition, it should be
emphasized that the atoms of the attack, i.e., M(1)

0 and �M(1)
l−b ,
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are required to be established only once (Algorithm 1). After
that, all of the received ciphertexts are directly recoverable,
referring to the attack steps 4) –5) (Algorithm 2).

B. Quantitative Analysis

As aforementioned, a chosen-ciphertext attack means that
the adversary can access any ciphertext of this choice and get
the corresponding plaintext. Regarding PCCA, the adversary
is able to decrypt the elaborately constructed C(N)

0 and C(N)
l−b

and obtain M(1)
0 and M(1)

l−b . With the clues underlying these
ciphertext-plaintext pairs, the plaintext of any ciphertext can be
exactly recovered with Eqs. (12)-(14). For the targeted ciphers,
PCCA is capable of recovering the plaintext with a 100%
success rate in a chosen-ciphertext attack.

In addition, PCCA is also beneficial for an adversary who
doesn’t have sufficient resources to implement a chosen-
ciphertext attack. For example, when the adversary has col-
lected most of the attack elements required in Eqs. (12)-(14)
except certain �M(1)

l−b , correct attack result is also achievable if
corresponding bi tCl−b equals to zero coincidently. A guessed
�M(1)

l−b can be introduced as a replacement. Referring to

Eq. (13), �M(1)
l−b cannot change the value of �M(1) when

bi tCl−b = 0, furthermore, the attack result produced in
Eq. (14) is also unaffected. It is important to note that this
scenario is not a chosen-ciphertext attack which always means
that any ciphertext can be constructed and decrypted on
demand.

C. Universality

The CDTF’s BMX properties are the most critical issue
for this attack. If a cipher’s DTF has BMX, its CDTF also
has BMX. Therefore, we can conclude that if a cipher’s DTF
or CDTF has BMX features, it is vulnerable to PCCA. We
find that this security drawback exists in a family of image
encryption schemes, which are essentially variants of the stud-
ied basic model. They have DTFs or CDTFs possessing BMX
properties inside, whereas they usually share the following
similar architecture in appearance.

1) They are based on the iterative permutation-substitution
network.

2) Pixel-level or bit-level permutation is used, while bit-
wise XOR is employed for substitution.

3) The permutation vector and substitution mask are key
dependent.

We find that the image encryption schemes
in [8], [29]–[39] fall within the scope of PCCA. In
addition, it is indicated that the PCCA is independent of the
permutation vector, substitution mask and encryption rounds.
For a cipher whose DTF or CDTF has BMX drawbacks,
we can therefore conclude that the following techniques are
infeasible for security enhancement.

1) Introducing more random nonlinear dynamics for pro-
ducing the permutation vector and substitution mask.

2) Developing complex permutation techniques, regardless
of whether they are performed at the pixel level or bit
level.

3) Increasing the encryption rounds, where even round
keys, i.e., different encryption elements (WB and K),
are used.

4) It will be further demonstrated in Section V that sub-
stitution chaining with a previous ciphertext, insert-
ing random pixels in the encryption, and repositioning
the permutation and substitution procedures are also
ineffective.

V. APPLICATIONS TO THE CIPHER FAMILY

In this section, we will theoretically and experimentally
demonstrate that PCCA is feasible for a family of chaos-based
image ciphers. These ciphers were proposed in [8], [29]–[39].

A. Applications to Ciphers Similar to the Basic Model

The ciphers proposed in [29]–[32] are very similar to the
basic encryption model described in Section II-B.5 Specif-
ically, they usually adopt a certain bit-level or pixel-level
permutation method to shuffle the plain image and then modify
the pixel values via p(n)⊕k(n). Their primary innovations lie
in the novel permutation techniques or complex chaotic maps,
which have been found to be ineffective for resisting PCCA.
Since they are very similar to the basic encryption model, their
description and cryptanalysis are sketched as follows.6

1) Li’s cipher in [29].

• Brief review. With the key Seed , a sequence X is
first generated by the Logistic map and then mapped
to Y and Z using a ‘projective transform’ technique.
The permutation vector WB is produced by Y , while
the pixel mask K is quantized from Z. The plain
image M is shuffled at the pixel level to obtain
the permutation ciphertext P, and the ciphertext is
subsequently produced according to C = P ⊕ K.

• Cryptanalysis. This scheme possesses an identical
architecture to the basic encryption model; thus, it is
easy to conclude that its DTF has BMX properties.
The generation mechanism of the chaotic variable is
Li’s primary contribution [29]. However, it has been
found to be ineffective for security enhancement
because PCCA is independent of the encryption
elements.

2) Tang’s cipher in [30].

• Brief review. There are three stages of encryption.
First, the plaintext is randomly divided into blocks,
which are then shuffled. Second, individual pixel-
level permutation is performed for each block.
Third, bit-wise XOR is implemented between the
shuffled image P and pixel masks K for substitu-
tion. The encryption elements in these steps are all
derived from the secret key Seed .

5In [46], [47], Diaconu proposed an image cipher consisting of one round
of plaintext-related (not our focused key dependent) permutation and bit-
wise XOR substitution. A slightly modified version of the proposed attack
is feasible; interested readers can refer to the source codes for more details.

6The notations here may be different from those in the original publications,
but the encryption cores are identical.
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Fig. 4. Results of the proposed attack on cracking Dai’s cipher [32]: (a) plain-
text CT_Abdomen; (b) ciphertext of CT_Abdomen; (c) the first chosen-
ciphertext C(1)

0 ; (d) decryption result M(1)
0 of the first chosen-ciphertext C(1)

0 ;
(e) calculated differential image �M(1); (f) the recovered image.

• Cryptanalysis. Apparently, we can combine the first
two shuffling procedures into a single permutation
process. Thus, this cipher is finalized as a standard
permutation-substitution encryption scheme. Similar
to the basic encryption model, it is breakable by
PCCA. The primary contribution is the permutation
technique using random dividing and shuffling oper-
ations; however, it cannot increase the security level.

3) Tang’s cipher in [31].
• Brief review. Four plaintexts are combined into one

binary matrix, which is then shuffled using the
random division and shuffling method developed
in [30]. Four images are decomposed from the
permutation ciphertext, and then, bit-wise XOR sub-
stitution is employed for pixel value modification.

• Cryptanalysis. The permutation approach developed
in [30] is implemented at the bit level in this cipher;
they [30], [31] suffer from the same vulnerability
against PCCA accordingly.

4) Dai’s cipher in [32].
• Brief review. The plain image M is first decomposed

into binary planes. The Cat map is then employed to
shuffle the highest two bit planes 100 times and the
following two bit planes 50 times, whereas the other
bit planes remain unchanged. Subsequently, P⊕K is
used for substitution. The Logistic map and Henon
map are employed for key stream generation.

• Cryptanalysis. Although this cipher uses selective
permutation for different bit planes, the entire
scrambling process can also be summarized as a
single permutation vector WB. The PCCA is thus
applicable.

The experimental results of cryptanalyzing Dai’s cipher [32]
are demonstrated in Fig. 4. Numerical comparison verifies that
the original input image has been accurately recovered.

Remark 2: Based on the basic model, improvements in
terms of more complex dynamics, novel permutation tech-
niques, and more iterations with round keys are ineffective
at enhancing security against PCCA.

B. Applications to Ciphers With Substitution Linking a
Previous Ciphertext

Ciphers in this category [8], [33]–[35] perform substitution
linking a previous ciphertext, i.e., c(i) = p(i) ⊕ k(i) ⊕
c(i −1), to obtain the avalanche effect. Taking Fu’s cipher [8]
as an example, we will show that such an enhancement is also
insecure against PCCA.

Fu’s cipher [8] is reviewed as follows.

1) Key scheduling. The control parameters of the Cat map
for the permutation, control parameter and initial value
of the Logistic map for substitution jointly constitute the
secret key.

2) Encryption element generation. With the secret key and
Cat map, B distinct permutation vectors are gener-
ated, i.e., WB1, WB2, · · · , WBB , and a pixel masking
sequence K is produced using the Logistic map.

3) Permutation. The plain image M is decomposed into B
binary planes, which are shuffled independently using
the produced permutation vectors. Then, the scrambled
bit planes are re-combined as the permutation cipher-
text P.

4) Substitution. The pixels are encrypted one by one
according to Eq. (5), where c(0) is set as a constant
for masking the first pixel. The ciphertext C is thus
generated.

5) Iteration. The above processes are iteratively performed
based on the security and efficiency requirements.

The cryptanalysis starts with the substitution of Fu’s cipher.
It is easy to rewrite Eq. (5) as

c(i) = c(0) ⊕
�i

j=1
p( j) ⊕

�i

j=1
k( j), i ∈ [1, L].

Suppose that there are two plaintexts M1, M2 and their cipher-
texts C1, C2 in a certain encryption round. The differential of
these two ciphertexts is calculated as

�c(i) = c1(i) ⊕ c2(i)

= c(0) ⊕
�i

j=1
p1( j) ⊕

�i

j=1
k( j)

⊕ c(0) ⊕
�i

j=1
p2( j) ⊕

�i

j=1
k( j)

=
�i

j=1
p1( j) ⊕

�i

j=1
p2( j)

=
�i

j=1
�p( j)

. (16)

Without loss of generality, we use �C = �
(�P) to

finalize the mapping from �P to �C in matrix form.
In addition, we can combine the permutation effects of
WB1, WB2, · · · , WBB as one bit-level permutation vector
WB, i.e., �P = WB(�M). Therefore, we obtain the DTF
of Fu’s cipher as

�C = F(Fu)(�M) =
�

[WB(�M)]. (17)

Appendix B summarizes the BMX properties of
F(Fu)(�M). The PCCA is able to break this cipher
without any modification.

Cryptanalysis of peer ciphers [33]–[35] of this type is briefly
given as follows.
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1) Zhou’s cipher in [33].

• Brief review. First, the plaintext M is shuffled with
the permutation vector WB to obtain the permu-
tation ciphertext P. Subsequently, a row-by-row
and column-by-column substitution is successively
performed. For each row/column substitution, only
the first pixel is encrypted, whereas other pixels
are modified by the previous ciphertext. Taking the
i th row as an example, c(i, 1) = p(i, 1) ⊕ kr (i)
while c(i, j) = p(i, j) ⊕ c(i, j − 1), j �= 1. The
permutation vector WB and row/column substitution
mask Kr /Kc are produced by the Henon map and
Line map.

• Cryptanalysis. The substitution is indeed a particular
case of c(i, j) = p(i, j) ⊕ k(i, j) ⊕ c(i, j − 1).
This is the same as in the scenario where k(i, j) =
0 ( j �= 1) in the row-by-row substitution process
and k(i, j) = 0 (i �= 1) in the column-by-column
substitution. Since the PCCA is independent of the
encryption elements, it is consequently able to break
this cipher.

2) Mirzaei’s cipher in [34].

• Brief review. First, divide the plaintext M into four
identical blocks, which are then shuffled with a
random sequence WA. Second, scramble the image
again with shuffling vectors WR and WC. Third,
modify the plain pixels according to c j (i) = p j (i)⊕
k j (i) ⊕ cmod( j−1,4)(i − 1), where c j (i) denotes the
i th pixel in the j th block. The encryption elements
WA, WR, WC and K all depend on the secret key.

• Cryptanalysis. In this cipher, the substitution
process for p(i) is not linked to c(i −1) but rather to
a ciphertext in another block. Its position is denoted
as ws(i) without loss of generality. The most impor-
tant observation is that ws(i) is fixed and never
visited again in the entire substitution process. This
is the same as in the scenario where another permu-
tation vector WS is implemented to the ciphertext
that is produced by c(i) = p(i) ⊕ k(i) ⊕ c(i − 1).
Padding another permutation phase after the sub-
stitution process cannot significantly enhance the
security; even multiple rounds of encryption are
vulnerable to PCCA.

3) Ye’s cipher in [35].

• Brief review. First, two images are individually
derived from the plaintext’s higher four and lower
four bit planes. The discretized Cat map is then
employed for shuffling these images to produce the
permutated image P. Second, pixel substitution is
performed row by row and then column by column
by Eq. (5), where the substitution masks K are
generated from a continuous Cat map.

• Cryptanalysis. This cipher can be regarded as
a permutation-substitution-permutation-substitution
cipher when nothing is done in the second per-
mutation. Since PCCA is effective for an iterative

Fig. 5. Results of the proposed attack on cracking Fu’s cipher [8]:
(a) plaintext MRI_Knee; (b) ciphertext of MRI_Knee; (c) the first chosen-
ciphertext C(3)

0 ; (d) decryption result M(1)
0 of the first chosen-ciphertext C(3)

0 ;
(e) calculated differential image �M(1); (f) the recovered image.

permutation-substitution network, it is consequently
able to crack this cipher.

Fu’s cipher [8] is employed as an example, the experimental
results are shown in Fig. 5, therein assuming that the encryp-
tion kernel is repeated 3 times. The recovered image (Fig. 5(f))
has been numerically verified identical to the plaintext.

Remark 3: Substitution linking a previous ciphertext can
achieve avalanche performance; however, it is also vulner-
able to the proposed cryptanalysis. The BMX properties exist
regardless, and the PCCA is applicable in a straightforward
manner.

C. Applications to Ciphers With Random Variables Inserted
in the Encryption Process

As mentioned above, adding random pixels before the
core encryption process can produce indistinguishability and
further obtain satisfactory resistance against plaintext attacks
[36], [37]. However, such an improved method is also found
to be insecure against PCCA.

Hua’s cipher in [36] is first employed as an example, and
its encryption processes are described as follows.

1) Key scheduling. The secret key Seed is a 232-bit binary
sequence, which is used to generate the parameters of the
employed 2D logistic-adjusted-sine map (2D-LASM).

2) Inserting random pixels. Add 2× M +2× N +4 random
pixels around the input plaintext M to obtain an enlarged
image MI of size (H + 2) × (W + 2).

3) Encryption element generation. With Seed and the
2D-LASM, produce the permutation vector WB and
pixel masking sequence K. They are essentially depen-
dent on the key and uncorrelated with the plaintext 7

4) Permutation. Using WB to shuffle MI at the pixel level,
the permutation ciphertext is denoted as P.

5) Substitution. The substitution process is performed by
Eq. (18). Note that L = (H +2)×(W +2) here, referring

7In [36], WB is obtained by sorting a sequence whose particle is one-by-one
produced by combining the bits of a chaotic variable B S and a plain pixel
B P as one variable. Since B P is placed in the lower positions, it cannot
influence the sorting results and thus essentially has nothing to do with the
permutation vector.
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to the pixel counts of the ciphertext.	
c(i) = p(i) ⊕ k(i) ⊕ p(L), i = 1

c(i) = p(i) ⊕ k(i) ⊕ c(i − 1), i �= 1
. (18)

6) Iteration. The permutation and substitution processes are
repeated twice, using different permutation vectors and
substitution masks in each round.

Without loss of generality, the randomly inserted variables
are denoted as R, and the symbol || is introduced to denote
the pixel insertion operation. Therefore, we can obtain

MI(1) = M(1)||R.

Note that the pixel insertion operation is implemented only
once, which means that MI(1) is the actual input of the
permutation-substitution network. On the other hand, it also
denotes the products of the permutation-substitution network
in the decryption phase before removing the edge pixels. Sim-
ilar to Fu’s cipher, the differential of the enlarged plaintexts
MI is correlated with that of the ciphertexts C in a certain
encryption round as Eq. (19), where �p(L) denotes the last
pixel of WB(�MI).	

�C = FI(Hua)(�MI)

FI(Hua)(�MI) = �p(L) ⊕
�

[WB(�MI)] . (19)

Referring to the BMX properties of F(Fu)(�M) given in
Appendix B, we can easily conclude that FI(Hua)(�MI) also
possesses BMX properties.

It should be emphasized that R is random and unobtainable
in the encryption process; however, it is well-defined in the
decryption procedure, although it is also unobtainable. This is
also the case for MI(1).

Following the attack procedures given in Section III-C,
PCCA is found to be feasible for Hua’s cipher.

1) Obviously, the required 1+L×B chosen-ciphertexts C(2)
0

and C(2)
l−b, l ∈ [1, L], b ∈ [1, B] can be constructed. All

of them have a size of (H + 2) × (W + 2).
2) Subsequently, 1 + L × B decryption results, M(1)

0 and
M(1)

l−b, are obtainable. However, their sizes are all H×W .
3) We can obtain the differentials of the plaintexts as

�M(1)
l−b = M(1)

l−b ⊕ M(1)
0 . (20)

4) For any ciphertext C(2) = {c(2)(l), l ∈ [1, L]}, its
plaintext is denoted as M(1), and the differential between
M(1) and M(1)

0 is assumed as �M(1). We can obtain
�M(1) by Eq. (21), where bi tCl−b denotes the bth bit
of pixel c(2)(l), as mentioned above.

�M(1) =
�L

l=1

�B

b=1
[bi tCl−b × �M(1)

l−b]. (21)

The proof can be found in Appendix C.
5) Thus, the plaintext is recovered as M(1) =

�M(1) ⊕ M(1)
0 .

In conclusion, PCCA can be directly launched to crack
Hua’s cipher [36] without any modification. This is because
no pixel-chaining operation exists in PCCA, and the unknown
inserted random pixels cannot affect the recovery of the plain
pixels. In addition, the raw materials (bi tCl−b, M(1)

0 and

Fig. 6. Results of the proposed attack on cracking Hua’s cipher [36]:
(a) plaintext peppers; (b) ciphertext of peppers (a circle larger than the
plaintext); (c) the first chosen-ciphertext C(2)

0 (a circle larger than the plain-

text); (d) decryption result of the first chosen-ciphertext M(1)
0 ; (e) calculated

differential image �M(1); (f) the recovered image.

�M(1)
l−b) are sufficient. Hua’s source codes are employed for

verification [36],8 and the results are presented in Fig. 6(f).
With PCCA, the plaintext is recovered as Fig. 6(f), which
exactly equals the input plaintext shown in Fig. 6(a).

In [37], a cipher named MIE-BX is proposed for medical
image encryption.9 It is similar to the cipher discussed above
and is also vulnerable to PCCA.

1) The MIE-BX in [37].
• Brief review. First, deriving from a 256-bit secret

key Seed and the employed logistic-sine system,
two suites of permutation vectors WB and substi-
tution masks K are generated. Second, add random
pixels along the four sides of the original plain
image M such that an enlarged image MI is gener-
ated. Third, shuffle MI at the pixel level to obtain
the permutation ciphertext P. Fourth, perform pixel
substitution according to Eq. (18). The encryption
core is iterated twice, with the individual permuta-
tion vectors and substitution masks produced in the
first step.

• Cryptanalysis. This cipher [37] is very similar to
the cipher in [36], except for the adopted per-
mutation techniques and chaotic maps. As men-
tioned in Section IV-C, the enhancements in terms
of permutation techniques and nonlinear dynamics
cannot enhance the cipher’s security against PCCA.
In other words, PCCA is applicable without any
modification.

Remark 4: Inserting random pixels in the encryption
process provides indistinguishability to a cipher for resisting
plaintext attacks. However, such randomness vanishes in the
decryption phase. The intrinsic BMX properties of the encryp-
tion kernel facilitate the applicability of PCCA.

8Hua’s source codes are open accessible at https://sites.google.com/site/
huazyum/home/2DLASMEncryption.rar.

9Two ciphers were proposed in [37], and we focus on MIE-BX only. The
other cipher (MIE-MA), which uses modulo addition for pixel modification,
is beyond the scope of this article.
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D. Applications to Ciphers With
Substitution-Then-Permutation Structure

Slightly different from the widely adopted structure,
the ciphers in [38], [39] perform pixel substitution ahead of
the permutation phase. They are also vulnerable to PCCA.

1) Zhou’s cipher in [38].

• Brief review. There are three primary procedures in
this encryption scheme. First, add random pixels
along the left side of the plaintext M, and an
enlarged image MI is produced. Second, perform
pixel substitution row by row according to s(i) =
mi(i) ⊕ k(i) ⊕ s(i − 1), whereas s(1) = mi(1) is
specifically defined. This means that the first pixel is
not encrypted in the substitution stage. Third, rotate
the substitution ciphertext 90◦ to produce the cipher-
text C in this round. The random pixel insertion,
substitution and rotation processes are implemented
four times to produce the final ciphertext.

• Cryptanalysis. The primary feature of this cipher is
that the random pixel insertion process is performed
in each round. However, the 90◦ rotation and fixed
insertion manner (left side) help us to specialize this
cipher to a special case of Hua’s algorithm [36].
Specifically, this is equivalent to randomly inserting
pixels around all four sides and then performing
substitution in row-by-row (left to right), column-
by-column (bottom to top), row-by-row (right to
left), column-by-column (top to bottom) manners.
Similar to the cryptanalysis of Hua’s cipher, PCCA
also can break Zhou’s encryption algorithm [38].

2) Tong’s cipher in [39].

• Brief review. A new one-dimensional chaotic system
was developed in [39], and it was further used to
generate the substitution mask K and two permuta-
tion vectors WR and WC. In this cipher, substitution
is first implemented according to S = M ⊕K. Then,
permutation is performed row by row with WR and
then column by column using WC.

• Cryptanalysis. As indicated before, we can combine
the two scrambling procedures into a single per-
mutation. This cipher is thus relaxed to a standard
substitution-then-permutation cipher. This cipher
can also be viewed as a two-round permutation-
then-substitution cipher. Accordingly, Tong’s cipher
is vulnerable to PCCA.

Experiments on cracking Zhou’s cipher [38] are performed,
and the results are shown in Fig. 7. A fingerprint image in the
original paper is employed.10 Complying with the theoretical
analysis, the plaintext has been accurately recovered.

Remark 5: It is shown that repositioning the permuta-
tion and substitution procedures cannot increase resistance
against PCCA. This is easy to understand, as substitution-
then-permutation is essentially a typical case of two rounds of
permutation-then-substitution encryption.

10The source code of Zhou’s cipher is available via https://www.
fst.um.edu.mo/en/staff/documents/fstycz/Bao2014SP.rar.

Fig. 7. Results of the proposed attack on cracking Zhou’s cipher [38]:
(a) plaintext fingerprint; (b) ciphertext of the fingerprint (a circle larger
than the plaintext); (c) the first chosen-ciphertext C(4)

0 (a circle larger than

the plaintext); (d) decryption result of the first chosen-ciphertext M(1)
0 ;

(e) calculated differential image �M(1); (f) the recovered image.

VI. CONCLUSION

In this article, we have investigated the security of a family
of image encryption schemes. The studied ciphers adopt an
iterative permutation-substitution network. The ciphers employ
a bit-level or pixel-level permutation approach for image shuf-
fling and use bit-wise XOR for pixel substitution. By differen-
tial cryptanalysis, we have revealed the BMX properties inside
the mapping from the differential of the ciphertexts to that
of the plaintexts. On this basis, a universal chosen-ciphertext
attack has been theoretically proposed and experimentally
verified. A total of 12 image ciphers have been found vul-
nerable to the proposed attack. We have further indicated that
various types of enhancements, such as complex dynamics,
improved permutation methods, substitution linking previous
ciphertexts, inserting randomness before the encryption kernel,
and repositioning the permutation and substitution, are inca-
pable of enhancing security. Plaintext-related permutation and
nonlinear substitution are highly suggested integrating into the
future permutation-substitution type image ciphers.

APPENDIX A
PROOF OF PROPERTY 4

As indicated from Eq. (4), the output of the (n − 1)th

encryption round will be the input of the subsequent iteration.
Therefore, we can obtain

�C(n) = F (i)
(basic)(�M(i))

= F (i)
(basic)(�C(i−1))

= F (i)
(basic)[F (i−1)

(basic)(�C(i−2))]
= . . .

= F (i)
(basic){F (i−1)

(basic)[. . .F (1)
(basic)(�C(0))]}

= F (i)
(basic){F (i−1)

(basic)[. . .F (1)
(basic)(�M(1))]}

.

In other words,

F (1)−(N)
(basic) (�M(1)) = F (N)

(basic){F (N−1)
(basic)[. . .F (1)

(basic)(�M(1))]}.
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As F (i)
(basic)(�M), i ∈ [1, N] has Properties 1–3, �C(N) =

F (1)−(N)
(cipher) (�M(1)) is consequently bijective and binary mul-

tiplicative and can be bit-wise XORed. Hence, the proof is
completed.

APPENDIX B
THE BMX PROPERTIES FU’S CIPHER’S DTF

For easy reference, we rewrite F(Fu)(�M) here, that is,

F(Fu)(�M) =
�

[WB(�M)]. (22)

The bijectivity is easy to obtain. As shown in Eq. (22),
F(Fu)(�M) consists of bit-wise XOR and bit-level permu-
tation operations; they are both one-to-one mappings. Thus,
F(Fu) is bijective.

Then, we come to the binary multiplicability of F(Fu)(�M),
that is,

λ × F(Fu)(�M) = F(Fu)(λ × �M), λ ∈ {0, 1}.
When λ = 1, λ × F(Fu)(�M) = F(Fu)(λ × �M) accord-
ingly holds. In the case λ = 0, λ × F(Fu)(�M) are zeros.
Then, we refer to Eq. (22) and move to the right part. It is
obvious that λ × �M are zeros, as is WB(λ × �M). Since�

denotes consecutive bit-wise XOR operation, F(Fu)(0 ×
�M) = �[WB(0 × �M)] equals zero as well. In other
words, λ × F(Fu)(�M) = F(Fu)(λ × �M) also holds when
λ = 0. Therefore, we can conclude the binary multiplicability
of F(Fu)(�M).

Finally, we prove that F(Fu)(�M) can be bit-wise XORed,
that is,

F(Fu)(�M1) ⊕ F(Fu)(�M2) = F(Fu)(�M1 ⊕ �M2).

Referring to Eq. (16), we can obtain�i

j=1
�p1( j) ⊕

�i

j=1
�p2( j) =

�i

j=1
[�p1( j) ⊕ �p2( j)],

which is valid for each i ∈ [1, L]. In matrix form, it can be
represented via

�
(�P1) ⊕�

(�P2) = �
(�P1 ⊕�P2). Con-

sidering that �P = WB(�M) and referring to the deduction
of Eq. (7), we can obtain�

[WB(�M1)] ⊕
�

[WB(�M2)]
=

�
[WB(�M1) ⊕ WB(�M2)]

=
�

[WB(�M1 ⊕ �M2)]
.

Therefore, F(Fu)(�M) can be bit-wise XORed.
Summarizing, F(Fu)(�M) has BMX properties.

APPENDIX C
THE PROOF OF EQ. (21)

As temporary variables, MI(1)
0 , MI(1)

l−b , R0 and Rl−b exist
in the decryption process. They are unknown but not random;
in addition 	

MI(1)
0 = M(1)

0 ||R0

MI(1)
l−b = M(1)

l−b||Rl−b

. (23)

Next, we can convert Eq. (20) as

�MI(1)
l−b = MI(1)

l−b ⊕ MI(1)
0 = (M(1)

l−b||Rl−b) ⊕ (M(1)
0 ||R0).

Since || denotes the pixel insertion operation and since pixels
in different positions of a matrix cannot affect each other in
bit-wise XOR operation,

�MI(1)
l−b = (M(1)

l−b||Rl−b) ⊕ (M(1)
0 ||R0)

= (M(1)
l−b ⊕ M(1)

0 )||(Rl−b ⊕ R0)

= �M(1)
l−b||�Rl−b

. (24)

Similarly, Eq. (25) holds for M(1), which is the plaintext of
C(2) awaiting recovery. The enlarged image MI(1) and the ran-
domly inserted pixels R exist, although they are unobtainable.

�MI(1) = (M(1)||R) ⊕ (M(1)
0 ||R0)

= (M(1) ⊕ M(1)
0 )||(R ⊕ R0)

= �M(1)||�R

. (25)

Referring to the BMX properties of FI(Hua)(�MI) and
taking Eq. (24) into consideration, we can also obtain �MI(1)

by Eq. (26), where bi tCl−b denotes the bth bit of pixel c(2)(l).

�MI(1) =
�L

l=1

�B

b=1
[bi tCl−b × �MI(1)

l−b]
=

�L

l=1

�B

b=1
[bi tCl−b × (�M(2)

l−b||�Rl−b)]
.(26)

Since bi tCl−b is binary,

bi tCl−b × (�M(1)
l−b||�Rl−b)

= [bi tCl−b × �M(1)
l−b]||[bi tCl−b × �Rl−b]

. (27)

Once again, since || denotes the pixel insertion operation and
since pixels in different positions cannot affect each other in
bit-wise XOR of two matrices, we can combine Eqs. (26)
and (27) as

�MI(1) =
�L

l=1

�B

b=1
[(bi tCl−b × �M(1)

l−b)||
×(bi tCl−b × �Rl−b)]

=
�L

l=1

�B

b=1
[(bi tCl−b × �M(1)

l−b)] ||�L

l=1

�B

b=1
[(bi tCl−b × �Rl−b)]. (28)

Comparing Eq. (25) with (28), we can obtain

�M(1) =
�L

l=1

�B

b=1
[bi tCl−b × �M(1)

l−b].
This concludes the proof.
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