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Abstract—The existing models of reversible data hiding in encrypted images (RDH-EI) are based on single data-hider, where the
original image cannot be reconstructed when the data-hider is damaged. To address this issue, this article proposes a novel model with
multiple data-hiders for RDH-EI based on secret sharing. It divides the original image into multiple different encrypted images with the
same size of the original image and distributes them to multiple different data-hiders for data hiding. Each data-hider can independently
embed data into the encrypted image to obtain the corresponding marked encrypted image. The original image can be losslessly
recovered by collecting sufficient marked encrypted images from undamaged data-hiders when individual data-hiders are subjected to
potential damage. This further protects the security of the original image. We provide four cases of the proposed model, namely, two
joint cases and two separable cases. From the proposed model, we derive a separable RDH-EI method with high-capacity.
Experimental results are presented to illustrate the effectiveness of the proposed method.

Index Terms—Secret sharing, reversible data hiding, encrypted images, multiple data-hiders

1 INTRODUCTION

EVERSIBLE data hiding (RDH) is a significant research

topics in multimedia security that can provide copyright
identification and integrity certification for multimedia in
third-party platforms, such as outsourced storage in the
cloud. This technique ensures that the cover can be losslessly
recovered after the extraction of the embedded data. Due to
its important reversibility, the RDH technique is also used for
distortion-unacceptable covers, such as military, medical,
and legal forensic images. The existing RDH methods are
mainly based on three fundamental strategies: lossless com-
pression [1], difference expansion [2], and histogram shifting
[3]. Among them, the histogram shifting based methods have
been widely investigated and developed in difference histo-
gram shifting [4], [5] and prediction-error histogram shifting
[6], [7]. Almost all recent RDH methods first construct a
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prediction-error histogram with high peak and then revers-
ibly embed data into it by using histogram shifting.

Due to the need for image privacy-preserving, content-
owner is reluctant to display images to data-hider, espe-
cially those images that contain sensitive information.
Encryption is an effective and common technique for pro-
tecting image privacy, as it converts a meaningful image
into a meaningless image that is difficult for any unautho-
rized user to recognize. Therefore, it is necessary to design
reversible data hiding in encrypted images (RDH-EI). For
instance, in cloud storage, the content-owner desires to store
the image in the cloud with privacy-preserving by encrypt-
ing the image before uploading it to the cloud. For manage-
ment purposes, the cloud service provider will embed some
additional data into the encrypted image without accessing
the content. On the receiver side, the authorized receiver
can perfectly restore the original image after decryption and
data extraction as needed.

The pixel correlation of an image is broken after encryp-
tion; however if the image is encrypted by an encryption
algorithm that does not change pixel location or pixel block
location, the pixel correlation still exists, such as the
advanced encryption standard (AES) and stream cipher. By
utilizing the correlation, data extraction and image recovery
can be implemented. In [8], Puech et al. introduced an RDH-
EI method that encrypts the original image by the AES and
embeds one message bit into an AES encrypted block by
bit-plane replacement. The embedded data can be extracted
by directly reading the bit of replaced location. The original
image is restored by calculating the local standard deviation
of decrypted blocks. The pixel flipping based method was
proposed by Zhang [9], in which the original image is
encrypted by stream cipher, and one message bit is con-
cealed into one stream-ciphered block by flipping the three
least significant bits (LSBs) of pixels. The embedded data
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and the original image are jointly restored by estimating the
texture complexity of each block. Since then, many improve-
ments have been made, and these methods focused on
enhancing data extraction accuracy [10], [11], separating
data extraction and image recovery [12], [13], vacating room
before encryption [14], [15], [16], [17], [18], [19], [20], [21],
and the implementation of other covers [22], [23], [24], [25].
All of them were designed to increase the embedding capac-
ity as high as possible while maintaining low distortion.

In recent years, homomorphism based methods were pro-
posed that can directly operate on encrypted image to
achieve desired result. In general, the original image is first
encrypted by homomorphic encryption (e.g., Paillier encryp-
tion [26]), and then, a secret message is embedded into the
encrypted image by homomorphic property. Finally, data
extraction and image recovery are realized by judging a cer-
tain relationship between the directly decrypted image and
original image. Chen et al. [27] proposed that one message bit
is concealed into one pixel pair via modifying the encrypted
parity-check bits. By comparing the decrypted parity-check
bits, the embedded message bit can be extracted and the orig-
inal image can be reconstructed. Shiu et al. [28] improved the
pixel overflow in [27] by using difference expansion and
introducing a location map to record the location of unsuit-
able pixel pairs. In [29], to deal with pixel overflow, the LSBs
of the reference pixel are set to zero, and then the encrypted
reference pixel is mirrored to the host pixel. For achieving
better rate-distortion performance, a method using histo-
gram shifting into homomorphic encryption was proposed
[30]. Moreover, some methods [31], [32], [33], [34] can even
obtain lossless recovery of the decrypted image, i.e., the
directly decrypted image is identical to the original image.
However, in order to ensure the scheme security, homomor-
phic encryption must be performed with long-bit key, which
suffers from severe data expansion and high computational
complexity.

To reduce data expansion and computational complex-
ity, secret sharing based RDH-EI methods were introduced.
In [35], Wu et al. proposed a secret sharing based RDH-EI
method that encrypts the original image to generate
encrypted images by using Shamir’s threshold secret shar-
ing [36], and distributes the encrypted images to a data-
hider for data hiding. In the best case, the size of the
encrypted images is only twice as large than that of the orig-
inal image. Another secret sharing based RDH-EI method
was presented in [37], where an original image is converted
into an encrypted image and the encrypted image is distrib-
uted to a data-hider for data hiding. Since the size of gener-
ated encrypted image is same as that of the original image,
data expansion does not occur, and computational complex-
ity is improved.

However, all the existing RDH-EI methods work on single
data-hider based model. Once the data-hider is subjected to
potential damage, such as improper management by itself or
malicious attack by an adversary, the original image cannot
be reconstructed from the marked encrypted images. In this
paper, we propose a novel model with multiple data-hiders
for RDH-EI by adopting secret sharing. Different from previ-
ous models, the proposed model divides the original image
into multiple encrypted images with the same size of the orig-
inal image and distributes the encrypted images to multiple

different data-hiders for data hiding. Each data-hider can
independently embed data into the encrypted image to obtain
the corresponding marked encrypted image. Since the pro-
posed model contains multiple data-hiders, the original
image can be restored by collecting sufficient marked
encrypted images from undamaged data-hiders even if some
of the data-hiders are subjected to potential damage. We pres-
ent four cases of the proposed model, that is, two joint cases
and two separable cases. We implement a separable case
called content-owner-independent and data-hider-indepen-
dent. The proposed separable RDH-EI method can achieve
higher embedding capacity compared with the state-of-the-
art methods.

The remainder of this paper is organized as follows. In
Section 2, two previous models with single data-hider for
RDH-EI are described. The proposed model with multiple
data-hiders based on secret sharing is given in Section 3.
Section 4 elaborates on a separable RDH-EI method with
high-capacity using the proposed model. Experimental
results and discussions are illustrated in Section 5. Finally,
Section 6 gives some concluding remarks.

2 PREVIOUS MODELS

Until now, the existing RDH-EI methods work on the two
models with single data-hider: the traditional model and the
secret sharing based model, as shown in Fig. 1. Both of them
contain three participants: the content-owner, the data-hider,
and the receiver, which perform the image encryption phase,
the data hiding phase, and the data extraction and image
recovery phase, respectively. For the traditional model, an
original image is converted into an encrypted image, and the
encrypted image is distributed to a data-hider for data hid-
ing. Alternatively, by the secret sharing based model, the
original image is converted into multiple encrypted images,
and the encrypted images are distributed to a data-hider for
data hiding.

2.1 Traditional Model
The flowchart of the traditional model is depicted in Fig. 1a.
In the image encryption phase, the content-owner utilizes
an encryption key ke to encrypt the original image by an
encryption algorithm (e.g., stream cipher or homomorphic
encryption), and distributes the encrypted image to a data-
hider for data hiding. In the data hiding phase, with a data
hiding key Fkh, the data-hider embeds data into an
encrypted image to generate a marked encrypted image. In
the data extraction and image recovery phase, an autho-
rized receiver can perform data extraction and image recov-
ery with the data hiding key k& and the decryption key £d.
In general, according to the domain of data extraction,
the RDH-EI methods can be divided into two categories:
joint methods and separable methods. For the joint methods
[9], [11], [32], the embedded data is extracted in the plaintext
domain, in which the marked encrypted image is decrypted
by using the decryption key kd before data extraction. For
the separable methods [12], [13], [29], [31], the embedded
data is extracted in the encrypted domain. That is to say, the
embedded data can be directly extracted from the marked
encrypted image by using the data hiding key kh.
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(b) The secret sharing based model

Fig. 1. Two existing RDH-EIl models with single data-hider, where the dotted arrow indicates optional.

2.2 Secret Sharing Based Model With Single
Data-Hider

A secret sharing based model with single data-hider for
RDH-EI is proposed by Wu et al. [35], as shown in Fig. 1b.
The content-owner encrypts an original image into multiple
encrypted images by Shamir’s k-out-of-n threshold secret
sharing with encryption key ke. Here k and n are integers
satisfying 2 < k < n. With Shamir’s secret sharing, a prime p
(e.g., 251 for an 8-bit gray-scale image) is picked and a k& — 1
degree polynomial F'(z) over finite field F), is constructed by

k=1

F(z) = (a(“) + Z a(“)ﬂc“> mod p,

a=1

(1)

where a”) € F, is a constant term that is used to share pixel
and for ¢ =1,2,....k—1,a® ¢ F, are randomly chosen
integers. Substitute n different nonzero integers into z in
Eq. (1), respectively, to obtain n encrypted images. Then the
generated encrypted images are distributed to a data-hider
for data hiding. In this model, the data-hider has a control
center and multiple storage and processing centers. The
control center performs the distribution and collection of
encrypted images, while the storage and processing centers
perform data hiding. It was assumed that no outside adver-
sary can access the control center, which means that the
security is based on the control center. In other words, once
the control center is damaged, the original image cannot be
reconstructed, which is same as the traditional model.

For the above models, there is only single data-hider. If
this data-hider is subjected to potential damage, the original
image cannot be reconstructed. To address this issue, the

next section provides a novel model with multiple data-
hiders for RDH-EI by adopting secret sharing.

3 SECRET SHARING BASED MODEL WITH
MuLTIPLE DATA-HIDERS

As depicted in Fig. 2, the proposed secret sharing based
model with multiple data-hiders is comprised of three
phases: the image encryption phase, the data hiding phase,
and the data extraction and image recovery phase. Different
from previous models that only involve single data-hider, the
proposed model involves multiple data-hiders. In the pro-
posed model, the original image is converted into multiple
encrypted images of the same size as the original image, and
the encrypted images are distributed to multiple different
data-hiders for data hiding. Each data-hider can indepen-
dently embed data into the encrypted image to obtain the cor-
responding marked encrypted image. On the receiver side,
the original image is reconstructed from a certain number of
marked encrypted images, as well as the embedded data.
Next, we formally introduce each phase of the proposed
model. In the image encryption phase, the original image /
is divided into n encrypted images by secret sharing with
an encryption key ke, and each encrypted image is distrib-
uted to the associated data-hider. The image encryption
procedure is formulated by
(E“), ED, .., E<">) = Encgo(I), @

where Enc.(x) is the image encryption algorithm with
encryption key ke and E® 1 <t < n is the tth encrypted
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Fig. 2. The proposed secret sharing-based model with multiple data-hiders, where the dotted arrow indicates optional.

image. Then E(*) is distributed to the tth data-hider for data
hiding. For encrypted image E(*), the data can be embedded
into it by the ¢th data-hider with data hiding key kh;. The
associated marked encrypted image is obtained by
EM® = Emby, (E(t), D(t>>7 3)
where Embyy, (*) is the data hiding algorithm with data hid-
ing key kh;, D" is the tth embedded data, and EM" is the
tth marked encrypted image. When having any k (2 < k <
n) or more marked encrypted images, the receiver can
reconstruct the original image, as well as the k& or more
embedded data. Let any k£ or more marked encrypted
images be EM®, EM®2) . EM®"), where {t1,ts,...,t,} C
{1,2,...,n},k <r < n.Similar to the traditional model, the
RDH-EI methods using the proposed model can also be
divided into joint methods and separable methods.
Depending on whether the data hiding key kh;,,1 <e <
r is required in the image recovery procedure, the data
extraction and image recovery of the joint methods can be
summarized by the following two cases,

Dlte) — Extyp, (EM(t"'), kd), 1<e<r 4)
I = Reckd(EM<t1), ey EMOT)),
and
D) = Bxty, (EMU), kd),1 <e<r, (5)
I = Recwa((EM®), ... EM®), (khy,, ... khy,)),

where Exty, (*) is the data extraction algorithm with data
hiding key kh;,, Recyq(*) is the image recovery algorithm
with decryption key kd, and D) is the ¢,-th extracted data.
In joint methods, data extraction cannot be performed in the
encrypted domain. Marked encrypted images need to be
decrypted with decryption key kd before data extraction,
which indicates that the data extraction is related to the

content-owner. In this scenario, the receiver needs to obtain
permission from content-owner when verifying the integ-
rity of the marked encrypted image. For the joint method
shown in Eq. (4), the data hiding key kh;, is not required in
image recovery, which means that image recovery is inde-
pendent of the data-hider. Therefore, the method shown in
Eq. (4) is content-owner-related and data-hider-indepen-
dent. For the joint method shown in Eq. (5), the data hiding
key kh,, is required, which means that image recovery is
related to the data-hider. Therefore, the method shown in
Eq. (5) is content-owner-related and data-hider-related.

In the light of this idea, two cases of data extraction and
image recovery in separable methods are considered, there
are

D) = Extyy, (EMU)),1<e<r, ©
I = Recpa(EM™, ..., EM®)),
and
D) = Exty, (EM")),1<e<r, @
I = Recpg((EM™), ..., EM"), (khy,, ... kh,)).

In separable methods, the embedded data is directly extracted
from the marked encrypted image without decryption key kd,
which indicates that the data extraction is independent of the
content-owner. In this scenario, the data-hider can update
embedded data with a data hiding key as needed. For the sep-
arable method shown in Eq. (6), the data hiding key kh;, is not
required in image recovery, which means that image recovery
isindependent of the data-hider. Therefore, the method repre-
sented by Eq. (6) is content-owner-independent and data-
hider-independent. Similarly, it is known that the method
represented by Eq. (7) is content-owner-independent and
data-hider-related.

Based on the above analysis, the characteristics of this
novel model are summarized as follows.
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1)  Theidea of secret sharing is employed in RDH-EI, by
which the content-owner can distribute the encrypted
images to multiple different data-hiders for data hid-
ing. Thus, even if a portion of the data-hiders are
damaged, the original image can still be recon-
structed by collecting sufficient marked encrypted
images from undamaged data-hiders, which further
protects the security of the original image.

2) The model involves multiple data-hiders, each of
which can independently manage the corresponding
encrypted image and independently communicate
with the receiver.

3) Although the model generates multiple encrypted
images, the size of each generated encrypted images
is same as that of original image, so no data expan-
sion occurs for each data-hider.

4 SEPARABLE RDH-EI METHOD WITH
HigH-CAPACITY USING THE PROPOSED MODEL

In this section, a separable RDH-EI method with high-
capacity based on the proposed model is designed, in
which the data extraction and image recovery in Eq. (6)
are implemented. That is, the embedded data is extracted
in the encrypted domain, and the image recovery does not
require the data hiding key. The proposed method consists
of three phases: the pixel shrink and image encryption
phase, the data hiding phase, and the data extraction and
image recovery phase. In the pixel shrink and image
encryption phase, the pixels that are not suitable for secret
sharing are shrunk to generate a shrunk image. The
shrunk image is then converted into multiple encrypted
images with the same size of the original image by thresh-
old secret sharing. Finally, the encrypted images are dis-
tributed to multiple different data-hiders for data hiding.
In the data hiding phase, each data-hider embeds a secret
message into the encrypted image to obtain the associated
marked encrypted image by bit-plane replacement. On the
receiver side, when sufficient marked encrypted images
are collected, the original image can be restored, as well as
the embedded secret message.

4.1 Pixel Shrink and Image Encryption

Assume that the original image I is an 8-bit gray-scale image
with size M; x N; and [; ; is the pixel value at location (4, ),
where I; ; € [0,255],1 <i < M;,1 < j < N;. To encrypt the
image, Shamir’s k-out-of-n threshold secret sharing with
simple modification is introduced. Because Shamir’s secret
sharing is constructed over finite field ), the pixels with
I; ; > 251 are not suitable for secret sharing. To this end, we
need to shrink the original image before encryption. Specifi-
cally, the pixel shrink is described as follows.

1)  The original image I is divided into two parts 4 and
B, where A is composed of the first ten pixels and B
is the other pixels, as shown in Fig. 3. The first two
pixels of A are used to carry parameters for data hid-
ing, and the rest of A is used to carry parameters for
the inverse process of histogram shifting.

2)  Extract all bits of the first two pixels of A and three
LSBs of the last eight pixels of A, denoted by AP. In

LSB
replacement

A

AP and location map

4
Histogram B
shifting

Location map

H

Fig. 3. Image segmentation and self-embedding in pixel shrink, where
black pixels represent that their pixel values satisfy I; ; > 250.

‘ Number ‘ Location ‘ ‘

order to avoid overflow in secret sharing, the origi-
nal three LSBs of A are set to zero.

3) Scan B along the rows, and record the number and
location of pixels with I; ; > 250 by using a location
map. Then, set the associated pixel value to 249.

4) Embed AP and the location map into B using histo-
gram shifting based RDH. That is, construct the histo-
gram of B, and search for a proper embedding point,
denoted by PP, whose size is closest to the size of AP
and the location map. Then, shift all values between
PP +1 and 249 with one step toward the right.
Finally, by representing the bit 0 with PP and the bit
1 with PP+ 1, AP and the location map can be
embedded into PP and PP + 1. Fig. 4 shows the illus-
tration of the parameter embedding.

5) Embed PP into the LSB of the last eight pixels of A
using LSB replacement.

As a result, a shrunk image I’ of the original image I is
obtained and its pixels are constrained in the range of
[0, 250], which is suitable for secret sharing.

After that, shrunk image I’ is encrypted. For the pixel
value ; ; of the shrunk image I" at location (4, j), the follow-
ing polynomlal is constructed,

(T-(O-) +1I x) mod p, if k=2,
Fj(z) = 70
( +I’x+za2 7] )modp7 if 2 <k <n,
(8)
where T(m € F, and a e F, are a constant term and a ran-

domly chosen mteger respectlvely Constant term T,L( 1)

determined by encryption key ke. Different from the method
in [35] where pixels are shared by using the constant term, we
here use one term to share pixels. The constant term T( )
used for image recovery in the proposed method, which w1ll
be described in detail in Section 4.3. For location (4, j), accord-
ing to the encryption key ke, the content-owner randomly
generates n nonzero integers x< ) € F,,t=1,2,...,n, thatare
distinct from one another. Then the nonzero 1nteger mftl) is
substituted mto Eq. (8) to obtain the associated encrypted
result Fj ;(z, >) When all pixels are encrypted, n encrypted
images are obtained. In addition, to tell the data-hider where
the data can be embedded, parameters ¢ and n are embedded
into the encrypted images. That is, the first two pixels of the
tth encrypted image are replaced by ¢t and n, respectively.
Thus, the final n encrypted images of the original image are
generated and distributed to n different data-hiders.
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4.2 Data Hiding
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Fig. 4. The illustration of the parameter embedding in pixel shrink.
. . . ' ) ty
When the tth data-hider obtains the associated encrypted d i T — wif
image E() : = ) 1 —a— 5 | mode,
image E'", the secret message can be independently embed- = T x(w) 2l
= o=l i

ded into it to generate the tth marked encrypted image

(). First of all, the tth data-hider reads the first two pix-
els of encrypted image E*) to obtain the parameters ¢ and n.
According to n, the rest of the encrypted image EU is
divided into a number of non-overlapping groups in raster-
scan order, each of which contains n pixels. Then, with a
bit-plane replacement, data hiding can be implemented.
That is, the [ (1 <[ < 7) LSBs of the tth pixel in each group
are replaced with the secret message bits, where the secret
message bits are obtained by encrypting the original mes-
sage bits with data hiding key kh;. When all the bits of the
secret message are embedded, the associated marked
encrypted image EM" is obtained. Since [ bits are embed-

ded into each group, the total V[‘ -

modated in all groups, where L*J is the floor function.
Therefore, the embedding rate can be calculated by

MN 2|
n

l
M, N, n’

- | bits can be accom-

Embedding rate = 9

Similarly, when all n data-hiders accomplish their data hid-
ing, n marked encrypted images are generated.

4.3 Data Extraction and Image Recovery

When any £ marked encrypted images are collected, the orig-
inal image can be restored, as well as the embedded data.
Data extraction is separated from the image restoration, that
is, the embedded data is extracted in the encrypted domain.
Without loss of generality, assume k marked encrypted
images EM®") 2=1,2,... Kk {ti,ts,...,t;} C{1,2,...,n},
are collected. To achieve data extraction, for z=1,2,... k,
the receiver first obtains the parameters ¢, and n from the
first two pixels of the ¢.-th marked encrypted images. After
knowing the group size n, the receiver divides k¥ marked
encrypted images beyond the first two pixels into a number
of groups with n pixels and extracts the secret message from
the [ LSBs of the t.-th pixel in each group. Finally, the original
message is restored by decrypting the extracted secret mes-
sage with data hiding key kh,, .

On the other hand, if the receiver holds the decryption key
kd, the original image can be recovered from the k£ marked
encrypted images EM) z=1,2,... k According to the
decryption of Shamir’s secret sharing, the associated decryp-
tion of Eq. (8) is to reconstruct a k — 1 degree polynomial

Fi(z) by

(10)

.} E ,(ma )) are the ¢4-th encrypted
result, and nonzero 1ntegers m(t”> and x(t /) are generated by
encryption key ke. Note that the encryptlon key ke here is
equal to the decryption key kd. Then, I; ; is recovered from
the coefficient of the one term in F; (). For each group
of EM-), the I LSBs of the ¢.-th pixel are replaced and the
8 — 1 most significant bits (MSBs) of the t.-th pixel are
unchanged in the data hiding phase. Thus the value of the
t.-th encrypted pixel must be one of Y“ (y), for y=
0,1,...,2" — 1, which satisfies

where t,,t5 € {1,2,.

7
= ( |EM /2| mod 2) 24y, (11)

w=l

where the first part is the unchanged 8 — I MSBs, the rest
part )/ is the replaced [ LSBs, and EM; ; ) is the plxel value of
EM) at location (i, j). In fact, the Value of Y ( ) may
exceed 250 due to data hldlng In this case, we only need to
exclude the value of Y ( ) exceedlng 250. For simplicity,
we consider that the Value of Y ( ) does not exceed 250.

Besides, from Egs. (8) and (10), we have

0
7)) = Fi5(0)
k k (tar) (12)
= Z Fij(z,)])) H ﬁ mod p.
p=1 a=1 oz;éﬁ.T - ﬂl‘u
(t9) )
Let Xij - Hi‘( Miﬂwta) ) mod p, Eq. (12) can be reduced
to i T
(0) . (tg)
T =" | (Rl modp)
=1

k x(ta)
(L m
a=lazpli _%‘
k
=3 (mul

p=1

IIIOd p) > mod p (13)

) mod p,

where F; j(;c #) ) € F,. As defined in Eq. (11), the encrypted

result Fu( (t">) 1 <t, <k, must be one of Y ( ). For y =
0,1,...,2' — 1, applying Eq. (13), at least one of T, ( ) is

equal to T7( ]), where
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79 () = (B! X+ P o) x + -

+ FL/(£5j>)X,(f)) mod p.

Clearly, Eq. (14) can be conducted as (14)
(1) = (1.5(0) + X" modp,
79(2) = (T< )(0) +2x"% ) mod p, (15)
5@%?——n::(1$N0>+<1——nx1])nwdn

which implies for y=0,1,...,2' =1, T.9(y) = (19(0) +
yXf_th)) mod p.

In the following, we will demonstrate that T )( ) are dis-
tinct from one another for y = 0,1,...,2' — 1 Assume there
exists two values y; and y, such that T( (yy) = Tf‘])()@),
that is,

(T( )(0) + 7, X" ) mod p = (T< ) (0) + yzxﬁfj%)) mod p,
(16)

where y; # y,and y,y, €0,1,...,2" — 1. From Eq. (16), it is

obtained that
T9(0) + 1, X% + kip = T (0) + 1, X"

+ k2p7 (17)

where ki, ks = 0,41, %2, .. .. It follows from Eq. (17) that

(r1 —v2)Xi; = (k2 — k1)p. (18)
Since szj € F,, we have
Yi— V2
19
{Xﬁ;)/@ k. (19

In fact, y,, ¥, €0,1,...,2' —1,1 <1 < 7. Thus we have y, —
vy # 251 = p, which contradicts Eq. (19). This implies that
TZ(? (y) are distinct from one another for y = 0,1,...,2/ — 1.
In other words, only one of T,ﬁ?(y) is equal to ;(?)-
Assume thereis y’ (0 </ <2/ — 1) such that Ti‘j () = ng”,

then the encrypted result Fj;(x t] ) can be determined by

sz(xgt]>) = Y;(] (y'). According to Eq. (10), the associated
polynomial Fj j(x) can also be reconstructed. As a result, the
pixel value of the shrunk image I} ; is recovered from the
coefficient of the one term in Fj j(x) as shown in Eq. (8).
Finally, the original image can be reconstructed from the

shrunk image described below.

1)  Extract PP from the LSB of the last eight pixels of A.
2) Construct the histogram of B and perform the
inverse of histogram shifting using PP to get AP
and the location map.
3) Replace the first two pixels of A and the three LSBs
of the last eight pixels of A with AP.
4)  Restore the original pixel values of overflow pixels in
B according to the location map.
In the proposed method, the receiver can restore the origi-
nal image by collecting any k or more marked encrypted
images. If the receiver does not receive the marked encrypted

image or the received marked encrypted image is incompe-
tent, we assert that the data-hider is damaged. In the follow-
ing, the details of how the proposed method works when
facing data-hider damage are given.

Step 1. The receiver sends a request to the ¢.-th data-hider
to authorize the t.-th marked encrypted image. If
the receiver receives the marked encrypted image,
go to Step 2; otherwise, go to Step 6.

The receiver extracts the secret message from the
marked encrypted image, and decrypts the secret
message with data hiding key kh;, to obtain the
message.

The receiver verifies the message integrity of the
marked encrypted image. If the verification is suc-
cessful, go to Step 4; otherwise, go to Step 6.
Determine whether the number of received marked
encrypted images reaches k. If yes, the receiver
stops sending requests to the data-hider; otherwise,
go to Step 6.

According to the proposed method, the original
image is restored with k£ marked encrypted images.
Step 6. Let z = 2z + 1, and repeat Step 1 to Step 5.

Step 2.

Step 3.

Step 4.

Step 5.

4.4 An Example of the Proposed Method

To better demonstrate the proposed method, an example is
given in Fig. 5, in which 3-out-of-4 threshold secret sharing
is used. Suppose a group with four original pixels is
(I, Lo, I, Ina) = (251,248,247, 250). Since there are pixels
that are not suitable for secret sharing, the original pixels are
modified to (11,1} 4,1 5, I7 ;) = (249, 248,247,249) by pixel
shrink. According to the encryption key, constant term 7% =

(Tl(()l>,T1(O2>,T1(3,T1(b (165, 159, 58, 46) and nonzero integers

2 = (2], 2{), 21, 21)) = (39,21,113,8)
2@ = (2,213, 22, 2)) = (205,47,73,201) 0
2® = (28 2 2 29 = (14,32, 192, 52)
1,10%1,2:T13:T1 4
2 = (xg%;,xgg,xgg,xg4g> (101,48, 63,145),

are generated. Then according to Eq. (8), the content-owner
constructs four 2-degree polynomials with constant term

T and random integer a® = (aﬁ, ag ;, §2§7 aﬁ)) (42,38,
51,239) over finite field Fb;, that is,
Fii1(z) = (165 + 249z + 422%) mod 251,
Fio(z) = (159 + 248 + 382%) mod 251, 21)
Fi3(z) = (58 + 247z + 512%) mod 251,
Fi4(%) = (46 + 2492 + 2392%) mod 251.

By substituting Eq. (20) into the generated polynomials
from Eq. (21), the associated four encrypted results

(Fia(2()), Fua(al)), Fus(aly), Frael))
= (215 37,233, 15)

(Fll(ng) F12($§2)) F13($§§) FH(JUQ))
= (24 126,214, 15)

(F11(517(1{) F12($§2)) F13(90§%) F14(93§3i))
= (86,70,117,124)

4 4 4 4

<mﬁu8»ﬂam$xmﬁugxaAuﬂ»
= (199,219,170, 213),

(22)

Authorized licensed use limited to: Universidade de Macau. Downloaded on March 12,2022 at 12:59:37 UTC from IEEE Xplore. Restrictions apply.



CHEN ETAL.: SECRET SHARING BASED REVERSIBLE DATA HIDING IN ENCRYPTED IMAGES WITH MULTIPLE DATA-HIDERS 985

Image encryption phase (Content-owner)

|(251,248,247,250) |
Pixel shrink  Polynomial Fy1(z) = (165 + 249z + 422%) mod 251 EHCYYPt.ed results (215,37,233,15)
struction Fyo(z) = (159 + 2487 + 382%) mod 251 generation (24,126,214,15)
249,248.247249) | cons 1,2 228
z(B) (14, 32,192, 52)
™ = (101, 48,63, 145)
Data hiding phase (Data-hiders)
(215,37,233,15) . (214,37,233,15), if bit = 0
(24,126,214,15) | Data embedding | (24,127,214,15), if bit = 1
(86,70,117,124) (86,70,116,124), if bit = 0
(199,219,170,213) (199,219,170,213), if bit = 1
Data extraction and image recovery phase (Receiver)
Location (1,1):
719(0) = (214X 1Y + 24X +86X{%)) mod 251 # 165
Secret message TO(1) = 215x 1) + 24X(2) +86X (%) mod 251 = 165
bits (0,1,0) ’
JPolynomial reconstruction
=i
] _ x xT—3 r—
g Fra(z) = (215(55-505) (35-15) + 24(555235) (365211)
£| Determjde modified +86(75= 33%)(5;22%5 )) mod 251
| encrypted pixel = (165 + 249z + 422?) mod 251
E
(214,37,233,15) Location (1,2): Restore
(24,127,214,15) —— (0) ;1\ (ar v (1) @) (3) _ shrunk
(86.70.116.124) Ty 5(0) = (37X, + 126X,y + 70X,"y) mod 251 = 159 esults
J Restore
o " o original
Pra(e) = (37(5575%) (575) + 126(3751) (555) re51g11ts
+70(525)(&72)) mod 251 ——(249,248,247,249) "= (251,248,247,250)

= (159 + 248z + 3822) mod 251

Location (1, 3):

T9(0) = (233X () + 214X (%) + 116X %)) mod 251 # 58
(
1

) 3
T(1) = (233X + 214)(‘2> +117X () mod 251 = 58

|

Fig(r) = (233(13163_—733)( 19163_—151)32) + 214( 7= 111133)(%:119922)

+ 117(355435) (155225)) mod 251

= (58 + 247z + 51z?) mod 251

Location (1,4):
(No calculation required)

J

F1,4(‘) (15(952 38})(8 02)+15(201 8)(%)

+124(53)(&-245)) mod 251

= (46 + 249z + 23922) mod 251

Fig. 5. Sketch of an RDH-EI example with 3-out-of-4 threshold secret sharing.

are obtained and respectively distributed to four different ¢ =1,2,3,4, the tth data-hider embeds the secret message bit
data-hiders for data hiding. into the tth pixel of the tth encrypted result. For example, the

In the data hiding phase, a secret message can be embed- embedded bits are 0, 1, 0, and 1 for the 1st, 2nd, 3th, and 4th
ded into the encrypted results by bit-plane replacement. For ~ data-hiders, respectively. The encrypted results Fll(xﬁ),
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Flg(a"%)), Fld(a"g?’;) and Fu(xﬁ) are used to carry the
embedded bits 0, 1, 0, and 1, respectively. Then the marked
encrypted results

(BMY, EM{Y, EM), EMY)))
— (214, 37,233, 15) (23)
(EM), EM(), M}, EMY)
= (24 127,214, 15) (23b)
(EM{ 1,EMl< 2), EMI?: EMY)

= (86,70,116, 124) (23c)

4 4

(EM}f,EMfg,EM{ ), EM)

— (199,219, 170,213) (23d)

are obtained from the corresponding encrypted results.

In the data extraction and image recovery phase, we
assume that the three marked encrypted results Eqs. (23a),
(23b), and (23c) are authorized. Obviously, the embedded
secret message bits can be directly extracted by reading the
LSB of the modified pixel in each marked encrypted result.
To achieve image recovery, the receiver generates constant
term 7”0 and nonzero integers ), (¥, and z¢ by the

encryption key, and calculates the corresponding (X X 512),

X1, X1, (X X0, X3, X1), and (X7, X[, X3, X7,
For instance, to restore the or1g1nal p1xe1 at location (1,1), a
constant term T1( 1(0)is f1rst generated by Eq. (14) with possi-
ble encrypted pixel Y] 1 )(0) = 214. Because the generated
constant term is not equal to the original constant term TfUl) =
165, another constant term T1( 1)( 1) is generated with another
possible encrypted pixel Ym)( 1) = 215, which is equal to the
original constant term. It is implied that the original
encrypted pixel at location (1,1) is 215. Then, according to
Egs. (10) and (20), the polynomial F} ; (x) is reconstructed as

2 —205 1\ z—14
Fiafw) = (215( )(55—11)
11(2) 39205/ 30— 12

+24(:£ 39 )(3@714)
205 —39/\205 — 14 (24)
-39/ x—205
4251
+86(14—39)(14—205))mo 0

= (165 + 249z + 422%) mod 251.

Thus, from the structure of the polynomial defined in Eq. (8),

the shrunk pixel /] ; = 249 is obtained from the coefficient of
the one term in 7 1( ). Similarly, the other three shrunk pix-
els at different locations can also be obtained. Finally, the
original pixels (I 1, [12, 113, [14) = (251,248, 247,250) can be
restored by the inverse of the pixel shrink.

5 EXPERIMENTAL RESULTS AND DISCUSSIONS

Six test images including “Lena”, “F-16", “Peppers”, “Boat”,
“Sailboat”, and “Baboon” from the standard dataset [38] are
used for the experiments. All the test images are gray-scale
images sized by 512 x 512.

5.1 Discussion on Location Map

The location map is used to record the number and location
of pixels with I;; > 250, and is reversibly embedded into
part B of the original image using histogram shifting. The
size of the location map determines the effectiveness of the

TABLE 1
Size of I; ; > 250 and Peak Point for Different Images

Pixel value

Image
250 251 252 253 254 255  Peak point

Lena 0 0 0 0 0 0 2747
F-16 0 0 0 0 0 0 8312
Peppers 0 0 0 0 0 0 2749
Boat 3 5 3 1 0 2 5796
Sailboat 0 0 0 0 0 0 3707
Baboon 0 0 0 0 0 0 2762

histogram shifting, which is also critical to the secret sharing
of the proposed method. Table 1 illustrates the number of
pixels with [; ; > 250 and peak point in the six standard
images. As can be seen, even for the image Boat, the location
map is 300 bits (8 bits are used for number and 18 bits are
used for location), and the peak point is enough to accom-
modate it. In the pixel shrink procedure, we only use the
original histogram shifting to embed the location map. In
fact, there are many improved methods for embedding the
location map, such as prediction-error histogram shifting
[6], [7], which can vacate more embedding room.

5.2 Feasibility of the Proposed Scheme
Example 1: In this example, 3-out-of-4 threshold secret shar-
ing is adopted to encrypt test image Boat. The experiment
result is shown in Fig. 6. Fig. 6a shows the original image,
Figs. 6b, 6¢, 6d, and 6e show the four generated encrypted
images. For each encrypted image, 65535 bits are embedded
and the associated marked encrypted images are obtained,
as depicted in Figs. 6f, 6g, 6h, and 6i. When any three
marked encrypted images are collected, the reconstructed
image Boat with PSNR (peak signal to noise ratio) = +oo dB
can be obtained, as shown in Figs. 6j, 6k, 61, and 6m.
Example 2: In this example, 2-out-of-2 threshold secret
sharing is applied for test image F-16, and thus two encrypted
images are generated. The experiment result is shown in
Fig. 7. By replacing a portion of the encrypted pixels, secret
messages are embedded into the encrypted images shown in
Figs. 7b and 7c. The corresponding marked encrypted images
generated are shown in Figs. 7d and 7e. In each encrypted
image beyond the first two pixels, two encrypted pixels are
used to carry seven bits, and thus the corresponding embed-
ding rate is appropriate 3.5 bpp (bit per pixel). When collect-
ing the two encrypted images, a reconstructed image the
same as the original image is obtained.

5.3 Data Expansion Analysis

Data expansion means that the encrypted image or the
marked encrypted image is larger in size than the original
image. As defined in [35], the data expansion is evaluated
by the expansion rate, as denoted by

Total bits of the (marked) encrypted i image

Expansion rate =
P Total bits of the original image

In the proposed method, the content-owner converts an orig-
inal image into n different encrypted images of the same size
as the original image and distributes the encrypted images to
n different data-hiders for data hiding. Each data-hider holds
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ol |

Fig. 6. Adopting 3-out-of-4 threshold secret sharing for the experiment. (a) Original image Boat, (b) 1st encrypted image, (c) 2nd encrypted image,
(d) 3rd encrypted image, (e) 4th encrypted image, (f) 1st marked encrypted image with 65535 bits embedded, (g) 2nd marked encrypted image with
65535 bits embedded, (h) 3rd marked encrypted image with 65535 bits embedded, (i) 4th marked encrypted image with 65535 bits embedded,
(j) Reconstructed image with PSNR = +o0 dB from (f), (g), and (h), (k) Reconstructed image with PSNR = +oo dB from (f), (g), and (i), (I) Reconstructed
image with PSNR = +co dB from (f), (h), and (i), (m) Reconstructed image with PSNR = +cc dB from (g), (h), and (i).

@ (e) 63)

Fig. 7. Adopting 2-out-of-2 threshold secret sharing for the experiment. (a) Original image F-16, (b) 1st encrypted image, (c) 2nd encrypted image,
(d) 1st marked encrypted image with 131,071 x 7 bits embedded (i.e., embedding rate ~ 3.5 bpp), (e) 2nd marked encrypted image with 131,071 x 7
bits embedded, (f) Reconstructed image with PSNR = +c0 dB.
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TABLE 2
The Expansion Rates for the Content-Owner, the Data-Hiders,
and the Receiver Under Different Secret Sharing Strategies

n=2 n=3 n=4 n=5
k=2 21,2 (3,1,2) (4,1,2) (5,1,2)
k=3 / (3,1,3) 41,3 (5,1,3)
k=4 / / (4,1,4) (614
k=5 / / / (5,1,5

an encrypted image and embeds a secret message into it to
obtain the marked encrypted image with the same size of the
encrypted image. The receiver can restore the original image
by collecting any k£ marked encrypted images. Table 2 shows
the expansion rates for the content-owner, the data-hiders
and the receiver under different secret sharing strategies. For
the content-owner and the receiver, the expansion rates
increase linearly with the values of n and k, respectively. For
the data-hiders, no data expansion occurs.

In the methods using traditional encryption [16], [17], [18],
data expansion does not occur. In the methods using homo-
morphic encryption [31], [32], [33], [34], data expansion is
serious, that is, the encrypted image is hundreds times of the
original image. Compared with the homomorphism based
methods, the data expansion of the proposed method is
acceptable. When the data-hider is damaged, all the existing
methods cannot reconstruct the original image which can be
addressed by the proposed method. It is guaranteed that
even if n — k data-hiders are damaged, the original image
can still be reconstructed. In addition, each data-hider holds
a different marked encrypted image, and the receiver needs
k marked encrypted images to restore the original image,
which implies that even if the marked encrypted images in
k — 1 data-hiders are leaked, the original image will not be
leaked. Thus, the proposed method can effectively reduce

45
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the probability of leakage of the original image. In short,
with proper data expansion, the proposed method can not
only address the potential data-hider damage problem, but
also reduce the probability of leakage of the original image.

5.4 Performance Comparison

The embedding rate of the proposed method is compared
with several state-of-the-art methods [16], [17], [18], [37]. As
shown in Fig. 8, the embedding rate of the proposed method
is significantly higher than these state-of-the-art methods.
Meanwhile, the embedding rate of the proposed method is a
constant value, which means that it is not affected by the
image distribution. In these state-of-the-art methods, the
embedding rates depend on image distribution. Images with
smooth textures can achieve higher embedding rates, while
images with complex textures have lower embedding rates,
which can be avoided in the proposed method. This is
because they vacate embedding room before encryption by
the correlation of natural images, such as MSB prediction
[16], [17], adaptive coding [18], and difference expansion
[37]. Instead, the proposed method vacates embedding room
after encryption and embeds data into encrypted images
with bit-plane replacement.

In Table 3, we give the running time of the proposed
method and the compared methods for the embedding rate
of approximately 0.5 bpp. All the programs are developed
by Java Eclipse SDK and run on 64-bit Windows 7 SP1 with
Intel Core i3-2310M CPU @2.1GHz, 8GB RAM, and 120GB
SSD. For the sake of fairness, (2,2) secret sharing is consid-
ered in the proposed method since (2,2,4,4)-multi-secret
sharing is adopted in [37]. Among them, [16] and [17] have
a fast processing speed in encryption and decryption as
they use a simple exclusive-or operation. Yi and Zhou’'s
method [18] consumes more time than [16] and [17] due to
the block permutation for scrambling pixels. However, the
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Fig. 8. Maximum embedding rate comparison among the proposed method and state-of-the-art methods.
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TABLE 3
Running Time Comparison (in Milliseconds) of the Proposed Method and the State-of-the-art Methods for Various Images
Image Lena F-16 Peppers Boat Sailboat Baboon Average
Encryption 0.15 0.13 0.17 0.15 0.16 0.17 0.16
Puteauxand Puech [16] Decryption 0.14 0.14 0.17 0.14 0.17 0.17 0.16
Encryption 0.14 0.13 0.16 0.15 0.16 0.17 0.15
Wuetal. [17] Decryption 0.13 0.14 0.17 0.14 0.16 0.16 0.15
. Encryption 2.51 2.50 2.52 2.52 2.62 2.54 2.54
Yiand Zhou [18] Decryption 3.86 3.85 3.87 3.85 3.84 401 3.88
Encryption 2.53 2.55 2.58 2.69 2.71 2.63 2.62
Chen et al. [37] Decryption  8.14 8.18 8.19 8.37 8.38 8.34 8.27
Proposed Encryption 412 4.09 4.15 413 411 4.05 411
P Decryption 29.16 29.15 28.89 28.77 28.94 28.84 28.96
TABLE 4
Feature Comparison Among the Proposed Scheme and State-of-the-Art Schemes
Vacating room Encryption Working Participant
Scheme Separable before encryption strategy model (Data-hider)
Puteaux and Puech [16] Yes Yes Stream cipher Traditional model Single
Wuet al. [17] Yes Yes Stream cipher Traditional model Single
Yiand Zhou [18] Yes Yes Block permutation and Block modulation Traditional model Single
Chen et al. [37] No Yes Secret sharing Traditional model Single
Proposed Yes No Secret sharing Secret sharing based model =~ Multiple

keys in these methods are the same size as plaintext because
the keys cannot be reused for encryption. In other words,
information leakage may occur in these methods if the key is
reused. Therefore, the methods in [16], [17], [18] are difficult
in terms of key management. Instead, the method of [37] and
the proposed method can reuse the key since the semantic
security of the methods is guaranteed through probability.
In the proposed method, an original image is converted into
two encrypted images by secret sharing, so the running time
of the proposed method is twice that of the method of [37] in
theory. However, it can be seen that the encryption time of
the method of [37] is more than half of the proposed method,
because there exists a pixel pair determination for secret
sharing. In the proposed method, pixel shrink is introduced
to ensure that all pixels can be used for secret sharing. For
the running time of decryption, the proposed method needs
to switch operations on different marked encrypted images,
and hence it takes more time in decryption. The decryption
operation in [37] is performed in a marked encrypted image,
so it consumes less running time. However, the variable x in
[37] is shared among the participants, which can be avoided
in the proposed method. Sharing variable will increase extra
computational consumption.

5.5 Feature Comparison

The feature comparison among the proposed method and
state-of-the-art methods is given in Table 4. It can be seen
that the proposed method is separable, that is, the embed-
ded secret message is extracted from the marked encrypted
image. The method in [37] is joint, where data extraction
requires decryption of the marked encrypted image. Differ-
ent from these methods [16], [17], [18], [37], in which the

embedded room is vacated to hide data before encryption,
the proposed method vacates the embedded room after
encryption. Both the method in [37] and the proposed
method utilize secret sharing for image encryption. How-
ever, the method in [37] still works on the traditional model
with single data-hider. The original image cannot be recon-
structed when the data-hider is subjected to potential dam-
age in the traditional model, which can be solved by the
proposed model. Based on the proposed model, multiple
data-hiders are active in the proposed method.

6 CONCLUSION AND FUTURE WORK

This paper proposes a novel model with multiple data-hides
for RDH-EI based on secret sharing, in which the original
image is converted into multiple encrypted images with the
same size of the original image, and the encrypted images are
distributed to multiple data-hiders for data hiding. In such a
way, even if a portion of the data-hiders are subject to poten-
tial damage, the original image can still be reconstructed by
collecting sufficient marked encrypted images from undam-
aged data-hiders. We first review two previous models with
single data-hider, and then, a secret sharing based model with
multiple data-hiders and its associated four cases are pro-
vided. Based on the proposed model, a separable RDH-EI
method with high-capacity is proposed in which data extrac-
tion is performed in the encrypted domain and the data
hiding key is not required in image recovery; that is, the pro-
posed method is content-owner-independent and data-hider-
independent. Finally, the experimental results illustrate the
effectiveness of the proposed method. Future work will con-
sider how to implement other cases of the proposed model,
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such as a joint RDH-EI method. In addition, it is an interesting
direction to extend the idea of secret sharing to other multime-
dia such as audio and video.
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