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This paper introduces a simple and effective chaotic system using a combination of two
existing one-dimension (1D) chaotic maps (seed maps). Simulations and performance
evaluations show that the proposed system is able to produce many 1D chaotic maps with
larger chaotic ranges and better chaotic behaviors compared with their seed maps.
To investigate its applications in multimedia security, a novel image encryption algorithm
is proposed. Using a same set of security keys, this algorithm is able to generate a
completely different encrypted image each time when it is applied to the same original
image. Experiments and security analysis demonstrate the algorithm's excellent perfor-
mance in image encryption and various attacks.

& 2013 Elsevier B.V. All rights reserved.
1. Introduction

Information security is an eternal topic. In the ancient
time, when people transmitted important text information
to the others over a long distant, how to prevent the
leakage of original text information became a tough and
vital problem. To deal with this problem, many methods of
steganography and cryptography were proposed. However,
with the development of information technologies, the
digital image, a format of information, has been increas-
ingly utilized, stored and transmitted, such as medical
images, grayscale images, color images, binary images and
so on. Hence, how to protect this type of information
becomes an essential and urgent challenge [1–4].

Considering the characteristic of image data, many
existing image encryption algorithms have been proposed
based on different technologies, such as SCAN [5,6],
circular random grids [7,8], elliptic curve ElGamal [9], gray
code [10], wave transmission [11], vector quantization [12],
fractional wavelet transform [13,14], p-Fibonacci trans-
form [15], and chaos [16–21]. Among these technologies,
All rights reserved.
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chaos-based image encryption has become one of efficient
and excellent encryption methods. This is because chaotic
systems/maps have high sensitivity to their initial values
and control parameters, chaotic property, non-conver-
gence, and state ergodicity. Therefore, many chaotic image
encryption algorithms have been developed by directly
utilizing existing chaotic systems/maps to their encryption
processes [22,23]. In general, a chaos-based image encryp-
tion algorithm contains two portions: a chaotic system and
image encryption.

Chaotic systems/maps in the image encryption algo-
rithms can be divided into two categories: one-dimension
(1D) and multi-dimension (MD). The MD chaotic maps
have increasing applications in image security [24–26]
because of their complex structures and multiple para-
meters. However, multiple parameters increase the diffi-
culty of their hardware/software implementations and
computation complexity [27]. 1D chaotic systems, on the
other hand, have a simple structure and are easy to
implement [27–31]. But, they also have three problems
including: (1) the limited or/and discontinuous range of
chaotic behaviors [32,33]; (2) the vulnerability to low-
computation-cost analysis using iteration and correlation
functions [34]; and (3) the nonuniform data distribution of
output chaotic sequences. Hence, developing new chaotic
systems with better chaotic performance is needed.
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Fig. 1. The new chaotic system.

Y. Zhou et al. / Signal Processing 97 (2014) 172–182 173
For evaluating an image encryption algorithm, security
should be the first and vital principle. Many chaos-based
image encryption algorithms have been shown to have the
security weakness by cryptanalysis [35–37]. For example,
they are unable to withstand the chosen-plaintext attacks.

To address these above-mentioned problems, this paper
introduces a new chaotic system with a simple structure.
It integrates two existing 1D chaotic maps to generate a
number of new chaotic maps. They have excellent chaotic
properties, including a wide range of parameter settings and
the uniform-distributed variant density function. These can
be verified by simulations and analysis of three specific
examples of the proposed chaotic system. To demonstrate
its applications, we then introduce a novel image encryption
algorithm which has the excellent confusion and diffusion
properties for withstanding different attacks, especially
the chosen-plaintext attacks. Every time the algorithm is
applied to an original image with the same set of security
keys, it generates a new encrypted image which is com-
pletely different from any previous one. This ensures that
the proposed algorithm is able to withstand the chosen-
plaintext attacks.

This paper is organized as follows. Section 2 briefly
reviews several existing chaotic maps. They will be used in
the new chaotic system and its three examples are
proposed in Section 3. Section 4 introduces the novel
image encryption algorithm. Simulation results are pre-
sented in Section 5. Section 6 provides a detailed security
study and various attacks to the proposed image encryp-
tion algorithm. Section 7 reaches a conclusion.

2. Background

In the group of chaotic maps, the 1D chaotic maps have
lots of applications because of their simple structures. In
this section, we briefly review three 1D chaotic maps: the
Logistic, Tent and Sine maps. They will be used for our new
chaotic system.

2.1. Logistic map

The Logistic map is one of famous 1D chaotic maps. It is
a simple dynamical equation with complex chaotic beha-
vior. The mathematical definition can be expressed in the
following equation:

Xnþ1 ¼Lðr;XnÞ ¼ rXnð1�XnÞ ð1Þ
where r is a parameter with range of ð0;4� and Xn is the
output chaotic sequence.

To observe its chaotic behaviors, its bifurcation diagram
and Lyapunov Exponent are presented in Figs. 2(a) and 3(a).
In the bifurcation diagram shown in Fig. 2(a), the dotted
line shows its good chaotic behavior and the solid line
represents its non-chaotic property. There are two pro-
blems in the Logistic map. First, its chaotic range is limited
only within ½3:57;4�. Even within this range, there are some
parameters which make the Logistic map to have no chaotic
behaviors. This is verified by the blank zone in its bifurca-
tion diagram and plot of the Lyapunov Exponent in Fig. 3(a).
For the Lyapunov Exponent, a positive value means a good
chaotic property of a chaotic map. As shown in Fig. 3(a), the
Lyapunov Exponents of the Logistic map are smaller than
zero when parameter ro3:57. Second, the data range of the
chaotic sequences is smaller than ½0;1�, showing the non-
uniform distribution in the range of ½0;1�. These narrow
down the applications of the Logistic map.

2.2. Tent map

The Tent map is known as its tent-like shape in the
graph of its bifurcation diagram. It can be defined by the
following equation:

Xnþ1 ¼ T ðu;XnÞ ¼
uXn=2 Xio0:5
uð1�XnÞ=2 XiZ0:5

(
ð2Þ

where parameter uAð0;4�.
Its chaotic property is shown in bifurcation analysis in

Fig. 2(b) and Lyapunov Exponent analysis in Fig. 3(b). Both
analysis results prove that its chaotic range is ½2;4�. The
Tent map has the same problem as the Logistic map: the
limited chaotic range and nonuniform distribution of the
variant density function.

2.3. Sine map

The Sine map has a similar chaotic behavior with the
Logistic map. The definition can be described by the
following equation:

Xnþ1 ¼ Sða;XnÞ ¼ a sin ðπXnÞ=4 ð3Þ
where parameter aAð0;4�.

As shown in Figs. 2(c) and 3(c), its bifurcation diagram
and Lyapunov Exponent are similar with those of the
Logistic map in Figs. 2(a) and 3(a). Thus they have the
same problems as discussed in Section 2.1.

3. New chaotic system

In this section, a new chaotic system will be proposed
to solve the problems discussed in Section 2. To evaluate
its performance, three examples are then introduced.

3.1. System structure

The new chaotic system is shown in Fig. 1. It is a
nonlinear combination of two different 1D chaotic maps
which are considered as seed maps. The system is defined
by the following equation:

Xnþ1 ¼AFG ¼ ðFða;XnÞþGðb;XnÞÞmod 1 ð4Þ
where Fða;XnÞ and Gðb;XnÞ are two 1D chaotic maps (seed
maps) with parameters a and b; mod is the modulo
operation, and n is the iteration number.
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Combining outputs of two seed maps, the new chaotic
system shows a mixed chaotic property. Here, the ‘mod’
operation is to ensure its output data with in range of ½0;1�.

Using different seed maps, this system is able to
generate many new chaotic sequences. Compared with
its corresponding seed maps, this system has more com-
plex chaotic properties. When one of its seed maps is out
of the chaotic range, this chaotic system can still have
excellent chaotic behaviors.

3.2. Examples of the proposed chaotic system

To show the excellent performance of the proposed
chaotic system, three examples will be introduced and
analyzed here.

3.2.1. The Logistic-Tent system
The first example utilizes the Logistic and Tent maps as

seed maps. The system is called the Logistic-Tent system
(LTS). To simplify its chaotic complexity, we combine the
parameter settings for each seed map, as defined in the
following equation:

Xnþ1 ¼ALT ðr;XnÞ ¼ Lðr;XnÞþT ðð4�rÞ;XnÞð Þmod 1

¼
ðrXnð1�XnÞþð4�rÞXn=2Þmod 1 Xio0:5
ðrXnð1�XnÞþð4�rÞð1�XnÞ=2Þmod 1 XiZ0:5

(

ð5Þ
where parameter rAð0;4�.

The bifurcation diagram and Lyapunov Exponent of
the LTS are shown in Figs. 2(d) and 3(d), respectively. Its
Fig. 2. The Bifurcation diagrams of the (a) Logistic map; (b)
chaotic range is within ð0;4�, which is much larger than
these of the Logistic or Tent maps. Its output sequences
uniformly distribute within ½0;1� (see Fig. 2(d)). Hence, the
LTS has better chaotic performance than the Logistic and
Tent maps.
3.2.2. The Logistic-Sine system
The Logistic-Sine system (denoted as LSS) is the second

example of the proposed chaotic system, defined in Eq. (6).
Its parameters are also unified for simplicity.

Xnþ1 ¼ALSðr;XnÞ ¼ ðLðr;XnÞþSðð4�rÞ;XnÞÞmod 1

¼ ðrXnð1�XnÞþð4�rÞ sin ðπXnÞ=4Þmod 1 ð6Þ

where parameter rAð0;4�.
Figs. 2(e) and 3(e) show its bifurcation diagram and

Lyapunov Exponent results. The chaotic behaviors of the
LSS exist in the whole range of parameter settings and its
chaotic sequences have a uniform-distribution within
½0;1�.
3.2.3. The Tent-Sine system
Using the Tent and Sine maps as seed maps, the

proposed chaotic system in Eq. (4) becomes a new chaotic
system called the Tent-Sine system (TSS). Its definition can
be described in Eq. (7) after unifying its parameter
settings.

Xnþ1 ¼ATSðr;XnÞ ¼ ðT ðr;XnÞþSðð4�rÞ;XnÞÞmod 1
Tent map; (c) Sine map; (d) LTS; (e) LSS; and (f) TSS.



Fig. 3. The Lyapunov Exponent of the (a) Logistic map; (b) Tent map; (c) Sine map; (d) LTS; (e) LSS; and (f) TSS.
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¼
ðrXn=2þð4�rÞ sin ðπXnÞ=4Þmod 1 Xio0:5
ðrð1�XnÞ=2þð4�rÞ sin ðπXnÞ=4Þmod 1 XiZ0:5

(

ð7Þ
where parameter rAð0;4�.

As shown in Figs. 2(f) and 3(f), the TSS has excellent
chaotic properties similar with the LTS and LSS.

3.2.4. Discussion
The proposed chaotic system has at least three advan-

tages compared with its corresponding seed maps.
First, the distribution of its density function is more

uniform than its corresponding seed maps. As shown in
Fig. 2, all seed maps have the limited data ranges within
½0;1�. As can be seen from its three examples (LTS, LSS and
TSS), the output sequences of the new chaotic system
spread out in the entire data range between 0 and 1. This
property ensures the proposed system well suitable for
different applications such as information security.

Second, the proposed chaotic system has a wider
chaotic range. Even if one seed map is out of the chaotic
range, the proposed system still keeps chaotic behaviors.
This can be demonstrated by the results shown in Fig. 3.
The Lyapunov Exponents of three examples are greater
than 0 in the entire range of the parameter settings
rAð0;4�. However, their seed maps have positive values
of Lyapunov Exponents only within limited ranges.

Lastly, the proposed system has better chaotic beha-
viors. As shown in Fig. 3, the Lyapunov Exponents of three
examples are all larger than their corresponding seed
maps, indicating better chaotic performance. Furthermore,
the Lyapunov Exponents of the LTS, LSS, and TSS
have similar distributions and are close to 0.7 in the
entire parameter range rA ½0;4�. This indicates that they
all have the similar properties and excellent chaotic
performance.
4. New image encryption algorithm

To investigate the applications of the proposed chaotic
system in information security, using the LTS as its
example, we introduce a new image encryption algorithm
in this section.

The proposed algorithm is shown in Fig. 4. It has a
4-round-encryption structure. Each encryption round includes
five steps: the random pixel insertion, row separation, 1D
substitution, row combination and image rotation. The algo-
rithm first inserts a random pixel in the beginning of each row
in the original image, separates each row into a 1D data
matrix, applies a substitution process to change data values in
each 1D matrix, combines all 1D matrices back into a 2D data
matrix according to their row positions in the original image,
and then rotates the 2D matrix 90 degrees counterclockwise.
Repeating these processes four times obtains the final
encrypted image. An illustrative example is shown in Fig. 5.
The proposed algorithm is able to transform original images
randomly into different noise-like encrypted images with
excellent confusion and diffusion properties.
4.1. Random pixel insertion

The random pixel insertion aims at inserting one pixel
with a random value in the beginning of each row in the



Fig. 4. The new image encryption algorithm.

Fig. 5. An illustrative example of the proposed algorithm.
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original image. It is defined by the following equation:

Iði; jÞ ¼
RandðiÞ if j¼ 1
Oði; j�1Þ otherwise

(
ð8Þ

where O is the original/input image with size of M�N;
Iði; jÞ is the processed image with size of M � ðNþ1Þ,
1r irM, 1r jrðNþ1Þ; Rand(i) is a random function that
produces random numbers.

Rand(i) could use any random generator to produce
random numbers which are one-time-used and unpredict-
able. The underlying fundamental is to generate a completely
random and different image Iði; jÞ for each encryption round.
The resulting encrypted images (even in different rounds)
are completely different, non-repeated and unpredictable.
4.2. Row separation

The row separation is to transfer the image Iði; jÞ row by
row into 1D matrices, as shown in the following equation:

RiðjÞ ¼ Iði; jÞ ð9Þ

where Ri stands for the ith1D row matrix with length of
ðNþ1Þ.
4.3. 1D substitution

The 1D substitution process is designed to change data
values in each 1D matrix Ri. It is defined by the following
equation:

BiðjÞ ¼
RiðjÞ if j¼ 1
Biðj�1Þ � RiðjÞ � ð⌊Skði; jÞ � 1010⌋mod 256Þ otherwise

:

(

ð10Þ

where � denotes the bit-level XOR operation, ⌊ � ⌋ is the
floor function, and Skði; jÞ is the random sequence for the
kth (k¼ 1;2;3;4) encryption round, which is generated by
the proposed LTS (ALT ) as defined by the following
equation:

Skði; jÞ ¼

S1ð0;0Þ for i¼ 0; j¼ 0; k¼ 1
S2ðM;0Þ for i¼ 0; j¼ 0; k¼ 3
Sk�1ðN;0Þ for i¼ 0; j¼ 0; k¼ 2;4
ALT ðr0; Skði�1;0ÞÞ for i41; j¼ 0
ALT ðrk; Skði; j�1ÞÞ for i41; j40

8>>>>>><
>>>>>>:

ð11Þ

where rk and Skð0;0Þ are the parameter and initial value in
the kth encryption round, respectively; S1ð0;0Þ, r0 and rk
are defined by users.
4.4. Row combination

After changing data values in each rowmatrix in the 1D
substitution process, the row combination is an inverse
process of the row separation and random insertion. It
combines all 1D matrices back into a 2D image matrix, and
removes the first pixel in each row. The process is defined
in the following equation:

Cði; jÞ ¼ Biðjþ1Þ ð12Þ
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where C is the 2D image matrix with size of M � N and
jrN.

4.5. Image rotation

The image rotation is to rotate the 2D image matrix 90
degrees counterclockwise defined by the following equa-
tion:

Eði; jÞ ¼ Cðj;N� iþ1Þ ð13Þ
After the first encryption round, E is the feedback to the

input of the random pixel insertion process. After four
encryption rounds, E is the final encrypted image.

In this algorithm, security keys are composed of six
portions: the LTS parameter (r0) and initial value (S1ð0;0Þ),
the LTS parameters in each encryption round (r1; r2; r3; r4)
in Eq. (11).

In image decryption, the authorized users should have
correct security keys and follow the inverse procedures of
image encryption described in Fig. 4. The inverse 1D
substitution is defined in the following equation:

RiðjÞ ¼ Biðj�1Þ � BiðjÞ � ð⌊Skði; jÞ � 1010⌋mod 256Þ ð14Þ
4.6. Discussion

Following the confusion and diffusion principles, the
proposed image encryption algorithm designs five above-
mentioned processes. It has at least four advantages.
Namely, the algorithm is able to
(1)
 generate a random and unpredictable encrypted image
every time when it is applied to the same original
image with the same set of security keys. A new
encrypted image is completely different from any
previous one;
(2)
 encrypt images with a high speed. This is because its
1D substitution process can be implemented in paral-
lel, and it does not contain any permutation process
which may require a high computation cost;
(3)
 encrypt images with excellent confusion and diffusion
properties, achieving a high level of security; and
(4)
 withstand the chosen-plaintext, data loss, and noise
attacks.
5. Simulation results

The proposed image encryption algorithm can provide
a high level of security to different types of images, such as
grayscale images, color images, biometrics, and binary
images. For color images, we use the proposed algorithm
to encrypt each color component individually and then
combine them to obtain the encrypted color images. From
the results shown in Fig. 6, all encrypted images are noise-
like ones. These can prevent the original information from
leakage. Because the binary image has huge data redun-
dancy containing only two pixel values, it is often a
difficult case for image encryption. As can be seen in
Fig. 6(d), the proposed algorithm transfers the binary
image into a noise-like encrypted image with a uniform-
distributed histogram.

6. Security analysis

When a new encryption algorithm is being developed,
its security should be first taken into consideration. This
section analyzes the security issues of the proposed image
encryption algorithm. For simplicity, all parameters and
initial values in the security keys are set to 14 decimals for
our simulations in this paper unless specified. However,
the users are flexible to choose any other settings by
considering the tradeoff between the security level and
computation cost.

6.1. Security key analysis

An encryption algorithm should have a security key
space large enough to withstand the brute force attack,
and should be high sensitivity to any change of its security
keys.

6.1.1. Security key space
As mentioned in Section 4.5, the security keys of the

proposed image encryption algorithm are composed of
five parameters (r0; r1; r2; r3; r4) and the initial value
(S1ð0;0Þ). Here, r0; r1; r2; r3; r4 are in range of ½0;4� and
S1ð0;0ÞA ½0;1�. If the length of each parameter and the
initial value is set to 14 decimals, the key space of the
proposed algorithm is 1084. It is sufficiently large to resist
the brute force attack.

6.1.2. Key sensitivity
In the key sensitivity test shown in Fig. 7, an initial key

set (denoted as K1) is r0 ¼ 3:997; r1 ¼ 3:99; r2 ¼ 3:96; r3 ¼
3:77; r4 ¼ 3:999; S1ð0;0Þ ¼ 0:6. We use K1 to encrypt the
original image in Fig. 7(a) to obtain the encrypted image
(denoted as E1) in Fig. 7(b). And then a small change is
applied to r0¼3.99700000000001 while keeping others
unchanged. This generates another key set denoted as K2.
Using K2 to encrypt the same original image in Fig. 7(a)
will generate another encrypted image (E2) in Fig. 7(c). The
pixel-to-pixel difference jE1�E2j in Fig. 7(d) proves that a
tiny change (10�14) in the security key will result in a
significant change in the encrypted image.

In the decryption process, a small change is applied
only to r1¼3.99000000000001 to obtain the third security
key set denoted as K3. We use K1 and K3 to reconstruct the
original image from the encrypted image E1 in Fig. 7(b),
individually. The decryption results are shown in Fig. 7(e)
and (f). As can be seen, using only the correct key (i.e. K1)
can completely reconstruct the original image. However,
even a tiny change in the security key (i.e. K3) will lead to
the failure of image decryption as shown in Fig. 7(f). Thus,
the proposed algorithm has high key sensitivity in both
the encryption and decryption processes.

6.2. Statistical analysis

The main effect of this new image encryption algorithm
is to transform the visually meaningful images into



Fig. 6. The proposed algorithm encrypts different types of images. The first, third, and fifth rows show the original, encrypted, and reconstructed images,
respectively; The second and forth rows show histograms of the corresponding original and encrypted images. (a) Grayscale image; (b) color image;
(c) fingerprint (biometrics); and (d) binary image. (For interpretation of the references to color in this figure caption, the reader is referred to the web
version of this article.)
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noise-like encrypted images. There are several statistical
methods for evaluating the noise-like encrypted images,
including the information entropy and correlation analysis.
6.2.1. Information entropy
Information entropy (IFE) is designed to evaluate the

uncertainty in a random variable as shown in the following



Table 1
Information entropy analysis.

File name Image size Original
image HO

Encrypted
image by
proposed
algorithm
H1
E

Encrypted
image by
Liao's
algorithm
[11] H2

E

fingerprint.bmp 256�256 5.19634 7.99763 7.99722
fruit.png 512�512 7.45159 7.99931 7.99929
5.2.03.tiff 1024�1024 6.83033 7.99983 7.99982

Fig. 7. The key sensitivity test for the encryption and decryption processes. (a) The original image; (b) the encrypted image E1 with the security key set K1;
(c) the encrypted image E2 with the security key set K2; (d) the pixel-by-pixel difference jE1�E2j; (e) the decrypted image from E1 using the correct security
key set K1; and (f) the decrypted image from E1 using an incorrect security key set K3.
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equation:

HL ¼ ∑
F�1

l ¼ 0
P L¼ lð Þlog2

1
PðL¼ lÞ ð15Þ

where F is the gray level and PðL¼ lÞ is the percentage of
pixels of which the value is equal to l.

The IFE can be used for evaluating the randomness of
an image. An IFE score of an image close to the maximum
IFE value means the excellent random property. For a
grayscale image with a data range of ½0;255�, its maximum
IFE is 8. Table 1 shows the IFE scores of images before and
after applying the proposed encryption algorithm. From
these results, the IFE scores of all encrypted images with
different sizes are close to 8. Furthermore, compared with
the Liao's algorithm [11], the IFE scores of this proposed
algorithm are slightly higher. This means that the
encrypted images of this proposed algorithm have better
random distributions.
6.2.2. Correlation analysis
The obvious characteristic of visually meaningful

images is redundancy. There are high correlations between
pixels and their neighboring pixels at horizonal, vertical
and diagonal directions. The image encryption algorithm
aims at breaking these pixel correlations in the original
images, and transforming them into noise-like encrypted
images with little or no correlations. The correlation values
can be calculated by the following equation:

Cxy ¼
E½ðx�μxÞðy�μyÞ�

sxsy
ð16Þ

where μ and s are the mean value and standard deviation,
respectively; E½�� is the expectation value.

Hence, a good encrypted image should be unrecognized
and have the correlation values close to zero. Table 2
compares correlations of the original image with its
encrypted versions generated by different encryption
algorithms. The original image is the image shown in
Fig. 6(a). As can be seen, the original image has high
correlation values in all directions while all encrypted
images have very low correlation values. These show their
excellent performance in image encryption. Furthermore,
compared to the Chen's and Liao's algorithms, the proposed



Table 2
Correlation values at the horizonal, vertical and diagonal directions.

Image Encryption algorithm Horizonal Vertical Diagonal

Original image in Fig. 6(a) 0.8652 0.8593 0.7957
Encrypted images Chen's algorithm [39] 0.0053 �0.2088 0.0036

Liao's algorithm [11] �9:9847� 10�4 0.0018 �8:0539� 10�4

Proposed algorithm �0:9750� 10�5 �5:7066� 10�6 �7:2484� 10�4

Fig. 8. The proposed algorithm encrypts an image twice using the same set of security keys. (a) The original image and its histogram; (b) the encrypted
image (C1) after the first encryption run and its histogram; (c) the encrypted image (C2) after the second encryption run and its histogram; and (d) the
pixel-to-pixel difference (jC1�C2j) and its histogram.
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algorithm obtains the smallest correlation values in all
directions. It outperforms these two algorithms with
respect to performance of image encryption.

6.3. Chosen-plaintext attack

An image encryption algorithm with the excellent
diffusion property is able to resist the chosen-plaintext
attack. However, when many existing image encryption
algorithms use the same security keys to encrypt an
original image, their encrypted image are duplicate. This
security weakness provides the opportunity for attackers
to break the encryption algorithms using the chosen-
plaintext attack.

To address this problem, our proposed image encryp-
tion algorithm designs a random pixel insertion process. It
allows our algorithm to generate a totally different
encrypted image each time when our algorithm is applied
to the same original image with the same set of security
keys. This can be verified by the experiment results shown
in Fig. 8. Using the same set of security keys, the proposed
algorithm is applied to the original image (Fig. 8(a)) twice.
Two encrypted images C1 (Fig. 8(b)) and C2 (Fig. 8(c))
are obtained in the first and second encryption runs,
respectively. Their pixel-to-pixel difference jC1�C2j
(Fig. 8(d)) shows that two encrypted images are comple-
tely different. Theoretically, for each set of security keys
and a specific original image with size of M�N, the
proposed algorithm is able to generate 216ðMþNÞ different
encrypted images. This ensures that the proposed algo-
rithm is able to withstand the chosen-plaintext attack.

6.4. Data loss and noise attacks

In real applications, images will inevitably experience
the data loss and noise during transmission. An image
encryption algorithm should resist the data loss and noise
attacks.

Fig. 9 shows the simulation results of these two attacks.
An image is first encrypted by our proposed algorithm. The
encrypted image is applied with a data cut with size
of 70�70 (Fig. 9(a)) and with 1% ‘Salt & Pepper’ noise
(Fig. 9(b)), individually. The decryption process is then
applied to these two images. As can be seen, the recon-
structed images contain most of original visual informa-
tion even if there are limited data losses and noise. These
demonstrate the excellent performance of the proposed
algorithm in against the data loss and noise attacks.



Fig. 9. Data loss and noise attacks. (a) The encrypted image with a 70�70 data loss; (b) the encrypted image added with 1% ‘salt & pepper’ noise; (c) the
decrypted image of (a); and (d) the decrypted image of (b).

Table 3
Comparison of the encryption time of different algorithms.

File name Image size Proposed
algorithm
(s)

Liao's
algorithm
[11] (s)

Wu's
algorithm
[38] (s)

fingerprint.bmp 256�256 0.1789 0.5699 7.6418
fruit.png 512�512 0.6639 2.2516 34.7684
5.2.03.tiff 1024�1024 3.1426 8.9864 151.7092
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6.5. Speed analysis

To analyze the computation cost of the proposed image
encryption algorithm, in this section, we compare the
encryption speed of the proposed algorithm to two state-
of-art algorithms, the Liao's algorithm [11] and Wu's
algorithm [38]. Our experiments have been conducted
under MATLAB 7.1.10 (R2010a) in a computer with the
Windows 7 operating system, Intel(R) Core(TM) i7-2600
CPU @ 3.40 GHz and 4 GB RAM. Table 3 shows the
encryption time of three algorithms for different image sizes.
As can be seen, the proposed algorithm performs faster than
the two existing ones. Furthermore, the encryption speed of
our algorithm can be further improved by performing the 1D
substitution processes in parallel. These demonstrate that
the proposed algorithm is suitable for real applications.
7. Conclusion

In this paper, we have proposed a new chaotic system.
Combining existing chaotic maps, the proposed chaotic
system is able to produce a large number of new chaotic
maps. They all have similar properties including excellent
chaotic behaviors, large chaotic range and uniform dis-
tributed density function. Three examples were intro-
duced and discussed to demonstrate the excellent
performance of the proposed chaotic system.

To investigate applications of the proposed chaotic
system in multimedia security, we have introduced a
new image encryption algorithm. It has been shown to
have excellent diffusion and confusion properties and can
resist the chosen-plaintext attack. Particularly, encrypted
images of the proposed algorithm are random, non-
repeated and unpredictable, even using the same set of
security keys and the same original image. The algorithm
can also withstand the data loss and noise attacks.
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