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Abstract—Image encryption is an effective method to protect
multimedia information for different security purposes. In this
paper, we introduce a new image bit-plane decomposition
method based on the Generalized P-Gray Code (GPGC) which is
a parametric sequence suitable for any base, n. Based on this
decomposition, we introduce two image encryption algorithms
using GPGC. The two algorithms allow for either full or partial
encryption of images based on the choice of security keys: base n
and distance parameter p. Experimental results show that the
presented algorithms are lossless encryption methods, and that
the original images can be completely reconstructed when the
correct security keys are used. It is also shown that the presented
algorithms can withstand the plaintext attacks.

Index Terms—Image Encryption, Generalized P-Gray Code,
bit plane decomposition, P-Gray Code decomposition

1. INTRODUCTION

BIQUITOUS network and computer technologies have
provided great flexibility and opportunities for people all
over the world to store, transmit and share multimedia
information. As a result, the security of images and videos
becomes a prevalent issue not only for individuals and
business but also for government and the military. Image
encryption is an effective and well-known method to protect
images and videos by transforming them into unrecognizable
formats. Image encryption is widely used in different
application areas such as privacy and copyright protection,
security communication, and military applications as well.
Several encryption methods have been developed to encrypt
images recently such as image encryption based on chaotic
sequence [1, 2], Fibonacci sequence [3], and Gray Code [4].
These approaches don’t have enough security keys to achieve
higher security levels. We presented an image encryption
method based on Generalized P-Gray Code (GPGC) in our
previous work which introduced more security keys [5].
However, these permutation-only based encryption methods
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cannot tolerate plaintext attacks [6].

Some interesting image encryption schemes are based on
binary bit plane decomposition [7-9]. Bit plane decomposition
is a process to decompose the grayscale image into n binary
images called n bit planes. The order of the bit planes is from
the most significant bit to the least significant bit. Each bit
plane consists of all binary bits with the same order in the n-
bit binary sequences of all pixels. However, this type of
decomposition process has low security level since it is not
parameter-dependent.

In this paper, we introduce a new parameter-dependent bit-
plane decomposition scheme based on Generalized P-Gray
Code (GPGC) and two GPGC decomposition based image
encryption algorithms. There are many options for the base n
and parameter p of GPGC as security keys for GPGC
decomposition process and encryption process. The encrypted
images are difficult to be broken without correct security keys.
The presented algorithms can resist the plaintext attacks since
the process of the GPGC bit plane decomposition changes
image pixel values. The experimental results show that the
presented algorithms can partially or fully encrypt images
based on different n and p values such that images can be
protected with different security levels to meet different
security requirements.

The rest of this paper is organized as follows. GPGC
decomposition will be introduced in section 2. Section 3 will
address the image encryption algorithms. Experimental results
are shown in section 4. Security issues will be discussed in
section 5. Section 6 presents a concluding discussion.

II. GENERALIZED P-GRAY CODE DECOMPOSITION

In this section, we extend the conception of bit plane
representation of grayscale images from binary to arbitrary
base for image encryption purposes. We introduce a new bit
plane representation of grayscale images using Generalized P-
Gray Code.

Definition 2.1: Arbitrary-base bit plane decomposition

Let an M x N image be represented by a k-digit n-base
sequence (a,qa, , ---a,a,),, the grayscale image can be

decomposed into k arbitrary-base bit planes. The pixel value
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in the /™ bit plane is the ™ bit a, of the pixel with the same

location in grayscale image, where1 <i <k .
Definition 2.2: Generalized P-Gray Code [5]
If(a,a,_, -+~ a,a,),1is the k-digit n-base representation of the

non-negative integer A, assume a k-digit n-base sequence
G=(g.g, g, issatisfied with

a, i>k—p-1
&= dn 1<i<k-p-1 O
(a,+a.,,)modn 1<i<k-p-

wherel<i<kand 0< p <k, G is the Generalized P-Gray
Code (GPGC) of A. It also called (n, k, p)-Gray Code
representation of A.
The GPGC will be different based on the different values of
n and p. For example,
1) For n=2, the GPGC is the binary P-Gray Code;
2) For n=2, p=0, the GPGC reverts to the classical gray
code;
3) For n=3, the GPGC is the ternary P-Gray Code;
4) If n is other value, the GPGC will be different P-Gray
Code.
Definition 2.3: Generalized P-Gray Code decomposition
If each pixel value in a grayscale image can be represented
by a k-digit n-base sequence(a,q,_, - -a,a,),, and it GPGC

representation is the sequence (g,g,,---g,g), based on

definition 2.2, the grayscale image can be decomposed into k
GPGC bit planes, where the pixel value in the i plane is the
i bit g, of the pixel with the same location in grayscale

image,
wherel1<i<k.

hit plane 1

bit plane 5 bitplane 6

Fig. 2. GPGC bit plane decomposition of the grayscale image, n=3, p=1

The GPGC bit planes will differ according to different base
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n and parameter p. The number of GPGC bit planes will
change with different n value. A grayscale image can be
decomposed to 8 binary bit planes when base n=2. An
example is shown in Fig. 1 with n=2, p=1.

When the base n is greater than 2, the decomposed bit
planes of a grayscale image will not be binary any more and
the number of bit planes will be less than 8. An example is
shown in Fig. 2 with n=3, p=1.

III. GPGC TRANSFORMS AND IMAGE ENCRYPTION
ALGORITHMS

In this section, we review several GPGC transforms which
were presented in our previous work [5]. We will introduce
two new image encryption algorithms based on GPGC
decomposition and GPGC transforms. One algorithm is for
grayscale image encryption. The other works for color image
encryption.

A. Generalized P-Gray Code Transforms [5]

Definition 3.1: For a non-negative integer sequence
A=1{4,,4,,4,,...,4,}, the following transformation is called
the 1-D Generalized P-Gray Code Transform. The integer
sequence G ={G,,G,,G,,...,G, }is the GPGC representation

of A.
G=(CP*A)m0dn 2)
where
81 8u o Em
8o 8» 82
G:(Gl G, Gm)10:
S Su &k ),
ay Ay A
a, a a
A:(AI 4, A111)107 1 Ay m2
Ay Ay Ak ),
G G Cii
and C, = €y Cp Cay
C Cra S ),
where
1 i=j

(c,./.)p =11 j=i+p+Li+p+1=<k
0 otherwise
k, m, n and p are non-negative integer, 1<i,j<k, 0<p<k.
Using the above transform, when the base » and parameter
p have different values, an input sequence (1,2,3,...,N) can be
transferred to different permutation sequences,
G,=(G,G,,G,,....G,), 3)
Specially, when input sequence has only one integer
element, A= {4} for example, the transform definition above

will be another format of GPGC in definition 2.2.
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To recover the original integer sequence, we can use the
inverse 1-D GPGC transformation which is defined below.

Definition 3.2: If the sequence {G,,G,,G,,....G,}is the
Generalized P-Gray Code representation of the sequence
{4,4,,4,,..,4,}, the following transformation is called the

m

Inverse 1-D GPGC Transform.
A =(C;1 *G)modn ®)]

where 4, G, C,and m, n, p, k are given by definition 2.2.

The 1-D GPGC transform can be used to encrypt one
dimensional media data such as a string, password, audio or
speech signals. It can be also used to encrypt 2D images line
by line, for example medical images. However, its encryption
process is time-consuming.

Definition 3.3: Let D be an M x N image, 7 and7, be the
row and column coefficient matrices respectively, the 2-D
GPGC Transform is defined as:

E=TDT, (6)
where FE is the encrypted 2-D image and,
1 (m,G,, 1 (G,,J
nmy={ "0 gyt )
0 otherwise 0 otherwise
wherel <m,n<M , 1<i,j<N,G, is a permutation sequence
defined by equation (3).

Definition 3.4: Let E be the encrypted 2-D images,
T andT, be
respectively, the following transformation is called Inverse 2-
D GPGC Transform.

the row and column coefficient matrices

R=T ET @)
where R is the reconstructed image matrix.

The 2-D GPGC transform is a more efficient process to
encrypt 2D images than the 1-D GPGC transform because it
can encrypt 2-D images by applying the 2-D GPGC transform
only one time. Furthermore, to reconstruct the original 2D
image, we simply apply the 2-D inverse transform one time.

B. Grayscale Image Encryption Algorithm

Fig. 3 shows the encryption algorithm of grayscale image.
The grayscale image is decomposed into GPGC bit planes.
The 2-D GPGC transform can encrypt these GPGC bit planes
one by one. The encrypted GPGC planes are converted to
decimal pixel value to obtain the encrypted grayscale image.

To encrypt the grayscale image, the security keys, base n
and parameter p, should be selected first. The user has
flexibility to choose same or different security keys for image
decomposition and encryption processes. When base n and
parameter p are different, the GPGC bit planes of images will
be different and the row and column coefficient matrices of
GPGC transform are also different.

The decryption algorithm shown in Fig. 4 is an inverse
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process of encryption algorithm. To reconstruct the original
image, the authorized users should have the security keys:
base n and parameter p. The security keys are used to
reconstruct the GPGC bit planes and also the row and column
coefficient matrices for the inverse GPGC transforms as well.

st 2-D GPGC Encrypted |
— 1 E’;Sc ™| Transform [*| 1% GPGC
P DT plane
nd 2-D GPGC Encrypted Encrypted
Gri:qyasc:Ie e 2 gieec [~ Transform [*| 2“GPGC [—»{ Grayscale
ge | P DT plane e image
(| (| (|
(| (| (|
th 2-D GPGC Encrypted
Ly K'GPGC | »l Transforn || K"GPGC |
plane plane
T.DT,
Fig. 3. Block diagram of the grayscale image encryption algorithm
Encrypted Invce;:gsgé-D Recovered
> 1%GPGC [ " 1%GPcC | |
Transferm
plane plane
1 ET
[ Inverse 2-D b
Encrypted Encrypted GPGC Recovered Recovered
Grayscale ™| 2™GPGC [ ™| ™ 2™GPGC |—»| Grayscale
image plane Transform plane image
T ET! ™
[ [ [
Il Il Il
E?crypted Invg'r:sgCZ-D Racovered
v — — |
L k" GPGC Transform k" GPGC
plane plane
TET

Fig. 4. Block diagram of the grayscale image decryption algorithm

C. Color Image Encryption Algorithm

The color images have three color planes. The data for each
color plane is a 2-D data matrix which is similar to grayscale
images. Therefore, we consider each color plane as a
grayscale image.

The color images encryption is also based on the GPGC
decomposition and the 2D GPGC transform. The color image
is separated into three color planes which are three 2D data
matrices. Each color plane will be encrypted individually by
using the same process as the grayscale image encryption. The
encrypted color image can be obtained by combining the three
encrypted color planes.

The users can choose the same security keys (base » and
parameter p) for decomposition and encryption processes of
three color planes. They can also choose different keys for
each process and also each color plane.

In color image decryption process, the authorized users
separate the encrypted color images into three color planes.
The correct security keys are used for GPGC decomposition
and decryption process of each color plane. The decryption
process for each color plane is the same process as the
decryption of grayscale image. The three recovered color
planes are combined to get the recovered color image.
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IV. EXPERIMENTAL RESULTS

We present and discuss the experimental results of
grayscale image encryption and color image encryption in this
section.

A. Grayscale Image Encryption

Fig. 5 shows an example of the grayscale image encryption
with security keys: n=2, p=2 for GPGC decomposition
process and n=3, p=1 for encryption process. The original
image can be perfectly reconstructed. This can be verified
from the reconstructed image (Fig. 5(b)) and the histogram of
the difference between the reconstructed image and the
original image (Fig. 5(c)).

..g vl

a 100 0o
i@ [} (<)

Fig. 5. Grayscale image Encryption with n=2, p=2 for GPGC decomposition
and n=3, p=1 for encryption. (a) Encrypted image; (b) Reconstructed image;
(c) Histogram of the difference between reconstructed grayscale image and
original grayscale image.

More encryption examples are provided with n=3, p=1 for
GPGC decomposition and different n and p value for
encryption process in Fig. 6. The encryption results with
higher p values are more recognizable than the results where p
has lower value. The better encryption results are obtained
where p has a smaller value. This is because for smaller value
of p, the number of image pixel permutations in encryption
process increases.

n=Zp=3 )
Fig. 6. Grayscale image Encryption with n=3, p=1 for GPGC decomposition
and different n and p value for encryption.

n=2p=3 n=2p=4

Similarly, the percentage of image encryption also
decreases if base n goes higher. The digital sequence
representation will be shorter when base n increases. The
result is the same as that of higher p value. This shows that
presented algorithms can encrypt images with different
security levels.

B. Color Image Encryption

Color images can be encrypted by decomposing each color
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plane into GPGC bit planes and then using 2D GPGC
transform to encrypt each GPGC plane. The users have the
flexibility to wuse the same security keys for both
decomposition and encryption process of all color planes (Fig.
7) or choosing different p and n values for each color plane

(Fig. 8).

0 - ) 0o 150 0 X0
fe (d)

Fig. 7. Color image Encryption with n=2, p=0 for both GPGC decomposition
and encryption. (a) decomposed color image; (b) Encrypted color image; (c)
Reconstructed color image; (d) Histogram of the difference between
reconstructed color image and original color image.

L LY m &0 an 1]

© e
Fig. 8. Color image Encryption with different security keys for each color
plane; GPGC decomposition (Red: n=2, p=0, Green: n=2, p=1, Blue: n=2
p=2) and encryption (Red: n=2, p=1, Green: n=3, p=1, Blue: n=4, p=1). (a)
decomposed color image; (b) Encrypted color image; (c) Reconstructed color
image; (d) Histogram of the difference between reconstructed color image and
original color image.

The original color image can be completely reconstructed
since there is no difference between the original image and the
reconstructed image based on the histogram of the difference
between them (shown as Fig. 7(d) and Fig. 8(d)). This
demonstrates that our encryption approach is lossless.

V. SECURITY ANALYSIS

The security issues of the presented encryption algorithms
are discussed in the section.
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A. Security Keys

The base n and parameter p act as security keys for both
GPGC decomposition process and encryption process. These
security keys are important for users to reconstruct the
original images. Fig. 9 shows that the original image can be
completely reconstructed only when the correct security keys
are being used.

: NG B

{chn=2, (d) n=3, p=1
Fig. 9. Color image decryption using different security keys. (a) Encrypted
color image with n=2, p=0 for decomposition and n=2, p=1I for encryption
process; (b) Reconstructed color image using n=2, p=0 for decomposition and
n=2, p=I for encryption process; (c) Reconstructed color image using n=2,
p=0 for decomposition and n=2, p=2 for encryption process; (d)
Reconstructed color image using n=2, p=0 for decomposition and n=3, p=1
for encryption process.

B. Plaintext Attacks

There are two types of plaintext attacks: the known-
plaintext attack and the chosen-plaintext attack. In the
cryptography, the plaintext is the original information to be
encrypted. The ciphertext is the encrypted plaintext by an
encryption algorithm.

The known-plaintext attack is an attack model in which an
attacker tires to get the security keys of encryption algorithm
by studying a number of plaintexts and their corresponding
ciphertexts. On the other hand, the chosen-plaintext attack is
an attack model in which the attacker can choose a number of
plaintexts and then get their corresponding ciphertexts. As a
result, the attacker can choose any useful information as the
plaintext in order to deduce the security keys of encryption
algorithms, or reconstruct the original plaintexts from the
unknown ciphertexts [10].

The GPGC decomposition is an important process for the
presented encryption algorithms. It changes the image data
since it scrambles the bit positions in the binary/arbitrary bit
sequence representation of the image pixels. Furthermore, the
decomposition results change if the security keys are different
as shown in Fig. 7(a) and Fig. 8(a). As a result, the presented
algorithms can tolerate not only the known-plaintext attack
but also the chosen-plaintext attack for the cryptanalysis
purposes.
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VI. CONCLUSION

In this paper, we introduced a new parameter-dependant bit
plane decomposition scheme for digital images based on the
Generalized P-Gray Code. The Generalized P-Gray Code is a
k-digit parametric sequence with arbitrary base, n. The
number of bit planes will change with different base n. The bit
plane is not binary when the base n is greater than 2. The
GPGC representation of image pixel value will be different
when the base n and parameter p have different values.

We also introduced two image encryption algorithms based
on the GPGC decomposition. One method was presented for
grayscale image encryption and the other method is used for
color image encryption. Experimental results demonstrate that
the presented algorithms are lossless encryption approaches
and easy to implement. The original images can be perfectly
recovered by only using correct security keys. The images can
be protected by full or partial encryption to achieve the
different requirements of security levels when different
security keys are utilized.

The presented algorithms can be used in real-time
applications due to the simplicity of processes and
implementation. They can also withstand the plaintext attacks
since the GPGC decomposition process changes the image
data by transforming the image data into their GPGC
representation.
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