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Abstract—Image encryption is an effective approach to protect
privacy and security of images. This paper introduces a novel
image encryption algorithm using the Truncated P-Fibonacci Bit-
planes as security key images to encrypt images. Simulation
results and security analysis are provided to show the encryption
performance of the proposed algorithm.
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L INTRODUCTION

Multimedia communication plays an increasingly important
role of information exchange between people. Digital
information technologies and networks bring us the
convenience, as well as, however, the hidden hazards: sensitive
information within images may be easily stolen, falsified, or
illegally copied and disseminated. Providing security of images
becomes growingly significant in the digital age [1]. Image
encryption is an effective approach to protect privacy and
security of images.

In recent years, many encryption algorithms based on
image bit-plane decomposition have been developed. Some of
them encrypt only the selective bit-planes of images [2, 3].
Another algorithm uses exclusive-OR operations to encrypt
images [4]. However, these algorithms have a low level of
security due to the limited key space and the fact that the
decomposition results of traditional bit-plane decomposition
results are predictable. The number of bit-planes and their
content for a specific image are fixed. To achieve a higher level
of security, our previous work has applied edge maps to image
encryption [5]. It generates edge maps from the original image.
However, this is not convenient for image decryption because
the edge maps have to be sent to the authorized users for
decryption. To further extend the concept of using edge map
for image encryption, binary key images have been used for
image encryption [6]. These binary images could be other
existing binary images, or edge maps, or bit-planes generated
from another image.

To achieve a higher security level, in this paper, we
introduce a novel algorithm to encrypt images. Instead of using
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the traditional bit-plane decomposition method to generate the
binary key images, this algorithm uses the Truncated P-
Fibonacci Bit-planes [7] for image encryption. It takes
advantage of the parametric character of the truncated P-
Fibonacci Sequence and Truncated P-Fibonacci Bit-planes.
Different p values result in different bit-planes which increases
the security key space of the proposed encryption algorithm.

The rest of this paper is organized as follows: Section II
reviews the Truncated P-Fibonacci Bit-plane, which will be
used for the new image encryption algorithm introduced in
Section III. The experimental results and security analysis are
presented in Section IV and Section V, respectively. Section VI
reaches a conclusion.

II.  BACKGROUND

This section briefly reviews the Truncated P-Fibonacci
Sequence (TPFS) and the Truncated P-Fibonacci Bit-plane
(TPFB).

A. Truncated P-Fibonacci Sequence (TPFS)
In mathematics, a recursive sequence called the Truncated

P-Fibonacci Sequence is defined by [7]:
0 i<0
T,()=1 1 i=0 (1)
F,(i+p) i>0
where 7 is the index number of the sequence; the non-negative
integer p is a distance parameter; and F,(i+p) is the P-
Fibonacci Sequence defined by [8]
0 n<0
F,(n)=1 1 n=0 (2)
F,(n-1)+F,(n—p-1) n>0
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Table I provides several example sequences when the p
value changes.

TABLE . SAMPLE SEQUENCES OF TPFS WITH DIFFERENT P VALUES
P i
0 1 2 3 4 5 6 7
0 1 2 4 8 16 32 64 128
1 1 2 3 5 8 13 21 34
2 1 2 3 4 6 9 13 | 19
3 1 2 3 4 5 7 10 | 14
4 1 2 3 4 5 6 8 11
5 1 2 |3 |4 |5 6 7 9
6 1 2 |3 |4 |5 6 7 8

As shown in Table I, the sequence is a power of 2 series
when p value is equal to 0. When p is equal to 1 the sequence is
the traditional Fibonacci sequence.

According to Equation (2) the number of duplicate "1" in
the beginning of the P-Fibonacci Sequence is growing when
the p value increases. The TPFS in Equation (1) was introduced
to minimize the redundancy of "1" in the sequence.

B. Truncated P-Fibonacci Bit-plane (TPFB)

A decimal number N can be represented by the Truncated
P-Fibonacci codes because the binary sequence is a special
instance of the TPFS when the p value is 0 [7].

n—1
N=X 0T ()=, *T,(0)+1, *T, () +..+1, , *T,(n—1) (3)

i=0
where 7, (i) is the TPFS defined in Equation (1), #is the weight
coefficient.

Therefore, a decimal number can be represented by the
Truncated P-Fibonacci code (¢, ,....t,.1,t,) . However, such
representation is not unique. For example, if N is equal to 25

and p is equal to 2, there are several Truncated P-Fibonacci
codes of 25 as shown in TABLE II.

TABLE II. DIFFERENT TRUNCATED P-FIBONACCI CODES OF 25 WITH P =2
N LG
19 13 9 6 3 1
25 1 0o |1 o o o
25 1 o o |1 1o |1 o
25 1 o o o |1 |1 |1
25 '

Thus, we need a rule to ensure that every non-negative
decimal number is represented by a unique Truncated P-
Fibonacci code. In this paper, we choose a rule presented in [9].

N=T,(i)+q 4)

where 7,(i) is the i" element of TPFS with a specific p value,

0<i<n; and g is a non-negative decimal number which is a
reminder, 0<g<T,(i—p).

After applying the rule in Equation (4), every decimal
number will have only one representation of the Truncated P-
Fibonacci code. For example, the Truncated P-Fibonacci code
of decimal number 25 will be (1,0,0,1,0,0,0,0) when p value is
2. Namely, 25=(1,0,0,1,0,0,0,0),.

According to the TPFB definition in Equation (3), a
grayscale image can be decomposed into several binary bit-
planes using the Truncated P-Fibonacci codes, which is called
the Truncated P-Fibonacci Bit-plane decomposition. An
example is shown in Figure 1. The decomposition results and
the number of TPFBs change with parameter p values. We will
use these TPFBs as security key images for image encryption
in the following sections.

Bit-plane 11 Bit-plane 10 Bit-plane 9

I Bit-lane 8 Bit-plane 6
o

Bit-plane 5 Bit-plane 4 Bit-plane 3

" Bit-plane 2 Bit-plane 1 Bit-plane 0

Figure 1. The Truncated P-Fibonacci bitplane decomposition of a grayscale
image, p=2

III. NEW IMAGE ENCRYPTION ALGORITHM

In this section, a new image encryption algorithm is
introduced. It uses one of the TPFBs to encrypt the original
image.
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The new image encryption algorithm is shown in Figure 2.
The »* TPFB of a source image is selected as a security key
image to encrypt the original image. The source image is
another new or existing image with the same size as the
original image. The original image is decomposed into binary
bit-planes. An XOR operation is performed between the
security key image (the " TPFB of a source image) and each
bit-plane of the original image. The XORed bit-planes are then
combined. A scrambling algorithm is used to change the pixel
locations of the combined image, obtaining the final encrypted
image.

]

Truncated 5
Source P-Fibonacci The ;"[
Image Bit-plane Bitplane

Decomposition
N Binary ;
Qo [ mne SO 1 S 1 e
Image Decomposition P ¢ ¢

Figure 2. The new image encryption algorithm

The users have the flexibility to select: (1) any new or
existing image as the source image; (2) any specific p value to
decompose the source image into the TPFBs; (3) any one of
the TPFBs as the security key image; and (4) any image
scrambling algorithm to change image pixel locations. The
security keys of the new algorithm consist of the source image
(or the location of the source image); the parameter p value,
the TPFB index, as well as the scrambling algorithm and its
security keys.

IV.

The proposed new algorithm can be used to encrypt
different types of images. In this section, several experimental
results will be provided to show its encryption performance.

SIMULATION RESULTS

100

® © ()

Figure 3. Grayscale image encryption. (a) The original grayscale image with
the size of 512x512; (b) The source image with the size of 512x512; (c¢) The
encrypted image; (d) The recovered image; (e) Histogram of the original

1nn nn

(©

image in (a); (f) the 4™ TPFB of the source image in (b), p=2; (g) Histogram
of the encrypted image in (c); (h) Histogram of the difference between (a) and
(d).

As shown in the Figure 3, the original grayscale image in
Figure 3(a) can be encrypted by the proposed encryption
algorithm and perfectly recovered in the decryption process.

The encrypted image in Figure 3(c) is completely different
with the original image in Figure 3(a). The histogram of the
encrypted image also shows that its pixel distribution is almost
uniform. This ensures that the attackers are difficult to break
the encrypted images using statistic methods. The recovered
image in Figure 3(d) is visually the same as the original image.
The histogram in Figure 3(h) plots the difference between the
original and recovered images pixel by pixel. The results are
zeros. This means that the recovered and original images are
identical.

1000
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Figure 4. Color image encryption. (a) The original color image with the size
of 256x256; (b) The source image with the size of 256x256; (c) The encrypted
color image; (d) The recovered image; (e) Histogram of the original image in
(a); (f) the 4" TPFB of the source image in (b), p=2; (g) Histogram of the
encrypted image in (c); (h) Histogram of the difference between (a) and (d).

05
(h)

The proposed algorithm can be also used for color image
encryption. Similar results can be obtained when color images
are encrypted by the proposed algorithm as shown in Figure 4.
These experimental results further prove that our proposed
algorithm is a lossless encryption method.

V.  SECURITY ANALYSIS

This section addresses the security issues of the proposed
image encryption algorithm.

2 2 E

(d)
Image encrypted using different TPFBs of a source image in
Figure 3(b) with p=3. (a) The 8" TPFB; (b) The 5" TPFB; (c) The
0" TPFB; (d)The encrypted image using the bit-plane in (a); (e) The

encrypted image using the bit-plane in (b); (f) The encrypted image using the
bit-plane in (c).

Figure 5.

The proposed encryption algorithm contains the following
security keys: (1) the source image (or the location of the
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source image); (2) the parameter p value; (3) the TPFB index;
and (4) the scrambling algorithm and its security keys. The
possible choices of these security keys form the size of the key
space of the proposed algorithm. There are a huge number of
choices for the source images. For a specific source image, the
TPFB generating method is also parametric. Moreover, other
portion of the security keys has large number of choices.
Therefore, the proposed image encryption algorithm has a
sufficiently large key space. This ensures that its encrypted
images are difficult to be decoded by unauthorized users,
achieving a high level of security.

We provide several encryption examples to show the
encryption performance when the TPFB changes. We use the
image in Figure 3(a) as the original images and the image in
Figure 3(b) as the source image for our tests. Figure 5 provides
the encryption results using different TPFBs obtained from a
same image with a specific p value. Figure 6 uses the TPFBs
generated by different p values. As shown in Figures 5(d)-(f)
and 6(d)-(f), different TPFBs result in different encrypted
images which are visually unrecognizable and completely
different from the original image in Figure 3(a). This means
that changing the security key images (the TPFBs) will not
change the encryption quality. This is another advantage of the
proposed encryption algorithm.

(d) (@ 0]
Figure 6. The encrypted results using the TPFBs with different p values (a)
The 9" TPFB, p=3; (b) The 5" TPFB, p=5; (c) The 8" TPFB, p=7; (d) The

encrypted image using (a); (¢) The encrypted image using (b); (f) The
encrypted image using (c).

VI. CONCLUSION

This paper has introduced a new image encryption
algorithm, which use a TPFB of another source image as the
security key image. The user has the flexibility to use any new
or existing image as a source image to generate the TPFBs and

to include any scrambling algorithm into our proposed
encryption algorithm. The experimental results have shown
that the proposed algorithm has excellent performance for
image encryption. It has a sufficiently large key space, ensuring
a high security level. It has potential applications in privacy
and copyright protection.
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