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Abstract—This paper introduces a new parametric n-ary Gray
code, the (n, k, p)-Gray code, which includes several com-
monly used codes such as the binary-reflected, ternary, and
(n, k)-Gray codes. The new (n, k, p)-Gray code has potential
applications in digital communications and signal/image process-
ing systems. This paper focuses on three illustrative applications of
the (n, k, p)-Gray code, namely, image bit-plane decomposition,
image denoising, and encryption. The computer simulations
demonstrate that the (n, k, p)-Gray code shows better perfor-
mance than other traditional Gray codes for these applications in
image systems.

Index Terms—Bit-plane decomposition, image denoising, image
encryption, (n, k, p)-Gray code.

I. INTRODUCTION

GRAY CODE, named after a Bell Laboratories researcher,
Frank Gray, generally refers to a binary-reflected Gray

code (BRGC) in which two successive codes differ in only
one bit position [1]. Generalization of Gray codes has been
done by arranging some combinatorial objects such that any
two consecutive elements in the list differ in some a priori
properties [2] or by listing subsets of the binary n-tuples in
a Gray code manner such that the list has more predefined
properties [3]. Balanced Gray code [4] is an example of this
generalization. The concept of Gray code has been extended
to any single distance code in which each code word differs
from the next in only one digit. Based on this, non-Boolean
Gray codes such as n-ary Gray code [5], [6], whose code words
are non-Boolean values, have been generated. For example, the
3-ary (ternary) Gray code is an n-ary Gray code with sequence
elements {0, 1, 2}. The (n, k)-Gray code is a type of n-ary
Gray code with the base-n and k digits [7], [8]. A survey of
combinatorial Gray codes is discussed in [9].
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Applications of those existing Gray codes have been found in
many different areas, including digital circuit designs [10], dig-
ital communication systems [11]–[15], and image processing,
including image filtering [16], compression [17], recognition
[18], scrambling [19], [20], and watermarking [21], as well
as motion estimation for video processing [22] and image
stabilization [23].

To offer Gray code more general properties and make it more
suitable for applications in image systems, this paper introduces
a new type of n-ary Gray code called the (n, k, p)-Gray code.
It integrates a new distance parameter p with the concept of
the (n, k)-Gray code. The new (n, k, p)-Gray code changes as
the values of the base n and the distance parameter p vary.
Several examples will be provided in this paper to demonstrate
its applications in image systems.

The rest of this paper is organized as follows. Section II in-
troduces the new (n, k, p)-Gray code. Section III introduces the
(n, k, p)-Gray-code bit-plane decomposition after reviewing
two traditional bit-plane decomposition methods. Section IV in-
troduces a new image denoising algorithm and provides several
simulation results to show the application of the (n, k, p)-Gray
code in image denoising. Section V introduces several (n, k, p)-
Gray-code transforms and then introduces a new image en-
cryption algorithm using these transforms. The comparison
and analysis are also provided to show the new algorithm’s
performance. Section VI draws a conclusion.

II. (n, k, p)-GRAY CODE

Extending the concept of the (n, k)-Gray code with an
additional distance parameter p, this section introduces a new
type of Gray code, called the (n, k, p)-Gray code. It is a new
type of non-Boolean Gray code when its base is greater than
two. It changes as the values of its base n and the distance
parameter p vary. The new (n, k, p)-Gray code is defined as
follows.

Definition 2.1 (The (n, k, p)-Gray Code): The sequences
(ak−1, . . . , a1, a0)n and (gk−1, . . . , g1, g0)n are the k-digit
base-n representations of the nonnegative integers A and G,
respectively, i.e., A =

∑k−1
i=0 ain

i and G =
∑k−1

i=0 gin
i. G is

called the (n, k, p)-Gray code of A if the sequences are satisfied
with

gi=

{
ai, if i>k−p−2
(ai + ai+p+1)mod n, if 0� i�k−p−2

(1)

where 0 � i � k − 1, n � 2, and 0 � p � k − 2.

2168-2267/$31.00 © 2012 IEEE

Authorized licensed use limited to: Universidade de Macau. Downloaded on April 12,2026 at 15:28:09 UTC from IEEE Xplore.  Restrictions apply. 



516 IEEE TRANSACTIONS ON CYBERNETICS, VOL. 43, NO. 2, APRIL 2013

TABLE I
EXAMPLES OF (n, k, p)-GRAY CODE WITH BINARY AND

NONBINARY BASES FOR INTEGERS FROM 0 TO 20

The definition of the (n, k, p)-Gray code in (1) can be rep-
resented in the matrix format. For example, if p = 0, it can be
written as

⎛
⎜⎜⎜⎜⎜⎜⎝

g0
g1
g2
...

gk−2

gk−1

⎞
⎟⎟⎟⎟⎟⎟⎠
=

⎛
⎜⎜⎜⎜⎜⎜⎝

⎛
⎜⎜⎜⎜⎜⎜⎝

1 1 0 0 · · · 0
0 1 1 0 · · · 0
0 0 1 1 · · · 0

...
...

. . .
...

0 0 · · · 0 1 1
0 0 · · · 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎠

⎛
⎜⎜⎜⎜⎜⎜⎝

a0
a1
a2
...

ak−2

ak−1

⎞
⎟⎟⎟⎟⎟⎟⎠

⎞
⎟⎟⎟⎟⎟⎟⎠

mod n.

(2)

Moreover, if p = 2, it will be

⎛
⎜⎜⎜⎜⎝

g0
g1
...

gk−2

gk−1

⎞
⎟⎟⎟⎟⎠=

⎛
⎜⎜⎜⎜⎝

⎛
⎜⎜⎜⎜⎝

1 0 0 1 0 · · · 0
0 1 0 0 1 · · · 0

...
...

. . .
...

0 0 · · · 0 1 0
0 0 · · · 0 0 1

⎞
⎟⎟⎟⎟⎠

⎛
⎜⎜⎜⎜⎝

a0
a1
...

ak−2

ak−1

⎞
⎟⎟⎟⎟⎠

⎞
⎟⎟⎟⎟⎠mod n.

(3)

By selecting values of the base n and distance parameter p,
the (n, k, p)-Gray code generates different Gray codes, includ-
ing several traditional Gray codes in [1], such as the following.

1) For p = 0, the (n, k, p)-Gray code reverts to the (n, k)-
Gray code.

2) For n = 2 and p = 0, the (n, k, p)-Gray code becomes
the BRGC.

3) For n = 3 and p = 0, the (n, k, p)-Gray code is back to
the traditional ternary Gray code.

4) If n is another value, the (n, k, p)-Gray code will be a
new type of Gray codes.

Table I gives some examples for the (n, k, p)-Gray code of
the integers from 0 to 20 with different n and p values.

It can be observed in Table I that the (n, k, p)-Gray code with
a base equal to three demonstrates that the new code differs
from the BRGC in that it does not satisfy either the unit dis-
tance property or the adjacency property of two adjacent code
words that differ by exactly one element, as is the case in the
BRGC [8].

The presented (n, k, p)-Gray code has several potential ap-
plications in digital communication, and signal and image
processing. In this paper, we focus on its applications in image
processing systems.

III. (n, k, p)-GRAY CODE FOR

BIT-PLANE DECOMPOSITION

There are two traditional methods for the image bit-plane
decomposition: binary bit-plane decomposition and Gray-code
bit-plane decomposition [24]. Both methods intend to decom-
pose an image into several binary bit planes. The higher order
bit planes consist of the higher significant bits of each image
pixel, which contain almost all the significantly visual data. The
lower order bit planes collect the less significant bits of image
pixels, which describe more of the image details. Binary bit-
plane decomposition has been used for image systems such as
edge detection [25] and image coding and compression [26]–
[28], as well as for security applications such as image encryp-
tion [29]–[31], data hiding [32], [33], watermarking [34], and
steganography [35], [36]. As an alternative method, Gray-code
bit-plane decomposition can reduce the effect of small gray-
level changes due to the fact that two successive Gray codes
differ in only one bit position. For example, the Gray codes cor-
responding to the decimal number 98 and 99 are 01010011 and
01010010, respectively. It has been used for motion estimation
in video processing [22] and image stabilization [23].

However, these two traditional methods decompose an image
into only a certain number of bit planes, and the content of
each bit plane is predicable. Moreover, all the bit planes are
binary. Those limitations significantly affect their applications
(such as security applications) and motivate us to develop a
new approach for the image bit-plane decomposition. In this
section, we introduce a new image bit-plane decomposition
method using the (n, k, p)-Gray code presented in Section II.

Definition 3.1 (The (n, k, p)-Gray-Code Bit-Plane Decom-
position): From Definition 2.1, a grayscale image can be de-
composed into k (n, k, p)-Gray-code bit planes, where the pixel
values in the ith bit plane are the ith bit gi of those pixels that
have the same locations in the grayscale image. This is called
the (n, k, p)-Gray-code bit-plane decomposition.

As a parameter-dependent bit-plane decomposition method,
the new (n, k, p)-Gray-code bit-plane decomposition includes
the traditional binary bit-plane decomposition and Gray-code
bit-plane decomposition as special instances and also extends
the concept of the bit-plane decomposition from the binary base
(base 2) to the arbitrary base.

When the base n is greater than two, the values in the
(n, k, p)-Gray-code bit planes are no longer binary. For exam-
ple, the (3, 6, 1)-Gray code for a pixel with decimal value 10 is
000102. The least significant bit plane for a pixel of this value
will have a “2” stored in the respective bit plane.
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Fig. 1. (n, k, p)-Gray-code bit-plane decomposition of a grayscale image; n = 2 and p = 2.

Fig. 2. (n, k, p)-Gray-code bit-plane decomposition of a grayscale image;
n = 3 and p = 0. This is also an example of the (n, k)-Gray code.

The novelty of this decomposition method is that it can
decompose an image not only into binary bit planes (for base
n = 2) but also into nonbinary bit planes (for base n > 2). The
(n, k, p)-Gray-code bit planes will change as the values of base
n and distance parameter p change. For a specific image, the
number of bit planes k is determined by the base-n value. For
example, a grayscale image with gray levels between 0 and
255 can be decomposed into 8 (k = �log2 255� = 8) binary bit
planes for n = 2. Fig. 1 shows an example of this.

When the base n is greater than two, the decomposed bit
planes of a grayscale image that has gray levels between 0 and
255 will no longer be binary, and the number of decomposed bit
planes will be less than eight. As a special case of the (n, k, p)-
Gray code, the (n, k)-Gray code can also achieve this. Fig. 2
shows an example of this, where n = 3 and p = 0. However,
for a given base n, the content of the decomposition results
of an image that uses the (n, k)-Gray code will always be
the same, whereas the content of the (n, k, p)-Gray code bit
planes will change with the value of p. This is one of the
advantages of the new decomposition method that uses the
(n, k, p)-Gray code. Fig. 3 shows another example with n = 3
and p = 4.

Analysis of Figs. 2 and 3 demonstrates that the most signif-
icant bit plane does not change while the content of several of

Fig. 3. (n, k, p)-Gray-code bit-plane decomposition of a grayscale image;
n = 3 and p = 4.

the least significant bit planes differs as the p values change.
This is because, according to Definition 2.1, the (n, k, p)-Gray
code keeps the most significant bit unchangeable.

In summary, the (n, k, p)-Gray-code bit-plane decomposi-
tion can decompose an image into binary and nonbinary bit
planes. Both the decomposed results and the number of the
(n, k, p)-Gray-code bit planes are parameter dependent. Those
allow it to be used for many applications in image systems. The
basic idea is shown in Fig. 4. The image is decomposed into the
(n, k, p)-Gray-code bit planes. They are then manipulated by
different image processing technologies. Based on this concept,
we provide two illustrative examples in image denoising and
encryption in the following two sections.

IV. (n, k, p)-GRAY CODE FOR IMAGE DENOISING

Image denoising is a fundamental process in image systems
with a goal of removing different types of noises presented
in images. Many effects have discussed noise reduction or
removal in recent years [37]–[41].

To investigate the application of the (n, k, p)-Gray code
for image denoising, this section introduces a new image de-
noising algorithm based on the (n, k, p)-Gray-code bit-plane
decomposition.
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Fig. 4. (n, k, p)-Gray code in image systems.

Fig. 5. Image denoising using the α-trimmed mean filter and the (n, k, p)-Gray-code bit-plane decomposition. (a) Noise image with Gaussian noise and salt-
and-pepper noise. (b) Denoised image by the (n, k, p)-Gray code with n = 2 and p = 3. (c) Denoised image by the (n, k)-Gray code with n = 3. (d) Denoised
image by the AMF with windows size varying from 3 to 11.

A. New Image Denoising Algorithm

The proposed image denoising algorithm combines the filter-
ing technique with the (n, k, p)-Gray-code bit-plane decompo-
sition. Its block diagram can be obtained by replacing the image
processing algorithm in Fig. 4 with filtering. The algorithm first
decomposes the input image into several (n, k, p)-Gray-code
bit planes and then performs a filtering operation for each bit
plane. The resulting image with noise reduction is obtained by
combining these filtered bit planes.

Users have the flexibility to utilize any new or existing filter
in this denoising algorithm for removing different types of
noises in images. They can filter only several selective (n, k, p)-
Gray-code bit planes and keep others unchangeable to achieve
better denoising performance.

B. Alpha-Trimmed Mean Filter

Because the alpha-trimmed mean filter shows a good com-
promise between median and moving average filters [42], we
select it as an example of existing filters for simulation in
this paper.

Definition 4.1 (The α-Trimmed Mean Filter): Let x(m,n) be
the gray level of the pixel with location (m,n) in an original im-
age I , a small N ×N (N = 2k + 1) observation window cen-
tered by x(m,n), and {x1(m,n), x2(m,n), . . . , xN2(m,n)}
be a set of sorted gray levels of all pixels within the observation
window, where x1(m,n) � x2(m,n) � · · · � xN2(m,n) and
the x1(m,n) and xN2(m,n) are the minimum and maxi-
mum values, respectively. The output of the α-trimmed mean
filter is

y(m,n) =
1

N2 − 2M

N2−M∑
i=M+1

xi(m,n) (4)

where M = �αN2� is the nearest integer greater than or equal
to αN2 and 0 � α � 0.5.

C. Simulation Results

Here, we not only compare the performance of the (n, k, p)-
Gray code and traditional (n, k)-Gray code for image denoising
but also compare the presented denoising algorithm with other
denoising methods such as the adaptive median filter (AMF)
[24], [43], [44]. Fig. 5 shows the experimental results of image
denoising. The noise image in Fig. 5(a) is obtained by adding
0.3% Gaussian noise and 15% salt-and-pepper noise into the
original clean logo image of the University of Macau. The
proposed algorithm first decomposes the noise image [Fig. 5(a)]
into several (n, k, p)-Gray-code bit planes using selected base-
n and parameter p values. Each bit plane is then filtered by the
α-trimmed mean filter with a specific α value. The denoised
image is obtained by combining all (n, k, p)-Gray-code bit
planes.

Fig. 5(b) and (c) shows denoised images using the (n, k, p)-
Gray code and traditional (n, k)-Gray code, respectively.
Fig. 5(d) shows the denoised result using the AMF. The denois-
ing result using the (n, k, p)-Gray code shows the best visual
quality.

To quantitatively evaluate their denoising performance, we
measure the results shown in Fig. 5 using two different mea-
sures: the structural similarity (SSIM) index [45] and the root-
mean-square error (RMSE). The measure results are shown
in Table II. The SSIM is used to measure the similarity be-
tween the noised/denoised image and the original clean im-
age. The SSIM values approaching to one indicate that the
measured images are more similar. The images are identical
if their SSIM values are equal to one. On the other hand,
the RMSE is to quantitatively identify the difference between
the noised/denoised image and the original clean image. The
lower RMSE values mean the less difference between the
measured images. From the measure results in Table II,
the image obtained by the (n, k, p)-Gray code has the highest
SSIM and least RMSE values. This means that the denoised
result by the (n, k, p)-Gray code is the closest one to the
original clean image.
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TABLE II
MEASURE RESULTS OF IMAGE DENOISING

Fig. 5 and Table II demonstrate that the presented denoising
algorithm shows better performance than the AMF for reducing
both Gaussian noise and salt-and-pepper noise. The (n, k, p)-
Gray code outperforms the traditional (n, k)-Gray code in
image denoising.

V. (n, k, p)-GRAY CODE FOR IMAGE ENCRYPTION

There is a need for multimedia applications including content
distribution, archiving, search, and retrieval. These services
bring new challenges for ensuring multimedia content confi-
dentiality [46]. Image encryption is an effective tool to provide
the security of images or videos by transforming them into a
completely different format. Many effects have addressed this
issue [46]–[48].

There are several image encryption algorithms based on bi-
nary bit-plane decomposition, such as the bit-plane encryption
algorithm using exclusive-OR operations (BPE-XOR) [29], the
selective bit-plane encryption algorithm using the Advanced
Encryption Standard algorithm (SBE-AES) [31], and the selec-
tive bit-plane encryption algorithm using the least significant
bit plane of images (SBE-LBP) [30]. These encryption meth-
ods have particular contributions in their specific applications.
However, all of them are subject to security limitations due to
the following facts: 1) Their decomposition results are some-
times predictable, and 2) the XOR operation and selective bit-
plane encryption schemes have been shown to be vulnerable to
a low-computational-cost attack [49].

In this section, we investigate the applications of the
(n, k, p)-Gray code in image encryption. To enhance the secu-
rity of the bit-plane-decomposition-based encryption methods,
we introduce a new image encryption algorithm using the
proposed (n, k, p)-Gray-code transforms and the parameter-
dependent (n, k, p)-Gray-code bit-plane decomposition.

A. (n, k, p)-Gray-Code Transforms

This section introduces several (n, k, p)-Gray-code trans-
forms which are going to be used for shuffling the order of bit
planes and changing the pixel locations in applications of image
encryption in Section V-B.

Definition 5.1 (The (n, k, p)-Gray-Code Transform): If two
nonnegative integer sequences A = (A1, A2, . . . , Am) and
G = (G1, G2, . . . , Gm) are represented in the k-digital base-n
matrices, namely,

A =(A1, A2, . . . , Am) =

⎛
⎜⎜⎝

a11 a21 · · · am1

a12 a22 · · · am2
...

...
. . .

...
a1k a2k · · · amk

⎞
⎟⎟⎠ (5)

G =(G1, G2, . . . , Gm) =

⎛
⎜⎜⎝

g11 g21 · · · gm1

g12 g22 · · · gm2
...

...
. . .

...
g1k g2k · · · gmk

⎞
⎟⎟⎠ (6)

where Ai =
∑k

j=1 aijn
j−1 and Gi =

∑k
j=1 gijn

j−1, 0 < i �
m, the following transformation is called the (n, k, p)-Gray-
code transform

G = (CpA) mod n (7)

where the coefficient matrix

Cp =

⎛
⎜⎜⎝

c11 c12 · · · c1k
c21 c22 · · · c2k

...
...

. . .
...

ck1 ck2 · · · ckk

⎞
⎟⎟⎠ (8)

where

cxy =

⎧⎨
⎩

1, if x = y
1, if y = x+ p+ 1 � k
0, otherwise

(9)

m, k, i, j, p, x, and y are integers, 1 � x, y � k, and 0 �
p � k − 1.

From Definition 5.1, the k-digital base-n representation ma-
trices of the input sequence A and the output sequence G

change with different base-n values. The k × k coefficient
matrix Cp changes with different values of the base n and
parameter p. For example, if p = 0, the (n, k, p)-Gray-code
transform is

G =

⎛
⎜⎜⎜⎜⎝

⎛
⎜⎜⎜⎜⎝

1 1 0 0 · · · 0
0 1 1 0 · · · 0
0 0 1 1 · · · 0
...

...
...

...
. . .

...
0 0 0 0 · · · 1

⎞
⎟⎟⎟⎟⎠A

⎞
⎟⎟⎟⎟⎠ mod n. (10)

If p = 1, the (n, k, p)-Gray-code transform will change to

G =

⎛
⎜⎜⎜⎜⎝

⎛
⎜⎜⎜⎜⎝

1 0 1 0 · · · 0
0 1 0 1 · · · 0
0 0 1 0 · · · 0
...

...
...

...
. . .

...
0 0 0 0 · · · 1

⎞
⎟⎟⎟⎟⎠A

⎞
⎟⎟⎟⎟⎠ mod n. (11)

The output integer sequence G in the (n, k, p)-Gray-code
transform is the permutation of the input sequence A. It changes
with alterations of the base n and parameter p. For example,
if the input sequence of the (n, k, p)-Gray-code transform is
(1, 2, 3, 4, 5, 6, 7, 8), its output sequence will be (1, 2, 4,
5, 3, 8, 6, 7) for n = 3 and p = 0. The output sequence will
be (1, 2, 3, 5, 4, 7, 6, 8) when n = 2 and p = 1. In this way,
we obtain different permutations of the input sequence. For a
given permutated sequence, we define its inverse transform in
Definition 5.2.

Definition 5.2 (The Inverse (n, k, p)-Gray-Code Transform):
If an integer sequence G = (G1, G2, . . . , Gm) is the (n, k, p)-
Gray-code representation of a nonnegative integer sequence
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Fig. 6. Image encryption algorithm using the (n, k, p)-Gray-code bit-plane decomposition.

A = (A1, A2, . . . , Am), the following transformation is called
the inverse (n, k, p)-Gray-code transform

A =
(
C−1

p G
)
mod n (12)

where all matrices and m,n, p, k are given in Definition 5.1 and
C−1

p is the inverse matrix of Cp.
The (n, k, p)-Gray-code transform can be used to scramble

1-D sequences or data streams such as string, password, and
audio/speech signals. In this paper, we use this transform to
shuffle the order of bit planes in the image encryption algorithm
presented in Section V-B.

Although the (n, k, p)-Gray-code transform works optimally
for 1-D data streams, the same transform can be used to
scramble 2-D images line by line. However, the computational
costs of this are extremely high. To overcome the high overhead
of using the (n, k, p)-Gray-code transform for 2-D cases, we
introduce a more efficient 2-D transform to create the permuta-
tions for the 2-D cases.

Definition 5.3 (The 2-D (n, k, p)-Gray-Code Transform):
Letting D be an M ×N image and Tr and Tc be the row
and column coefficient matrices, respectively, the 2-D (n, k, p)-
Gray-code transform is defined as

E = TrDTc (13)

where E is the encrypted image and

Tr(x, y) =

{
1, if (x,Gx)
0, otherwise

Tc(i, j) =

{
1, if (Gj , j)
0, otherwise

where 1 � x, y � M , 1 � i, j � N , Gx, and Gi can be gener-
ated from Definition 5.1 when the base n and parameter p are
specified.

For example, for an 8 × 8 input image, if n = 2 and p = 0,
the row and column coefficient matrices of the 2-D (n, k, p)-
Gray-code transform can be represented as

Tr =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 1 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

Tc =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 1 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

.

Definition 5.4 (The Inverse 2-D (n, k, p)-Gray-Code Trans-
form): Letting E be the encrypted images, T−1

r and T−1
c be

inverse matrices of the row and column coefficient matrices Tr

and Tc defined in Definition 5.3, respectively, the following
transformation is called the inverse 2-D (n, k, p)-Gray-code
transform:

R = T−1
r ET−1

c (14)

where R is the reconstructed image.
The 2-D (n, k, p)-Gray-code transform is a more efficient

process to encrypt 2-D images than the (n, k, p)-Gray-code
transform in Definition 5.1. It can encrypt 2-D images by
applying the 2-D (n, k, p)-Gray-code transform only one time.
Furthermore, the users simply apply the inverse 2-D (n, k, p)-
Gray-code transform one time to reconstruct the original
2-D image. In this paper, we use the 2-D (n, k, p)-Gray-code
transform to encrypt bit planes of images.

B. New Image Encryption Algorithm

The basic idea of the new image encryption algorithm is to
decompose the image into the (n, k, p)-Gray-code bit planes,
change the image pixel values of each bit plane using the
mod operation, shuffle the order of all (n, k, p)-Gray-code bit
planes and pixel locations within each bit plane, and combine
all (n, k, p)-Gray-code bit planes to obtain the encrypted image.
Fig. 6 shows the new image encryption algorithm.

The new encryption algorithm contains four processes: im-
age decomposition, data encryption, bit-plane shuffling, and
pixel scrambling. First, it decomposes the original image with a
size of M ×N into several (n, k, p)-Gray-code bit planes using
parameters nD and pD. Second, it encrypts pixel data in each
(n, k, p)-Gray-code bit plane using a mod operation defined by

E(i, j) = (I(i, j) + Y (i, j)) mod nD (15)

where I(i, j) and E(i, j) are the pixel intensity values with
location (i, j) in the original and encrypted (n, k, p)-Gray-code
bit plane, respectively. nD is the base of the (n, k, p)-Gray code
in the image decomposition process. Y (i, j) is the security key
plane generated from the chaotic logistic map defined by

{
Y (i, j) = x [N(i− 1) + j]
x(m) = rx(m− 1) [1− x(m− 1)]

(16)

where 1 � i � M , 1 � j � N , parameters in the chaotic logis-
tic map 1 � m � MN , 0 < x0 < 1, 3.5699456 � r � 4.

Third, the order of all bit planes is shuffled by means of
a shuffling method. Fourth, the locations of all pixels in each
bit plane are scrambled using an image scrambling algorithm.
The final encrypted image is obtained by combining all the
scrambled (n, k, p)-Gray-code bit planes.
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Fig. 7. Image encryption using Case #1. (a) Original image and its histogram. (b) Encrypted image and its histogram; n = 3, k = 6, and p = 1. (c) Reconstructed
image and the histogram of the difference between the reconstructed image and the original image.

The security keys of the new image encryption algorithm
consist of the parameters in its four processes: 1) nD and pD
for the image decomposition process; 2) x0 and r in the logistic
map for the data encryption process; 3) parameters for the bit-
plane shuffling process; and 4) parameters for the pixel scram-
bling process. Users have the flexibility to choose different
security keys for each bit plane in the data encryption and pixel
scrambling processes, achieving a higher level of security.

To reconstruct the original image, authorized users should be
provided with the correct combination of the security keys. The
decryption process will first decompose the encrypted image
into the (n, k, p)-Gray-code bit planes using nD and pD, then
unscramble pixels in each bit plane, then revert the order of the
bit planes back into its original, then apply a mod operation to
each bit plane using the security key plane obtained from the
logistic map with parameters x0 and r, and, finally, combine
all the (n, k, p)-Gray-code bit planes to obtain the resulting
reconstructed image.

In the decomposition process, the decomposition results and
the number of the (n, k, p)-Gray-code bit planes are parameter
dependent and will change based on different parameters nD

and pD. The attackers have difficulty to predict the decomposed
results. Furthermore, the decomposed results will directly affect
the performance of other processes in the running of the new
encryption algorithm. The original images will not be com-
pletely reconstructed if the user does not correctly decompose
the encrypted image into their (n, k, p)-Gray-code bit planes,
thereby achieving a higher level of security.

The data encryption process is designed to change image
data using a mod operation similar to the XOR operation in the
binary number system. The advantage of the mod operation is
that it works on the arbitrary base and is able to change pixel
values in each bit plane without changing the pixel data range.
Furthermore, the security key plane is parameter dependent
and changes as the parameters x0 and r change in the chaotic
logistic map.

By rearranging the order of the (n, k, p)-Gray-code bit
planes, the bit-plane shuffling process is set to change the image
pixel values. The pixel scrambling process is used to change

the pixel locations in each (n, k, p)-Gray-code bit plane. Users
have the flexibility to select any method in order to perform the
following: 1) shuffle the order of the bit planes and 2) change
the pixel locations. Moreover, when each bit plane is applied
with different scrambling algorithms or different security keys,
the scrambling process simultaneously changes image pixel
locations and values.

C. Simulation Results and Analysis

Because the new image encryption algorithm offers users the
flexibility to choose any existing or new method for shuffling
the order of all the (n, k, p)-Gray-code bit planes and for
scrambling pixel locations in each bit plane, we study two
different cases in this section. Case #1 will demonstrate the
use of the new (n, k, p)-Gray-code transforms for the bit-plane
shuffling process and for performing pixel scrambling. Case
#2 will demonstrate an existing approach to the shuffling and
pixel scrambling processes. This should reveal how the new
encryption algorithm is adaptable to a variety of approaches.
Note that we use x0 = 0.32 and r = 3.65 for the chaotic
logistic map in all simulations in this section.

Case #1:
1) For the bit-plane shuffling process, we first reverse the

order of all the (n, k, p)-Gray-code bit planes and then
shuffle their order using the (n, k, p)-Gray-code trans-
form provided in Definition 5.1. The parameters of the
(n, k, p)-Gray-code transform are called nS and pS .

2) The 2-D (n, k, p)-Gray-code transform from Definition
5.3 is used to scramble pixels in each bit plane. Its
parameters are called nE and pE .

For simplicity, we choose the same base-n and parameter p
values for image decomposition and for the bit-plane shuffling
processes as well as for each bit plane in the pixel scrambling
process in our simulations, i.e., nD = nS = nE and pD =
pS = pE .

Fig. 7 shows an example of image encryption based on
Case #1 with security keys: nD = nS = nE = 3 and pD =
pS = pE = 6 for image decomposition, for the bit-plane
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Fig. 8. Images encryption using Case #1. (a) is the original image and its histogram. (b)–(f) are the encrypted images and their corresponding histograms.
(b) BRGC; n = 2 and k = 8. (c) Ternary Gray code; n = 3 and k = 6. (d) Presented (n, k, p)-Gray code; n = 2, k = 8, and p = 7.

Fig. 9. Case #1 image reconstruction using different parameter p values. (a) Encrypted image and its histogram; n = 2, k = 8, and p = 2. (b) Reconstructed
image and the histogram of the difference between the reconstructed image and the original image; n = 2, k = 8, and p = 2. (c) Reconstructed image and its
histogram; n = 2, k = 8, and p = 1. (d) Reconstructed image and its histogram; n = 2, k = 8, and p = 4.

shuffling process, and for all the (n, k, p)-Gray-code bit planes
in the pixel scrambling process. The original image is fully
encrypted [as shown in Fig. 7(b)] and completely reconstructed
[as shown in Fig. 7(c)]. The recovered image is visually the
same as the original.

To quantitatively and graphically show the difference be-
tween the reconstructed image and its original, we subtract the
reconstructed image from the original image pixel by pixel to
generate a difference image. The histogram of this difference
image, as shown in Fig. 7(c), demonstrates that all the pixels in
the image are zeros, which proves that the reconstructed image
and the original are identical.

Fig. 8 shows several encrypted results using Case #1 with
different base-n and parameter p values. The original grayscale
image [Fig. 8(a)] is encrypted by the BRGC [Fig. 8(b)] and
the traditional ternary Gray code [Fig. 8(c)], both of which
are examples of the traditional (n, k)-Gray code. Fig. 8(d)
shows the encrypted result obtained by the new (n, k, p)-Gray
code. As can be seen, the encrypted images are completely

unrecognizable when compared to the original image. Visually,
they look like noise images, and their histograms are close to
a uniform distribution. This ensures that unauthorized users
have difficulty to decode the encrypted images. The encrypted
images change with different base-n and parameter p values,
a fact that can be verified by their corresponding histograms.
These encryption results and their histograms demonstrate that
good encryption results can be obtained when the base-n and
p values change. The new (n, k, p)-Gray code demonstrates
a superior performance when it comes to image encryption
compared to other traditional Gray codes.

In the new encryption algorithm for Case #1, the base n
and parameter p of the (n, k, p)-Gray code act as security
keys for image decomposition, bit-plane shuffling, and pixel
scrambling processes. The combinations of these security keys
are extremely important for authorized users who wish to re-
cover the original images. An example of image reconstruction
is shown in Fig. 9. The original image can be completely
reconstructed, as shown in Fig. 9(b), only when the correct
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Fig. 10. Image encryption utilizing Case #2. (a) Original image and its histogram. (b) Encrypted image and its histogram; n = 3, k = 6, and p = 1.
(c) Reconstructed image and the histogram of the difference between the image in (c) and the image in (a).

combination of the security keys is utilized. This prefect re-
construction can be verified by the histogram of the differ-
ence between the original image and the reconstructed image
shown in Fig. 9(b). If the incorrect security keys are used,
the reconstructed images are unrecognizable, as can be seen
in Fig. 9(c) and (d).

The reconstructed results in Fig. 9(c) and (d) may also lead
themselves to an alternative direction for image encryption,
namely, using one set of security keys to encrypt the original
image and a different set of security keys to reconstruct the
image so that the final encrypted image can be obtained. In this
manner, the histogram of the encrypted image will be much
closer to a uniform distribution. However, this method may
incur unwanted computational costs since it will undoubtedly
require more processes for image encryption and decryption
than the algorithm being presented here.

Case #2:

1) For bit-plane shuffling process, we simply reverse the
order of all the (n, k, p)-Gray-code bit planes.

2) The 2-D cat map [50] is used to scramble the pixel
locations in each (n, k, p)-Gray-code bit plane in the pixel
scrambling process.

Fig. 10 shows an encryption example of Case #2. The orig-
inal image and the parameters for the image decomposition
are the same as the example in Fig. 7. The original image is
fully encrypted and completely reconstructed. The encrypted
image is visually similar to the noise image, while its histogram
distribution is close to uniform.

Fig. 11 shows several images encrypted by Case #1 and
Case #2 and their corresponding histograms. All the encrypted
images are visually similar to noise images. Their correspond-
ing histograms have an almost uniform distribution. There is
no significant difference between Case #1 and Case #2 when it
comes to image encryption. This comparison demonstrates that
the new encryption algorithm performs excellently for image
encryption and that the new (n, k, p)-Gray code outperforms

other traditional Gray codes, as can be seen in the histogram
distribution.

We compare the presented new encryption algorithm
with several existing bit-plane-decomposition-based encryption
methods, i.e., the BPE-XOR, SBE-AES, and SBE-LBP algo-
rithms. The encryption results are shown in Fig. 12. As can be
seen, the presented new algorithm shows the best encryption
performance. Its encryption image Fig. 12(c)] visually looks
like a noise image which is completely different with the orig-
inal image [Fig. 12(a)]. However, there are some information
leakages in the encrypted images by other methods, as shown
in Fig. 12(d)–(f).

D. Security Analysis and Comparison

Image encryption algorithms have been developed to ensure
the security of images and videos. However, protected images
are easily broken by unauthorized users if the security of
an encryption algorithm is not carefully taken into account.
Therefore, security is important for both the protected objects
and for the encryption algorithm itself. In this section, we dis-
cuss several security issues associated with the new encryption
algorithm.

The new encryption algorithm uses four techniques to im-
prove the security level of the bit-plane-decomposition-based
image encryption algorithms.

1) It introduces the (n, k, p)-Gray-code bit-plane decom-
position in place of traditional binary bit-plane decom-
position. Its decomposition results and the number of
decomposed bit planes change with the values of the
base n and parameter p. The attacker will thus have
difficulty predicting the decomposed results. Further-
more, the correctly decomposed results are extremely
important for authorized users to be able to reconstruct
images because they directly affect the success of data
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Fig. 11. Comparison of image encryption using Case #1 and Case #2. (a) is the original image and its histogram. (e) is the reconstructed image and the histogram
of the difference between the images in (a) and (e). (b)–(d) are the encrypted images using Case #1 and their corresponding histograms. (f)–(h) are the encrypted
images using Case #2 and their corresponding histograms. (b) Binary Gray code; n = 2. (c) Ternary Gray code; n = 3. (d) (n, k, p)-Gray code; n = 2, k = 8,
and p = 1. (f) Binary Gray code; n = 2. (f) Ternary Gray code; n = 3. (h) (n, k, p)-Gray code; n = 3, k = 6, and p = 2.

Fig. 12. Performance comparison of image encryption algorithms. (a) and (b) are the original image and its histogram, respectively. (c)–(f) are the images
encrypted by different algorithms. (c) Our new algorithm. (d) BPE-XOR. (e) SBE-LBP. (f) SBE-AES.
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TABLE III
COMPARISON OF BIT-PLANE-DECOMPOSITION-BASED IMAGE ENCRYPTION ALGORITHMS

decryption, bit-plane unshuffling, and pixel unscrambling
processes.

2) In a similar manner to the binary XOR operation, the mod
operation in the data encryption process works on the
arbitrary base. It can keep the data range while changing
pixel values.

3) The goal of the bit-plane shuffling is to change image
pixel values by changing the order of the (n, k, p)-
Gray-code bit planes. Bit-plane shuffling is a parameter-
dependent process conducive to image encryption. It
further increases the attackers’ difficulty of decoding the
images encrypted by the new algorithm.

4) The pixel scrambling process is designed to scramble the
pixel locations in each bit plane. This process changes
both the image pixel values and the image pixel locations.
It enhances the new algorithms’ immunity for plaintext
attacks.

Table III compares the new encryption algorithm to the BPE-
XOR, SBE-AES, and SBE-LBP algorithms. In terms of security
and from the cryptographic point of view, the new algorithm
possesses more advantages than existing methods. As a result,
the new algorithm presents greater opportunities for improving
the level of security protection compared to existing bit-plane-
decomposition-based image encryption methods.

E. Security Key Space

For an encryption algorithm, the larger the key space is,
the more possible combinations the security keys have. As a
result, unauthorized users have more difficulty for obtaining the
correct combination of security keys by means of an exhaustive
search of all possible cases in the security key space and, thus,
for decoding the encrypted images.

The new algorithm consists of four processes: image de-
composition, data encryption, bit-plane shuffling, and pixel
scrambling. To demonstrate how the key space of the new
encryption algorithm is calculated, we use an M ×N grayscale
image with gray levels between 0 and 255 as an example.

1) The input image is decomposed into B(B=�lognD
255�)

bit planes in the image decomposition process. The possi-
ble choices of the security keys nD and pD in this process
are K1 = KnD

KpD
= 254B.

2) In the data encryption process, the security key plane is
generated from the logistic map specified by two param-
eters: initial value x0 and weight coefficient r. Those two
parameters act as the security keys for the data encryp-
tion process. Theoretically, the number of their possible
choices is unlimited because x0 and r can be any real
number within their limitation ranges: 0 < x0 < 1, and
3.5699456 � r � 4. On the other hand, they may have
a limited number of combinations since the output of the
logistic map may have the same or similar results as some
combinations of x0 and r. We assume that their possible
choices are Kx and Kr, respectively. Thus, the possible
choices of the security keys in the data encryption process
are K2 = KxKr.

3) Any existing or new data shuffling algorithm can be used
for the bit-plane shuffling process. Thus, the possible
changes of the order of the bit planes are K3 = B!.

4) Any existing or new image scrambling algorithm can be
used for scrambling pixel positions in each bit plane in the
pixel scrambling process. Therefore, the possible changes
in this process are K4 = (M !N !)B .

Thus, if all the (n, k, p)-Gray-code bit planes are encrypted
individually, the key space of the new encryption algorithm is
sufficiently large and defined by

S = K1K2K3K4 = 254BKxKrB!(M !N !)B . (17)

F. Adjacent Pixel Correlation Analysis

Adjacent pixel correlation analysis is to show an algorithm’s
capability for withstanding statistic attacks [50]–[52]. Here, we
analyze the intensity distribution of two horizontally, vertically,
and diagonally adjacent pixels in the original and its corre-
sponding encrypted images by the presented new encryption
algorithm.

Some 2048 pixels are randomly selected from the original
image [Fig. 10(a)] and the encrypted image [Fig. 10(b)], respec-
tively. Fig. 13 plots the distribution of these 2048 sample pixels
and their adjacent pixels at the horizontal, vertical, and diagonal
directions. The top row shows the distribution of adjacent pixels
in the original image. As can be seen, pixels are located in or
around the diagonal line. This means the adjacent pixels in the
original images are equal or close to each other. They have high
correlations. On the other hand, the bottom row in Fig. 13 shows
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Fig. 13. Correlation of adjacent pixels at different directions before and after image encryption. The top row shows adjacent pixel correlation in the original
Lena image [Fig. 10(a)]; the bottom row shows adjacent pixel correlation in the encrypted Lena image [Fig. 10(b)]. (a) Horizontal direction. (b) Vertical direction.
(c) Diagonal direction.

the distributions of adjacent pixels in the encrypted image.
These adjacent pixels show less correlation. Their pixel values
significantly vary and spread out in the entire range of the image
pixel values. This demonstrates that the presented encryption
algorithm is able to withstand the statistic attack.

G. Plaintext Attack

The plaintext is the original information to be encrypted. The
ciphertext is the plaintext encrypted by an encryption algorithm
[53], [54]. There are two types of plaintext attacks: the known-
plaintext attack and the chosen-plaintext attack.

In the known-plaintext attack, the attacker tries to obtain the
security keys of the encryption algorithm by studying a number
of plaintexts and their corresponding ciphertexts. In the chosen-
plaintext attack, on the other hand, the attacker can choose
a number of plaintexts and obtain their corresponding cipher-
texts. According to cryptanalysis, the chosen-plaintext attack is
a more advanced form of attacks because the attacker can select
any useful information as plaintext to deduce the encryption al-
gorithm security keys; either that or the attacker can reconstruct
the original plaintexts from the unknown ciphertexts. Generally
speaking, if an encryption algorithm can overcome the chosen-
plaintext attack, it can also withstand other types of attacks such
as ciphertext-only attacks and known-plaintext attacks.

For the new encryption algorithm, data encryption, bit-plane
shuffling, and pixel scrambling are all important processes.
Using mod operation, the data encryption directly changes pixel

values individually within each (n, k, p)-Gray-code bit plane.
The bit-plane shuffling changes the bit positions of image pixels
in the vertical direction. The pixel scrambling changes pixel
positions in the horizontal direction. These processes are pa-
rameter dependent and change the image pixel values based on
the different security keys. As a result, unauthorized users have
difficulty breaking the encrypted images via plaintext attacks.

To test the performance of the new algorithm for the plaintext
attacks, an M ×N matrix defined in (18) is designed as a
plaintext

T (i, j) = j + (i− 1)M (18)

where i and j are integers, 1 � i � M , and 1 � j � N .
The characteristic of this plaintext is that each element has

a value different from each other. This plaintext can be used to
break the permutation-only-based image encryption algorithms.
These algorithms change only pixel locations of the plaintext.
Therefore, searching each pixel value is able to locate all
position changes within the ciphertext.

Fig. 14 shows a visual example using this chosen-plaintext
attack defined in (18). The plaintext is shown in Fig. 14(d),
and its corresponding ciphertext in Fig. 14(e) is obtained by the
presented new encryption algorithm. The reconstructed result
using the chosen-plaintext attack is shown in Fig. 14(c), which
is completely different from the original image [Fig. 14(a)]. The
histogram [Fig. 14(f)] of the difference between the original and
the reconstructed images also verifies this. This is because the
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Fig. 14. Chosen-plaintext attack for the new encryption algorithm. (a) Original image. (b) Encrypted image with nD = nS = nE = 2 and pD = pS = pE =
1. (c) Reconstructed image using the chosen-plaintext attack. (d) Plaintext. (e) Ciphertext. (f) Histogram of the difference between (c) and (a).

presented algorithm changes the image pixel values and loca-
tions using three processes: data encryption, bit-plane shuffling,
and pixel scrambling. Therefore, searching pixel values is no
longer a feasible method to locate the original image pixels in
the ciphertext. This chosen-plaintext attack fails to break the
images encrypted by the proposed new algorithm.

VI. CONCLUSION

We have introduced the new (n, k, p)-Gray code in this paper
which yields a new type of non-Boolean Gray code when its
base is greater than two. We have investigated its applications in
image systems and provided illustrative examples in bit-plane
decomposition, image denoising, and encryption.

To show its application in image decomposition, we have
presented a new image decomposition method using the
(n, k, p)-Gray code, which can decompose images into base-
2 (binary) or arbitrary base (nonbinary) Gray-code bit planes
according to different n values. Its decomposition results and
the number of decomposed bit planes differ with different base-
n and parameter p values. Unlike the traditional (n, k)-Gray-
code methods, the content of each decomposed bit plane will
be different based on the value of parameter p.

We have shown the application of the (n, k, p)-Gray code in
image denoising. A new image denoising algorithm has been
introduced. The simulation results and comparison demon-
strated that the (n, k, p)-Gray code shows better performance
in image denoising than several types of traditional Gray codes.

To demonstrate the applicability of the (n, k, p)-Gray code in
image encryption, we have introduced a new image encryption
algorithm to improve the security level of existing bit-plane-
decomposition-based encryption methods. The new algorithm
offers the users flexibility to select any method for bit-plane
shuffling and pixel scrambling. Several new (n, k, p)-Gray-
code transforms have been presented for applications of bit-
plane shuffling and pixel scrambling in image encryption.

The experimental results and comparison have shown that
the presented new encryption algorithm shows excellent per-
formance in image encryption. It could be used for protecting
privacy in biometrics, medical imaging systems, and video
surveillance systems. Our future research will further improve
and analyze the performance of the (n, k, p)-Gray code in
image denoising and encryption.
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