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A B S T R A C T

This paper presents a medical image encryption algorithm using edge maps derived from a source image. The
algorithm is composed by three parts: bit-plane decomposition, generator of random sequence, and
permutation. It offers users the following flexibilities: (1) any type of images can be used as the source image;
(2) different edge maps can be generated by various edge detectors and thresholds; (3) selection of appropriate
bit-plane decomposition method is flexible; (4) many permutation methods can be cascaded with the proposed
algorithm. A significantly large key space and strong key sensitive are possessed by the proposed algorithm to
protect different types of medical images. Furthermore, it has a wider applicability than other methods for fuzzy
edge maps. Experiments and security analysis further demonstrate that it has a strong resistance against various
security attacks and outperforms other state-of-the-art methods.

1. Introduction

Medical diagnostics are based on ultrasound, computed tomogra-
phy, magnetic resonance imaging, positron emission tomography, and
other techniques. The diagnostic images are extensively stored and
transmitted for some specific purposes, such as feature selection [1],
image denoising [2], segmentation [3], data hiding [4], and compres-
sion [5]. Moreover, the medical images are often distributed via an
intranet of hospital or internet with a lot of confidential information
related to patients’ privacy. However, intranet of hospital are lacking
serious security instruments and the internet also suffer serious issues
like malicious tampering and privacy leakage [6–8].

Encryption of medical image is an effective way to prevent medical
images from the threats [9]. Some conventional encryption methods,
such as Data Encryption Standard (DES), Advanced Encryption
Standard (AES), and International Data Encryption Algorithm
(IDEA), are originally employed for securing textual data. However,
the methods have been found to be not suitable for digital images
because of their intrinsic features like high pixel redundancy and
correlation [10]. To reduce the redundancy and correlation, some
researchers propose selective encryption algorithms. For example,
some encrypt the important compressing coefficients [11–13]. Some
others encrypt interleaved patient information of images [14], and use
a stream cipher to encrypt only the significant bits of individual
coefficients [15]. However, the methods cause some data loss and lead
some negative misdiagnosis. Recently, to protect the integrity of
medical image, Bouslimi proposes a joint watermarking/encryption

system in Cipher-block chaining mode (CBC) [16], and designs a
medical image encryption algorithm by merging a stream cipher
algorithm and two substitutive watermarking approaches [17]. They
can maintain the integrity and authenticity of an image. Some other
algorithms propose pixel arrangement and use chaotic maps [18–20].
However, the techniques are not suitable for bulky data, e.g. medical
images, and they are vulnerable to the differential attack because of
their low security level.

To overcome the above problems, we propose a medical image
encryption algorithm based on edge maps, named EMMIE. It employs
three flexible parts, including bit-plane decomposition methods, gen-
erator of chaotic sequence, and scrambling method. In the lossless
process, EMMIE possesses the computational efficiency since binary
edge maps and bit-plane decomposition are efficiently operated by a
digital computer [21]. A new permutation method involved in the
process can change both position of bits and values of pixels, which can
further improve the security level of EMMIE [22]. Simulation results
and security analysis demonstrate the effectiveness and promising
performance of EMMIE.

The rest of this paper is organized as follows. Section 2 describes
the proposed EMMIE in detail. Simulation results and security analysis
are presented in Sections 3 and 4, respectively. Section 5 concludes the
paper.

2. Medical image encryption algorithm using edge maps

In the section, we first briefly review edge maps. Considering the
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edge maps as security keys, an edge map-based medical image
encryption (EMMIE) algorithm is proposed.

2.1. Introduction of edge maps

Edge detection is a set of mathematical approaches to extract some
points of high contrast by computing intensity differences in a digital
image. Formally, the points constitute an edge map of an image.
Therefore, an edge map presents the features and boundary of an
object or a surface between two areas within an image [23]. It is widely
used in many fields including image denoising [24], image enhance-
ment [25], and feature extraction [26]. In EMMIE, edge maps are the
first time to be proposed for medical image encryption.

Some edge detectors are usually applied to generate edge maps of
D2 images, e.g. Prewitt, Sobel and Canny detectors [27]. They use two
masks, Mr and Mc, which are convolved with an image I to detect
derivative approximations of its rows and columns, Gr and Gc.
Mathematically, the function can be defined as

G M I G M I= * , = * ,r r c c

where * denotes one dimensional convolution operation. Then, the
gradient magnitude G at each point and the direction θ of that gradient
are given by
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Edge maps are plotted by the gradient magnitudes with different
edge detectors. Prewitt detector often operates the gray weighted
algorithm with the neighbor points and detects the edge when the
value reach a peak point [27]. Its row mask is
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Similarly, the Sobel detector uses other two masks: the row mask
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Canny detector is a derivative of the Gauss function and it can
obtain good balance between noise suppression and edge detection. An
image using Canny detector is firstly smoothed by Gauss filter, and
finds the intensity gradients of the image using convolution masks of

Fig. 1. Edge maps generated by different edge detectors with the same threshold 0.01: (a) a medical image; (b) edge map generated by Prewitt detector; (c) edge map generated by Sobel
detector; (d) edge map generated by Canny detector.
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other edge detectors, e.g. Sobel and Prewitt detectors. Then it
calculates the gradient approximations and the directions by non-
maxima suppression, and uses the double thresholding algorithm to
detect and link edges, which are elaborated in [28]. Canny detector is
one of the best edge detectors for its low error rate and strong
denoising capability. Fig. 1(b)–(d) shows different edge maps using
the above edge detectors. Different edge maps can be generated by
various edge detectors and parameters. Moreover, they are binary
images which can easily perform operations with bit planes of an
image. Therefore, edge maps are chosen as the security keys in EMMIE
owing to the advantages.

2.2. Description of EMMIE

The flowchart of EMMIE is shown in Fig. 2. A medical image to be
encrypted is firstly decomposed into some bit-planes with a reversible
decomposition method. The edge maps are generated from a source
image with same or different thresholds and they are binary images
with the same size as the original bit-planes. Then EMMIE performs an
XOR operation between the bit-planes and edge maps. Finally, bit
positions of all XORed-bit-planes are scrambled and then combined
together with a pixel diffusion to compose cipher-image. The decryp-
tion is the inverse process of the above steps.

EMMIE is composed by three parts: bit-plane decomposition,
generator of random sequence and edge map, and permutation. First,
EMMIE decomposes the original medical image into n bit-planes by
different methods, e.g. Binary bit-plane decomposition, Fibonacci P-
code Bit-planes Decomposition [29] and Truncated Fibonacci P-code
Bit-planes Decomposition [21]. For a gray-scale image, the 15 bit
planes are generated by Fibonacci P-code bit-plane decomposition and
the 14 bit-planes are generated by Truncated Fibonacci P-code bit-
plane decomposition with p=2. A 16-bit-level medical image can be
decomposed as 16 bit planes by Binary bit-plane decomposition.

Secondly, EMMIE generates n edge maps with thresholds produced
by a chaotic map. These n edge maps can be the same or different with
thresholds p1, p2,⋯, pn. Here we assume that there are m different

edge maps derived from m various thresholds (i.e. m is an integer
selected from 1 to n). To achieve a better random performance, any
chaotic map can be cascaded in EMMIE. It chooses the Double-Sine
map as the default chaotic map, which can be defined as

x d πc πx= sin( sin( )),k k+1 (1)

where k is a non-negative integer and k m∈[0, ], c, d ∈[0, 1] [30]. With
parameter c=0.9, d=0.1 and initial value x = 0.90 , the part generates a
random sequence {x1, x2,…, xm} by a chaotic map. The m numbers in
the sequence are assigned to the n thresholds {p1, p2,…, pn}. The rule of
assignment is user-defined. For example, it can be written as

p x i j m= , = ( − 1)mod + 1,j i (2)

where i m∈ [1, ], and j n∈ [1, ]. For example, if n m= 8, = 3, which
means a random sequence {x1, x2, x3} is generated by a chaotic map.
Then the values of thresholds {p1, p2,…, p8} will be {x1, x2, x3, x1, x2, x3,
x1, x2} according to the Eq. (2). Choosing the thresholds p1, p2,…, pn, n
edge maps can be generated from a source image. For simplicity, this
paper uses a single edge map for each bit-plane, i.e. m=1.

After the n bit-planes perform XOR operation with the n edge
maps, a bit-level scrambling algorithm is used to permute the bit
positions of the XORed bit-planes including bit diffusion and then a
pixel diffusion is applied.

The new scrambling method is based on Sine Map

x q πx= sin( ),i i+1 (3)

where q ∈[0, 1] [31,32]. The scrambling method includes the following
steps:

(1) Rearrange the n XORed bit-planes E r c b( , , ) with a size of
S r c b= × × into D1 binary stream st= st st st{ , ,…, }S1 2 , where
st E r c b= ( , , )r S c b S n( −1) + +( −1) / .

(2) Perform the XOR operation between two neighbour bits within st
to do the bit diffusion. Here we use sx st=1 1, sx st st= ⊕i i i−1 , where
i S∈ [2, ].

(3) Count z which is the total number of ones in the first edge map

Fig. 2. The flowchart of EMMIE.
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with the threshold p1.
(4) Obtain the z + 1 rounds of outputs of the Sine map with parameter

q and initial value x0 to form xz.
(5) Iterate the Sine map with initial value xz for S times to generate a

chaotic sequence A A AA = { , ,…, }S1 2 .
(6) Sort the array A in ascending order and generate another array

A A A A= { , ,…, }S1 2 , which is a permutation of A.
(7) Sort the original binary stream sx to be a permuted stream

px px px px= { , ,…, }S1 2 , where pxi=sxj while A A=i j.
(8) Reshape the stream px into a r c b× × encrypted bit-planes

E r c b( , , ), where E r c b px( , , ) = r S c b S n( −1) + +( −1) / .

A pixel diffusion is selected in EMMIE after the scrambling bit-
planes are combined as a noised image Ins with a size of N r c= × .
Then reshape the Ins into a D1 image ID where ID I r c= ( , )r N c ns( −1) + and
assume the source image is Isou. Then the D1 diffused image Ic can be
represented as

Ic ID Isou Ic Ic ID= ( + )mod 2 , = ( + )mod 2 ,n
i i i

n
1 1 1 −1 (4)

where i N∈ [2, ] and n is the number of bit-planes. Rearrange the Ic
into a r c× image Ie that is the final cipher-image. Then the resulting
cipher-image Ie is obtained after the bit-plane decomposition, the XOR
operation with edge maps from source image, the scrambling algo-

rithm, and final pixel diffusion.
In the decryption process, authorized users can reconstruct the

original image with correct security keys: the source image Isou, the
number of different edge maps m, edge detector and threshold, and the
parameters of scrambling method.

First, it can be processed that the inverse of the final mod operation
step. The D1 image Ier can be rearranged from the r c× image Ie and
then D1 recovered image Ir takes the mod operation from image Ier
which can be written as

Ir Ier Ir Ir Ier Isou= ( − )mod 2 , = ( − )mod 2 ,i i i
n n

−1 1 1 1 (5)

where i N∈ [2, ] and n is the number of bit-planes. Secondly, since the
proposed scrambling method is a symmetric algorithm users can
reverse the steps of it with correct parameters q x, 0 in order to get
the n reconstructed XORed bit-planes. Then n bit-planes can be
obtained after the n key edge maps with parameters m c d x, , , 0 to
perform XOR operation with the XORed bit-planes. Finally, the
recovered image can be generated after users combine the n bit-planes
together.

2.3. Advantages of EMMIE

Unlike the key parameters or sequences used from other medical

Fig. 3. Test images: (a)–(k) MRI images; (l) an US image; (m)–(n) X-ray images; (o)–(p) CT images; (q)–(s) grayscale images; (t) a biometric image.
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image encryption algorithms, the keys mainly include the source image,
the number of different edge maps, the edge detector and threshold,
and the parameters of permutation method.

In the encryption process of EMMIE, arbitrary reversible bit-plane
decomposition approach can be applied. The source image can be any
image with the same size as the original image. The parameters of edge
maps extracted from the source image can be generated by any chaotic
map. These properties significantly increase the key space of EMMIE.
In the decryption process, even that hackers possess the keys, they
cannot recover the original image correctly, because they have to use
the correct decomposition method to decompose the cipher-image.

In summary, EMMIE has five following flexibilities:

(1) It can flexibly select reversible decomposition methods for bit-
plane decomposition.

(2) Any image can be considered as the source image.
(3) It can use any edge map detector and threshold to generate edge

maps from the source image.
(4) Arbitrary chaotic map can be applied to generate the parameters of

edge maps.
(5) It can shuffle the image bit or pixel positions by any scrambling

algorithm.

3. Simulation results

In this section, we evaluate the encryption performance of EMMIE
and then discuss the different results with various keys. Many medical
images including MRI, X-ray, CT and US images are encrypted
successfully by EMMIE. For simplicity, here we take twenty images
shown in Fig. 3 as examples for our experiments and security analysis.
In Fig. 3, the image sizes of Fig. 3(h), (k), (s), and (t) are 256× 256, and
the sizes of other images are 512× 512.

In the experiment, if there is no special explanation, we use the
binary bit-plane decomposition, the Double-sine chaotic map with the
parameters g=1, c0=0.9 and p=0.9. Then two aspects are shown our
results as follows. One presents different types of medical images
encrypted by EMMIE, and the other shows the experimental perfor-

mance of EMMIE according to histograms of cipher-images.

3.1. Simulation results of EMMIE

An MRI image shown in Fig. 3(e) is encrypted by EMMIE with an
edge map selected from another MRI image in Fig. 3(b). The encrypted
MRI image shown in Fig. 4(b) is a noise-like image and totally different
from the original MRI image. The distribution of the cipher-image's
histogram is smooth, which means that EMMIE can defeat the
statistical attacks. The recovered MRI image shown in the Fig. 4(c) is
reconstructed without data loss since the original image and recon-
structed image are exactly the same.

Moreover, the source image of EMMIE can be not only a medical
image but also a natural image. For example, as shown in Fig. 5, the CT
image taken from Fig. 3(p) is encrypted by an edge map extracted from
a non-medical source image shown in Fig. 3(q). The cipher-image is
unrecognized and its histogram distributes uniformly. The reconstruc-
tion is also lossless as is shown in Fig. 5(c) and (f).

EMMIE can also be applied to other medical images like X-ray and
US images, which are taken from Fig. 3(n) and (l). The experimental
results displayed in Fig. 6 show the original CT and US images can be
completely recovered from a noised-like cipher-images.

3.2. Experimental performance of EMMIE

A uniform distribution of an cipher-image histogram can demon-
strate a good encryption result so it can effectively prevent the attacks
based on statistical analysis. To evaluate the performance of EMMIE,
we compare the histogram distributions of different cipher-images
using various keys described in Section 2. A large number of key edge
maps can be generated from an image with different detectors or
parameters as presented in Section 2.1 and most of them can be
applied generally in different areas. However, some blurred edge maps
are avoided in a lot of fields like image recognition or denoising. If
encryption algorithm can take advantage of both blurred and unblurred
edge maps, the flexibility of chosen keys for users can be largely
improved and the security level also can be enhanced. Since EMMIE is

Fig. 4. EMMIE encryption results of the MRI image: (a) The edge map extracted from Fig. 3 (b) (Sobel detector); (b) the cipher-image; (c) the reconstructed MRI image; (d) the
histogram of the original image shown in the Fig. 3 (e); (e) the histogram of (b); (f) the histogram of difference between the original image and (c).
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based on a bit-level structure with lots of flexibilities as described in
Section 2.3, it can diffuse the bit-level disturbances within or between
the bit-planes of plain-image, which means it can obtain a significantly
random cipher-image with different edge maps. Therefore, EMMIE can
possess the flexibility to choose blurry or clear edge maps. Moreover,
we carry out a thousand groups of experiments to verify our experi-

mental performance and here we take some of them for examples.
As can be seen from Fig. 7, the histograms distribute differently

with different edge maps. First, we choose the edge maps extracted
from the source image shown in Fig. 3(m) with different edge detectors
and the same threshold. We encrypt the original image with different
edge maps generated by the previous step. The histograms of the

Fig. 5. EMMIE encryption results of the CT image: (a) The edge map extracted from Fig. 3 (q) (Sobel detector); (b) the cipher-image; (c) the reconstructed CT image; (d) the histogram
of the original image shown in the Fig. 3(p); (e) the histogram of (b); (f) the histogram of the difference between the original image and (c).

Fig. 6. EMMIE encryption results of the X-ray and US images. (a) The edge maps extracted from Fig. 3 (i) and (g) using Canny and Prewitt detectors; (b) the cipher-images of the
original images shown in the Fig. 3 (n) and (l); (c) the recovered images.
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cipher-images using all the three edge maps shown in Fig. 7(a)–(c)
detectors have uniform distributions.

Secondly, the second row of Fig. 8 presents encryption results of the
same original image using edge maps generated from the same source
image with three thresholds, 0.1, 0.01, 0.001 and a same edge detector
(i.e., Sobel detector). Their histogram results are shown in the last row.
The histograms with all the thresholds show approximately a uniform
distribution whether their edge maps are blurred or clear. Based on the
above results, EMMIE can well utilize any edge map detector and
threshold to generate edge maps. It increases the difficulty of hackers to
break the keys combination. After a thousand groups of similar
experimental results, we can conclude that EMMIE has a wider
applicability whenever it uses a clear or blurred edge map.

Through the comparison results it is obvious that a blurry edge map
may not be good for some image processing applications like image
segmentation, but it can bring a good encryption performance, which
means that EMMIE has a strong robustness for a fuzzy edge map. The
universal applicability can enlarge the key space and improve the
security level of EMMIE.

4. Security analysis

The security analysis is of great significance for an image encryption
algorithm. To study the security level of EMMIE, this section analyses
its performance from four aspects: key space, key sensitivity, analysis of
pixel correlation, and differential attack.

4.1. Security key space

The totally possible combinations of the security keys of an image
encryption algorithm form the security key space of the algorithm. The
attackers can easily break the algorithm using the brute-force attack,
when the key space of an algorithm is not sufficiently large. Therefore, a
good image encryption algorithm requires a considerably large key
space.

As mentioned in Section 2, the security key of EMMIE consists of
four parts: the source image, the number of different edge maps, edge
detector and threshold, and the parameter of scrambling method. The
number of source images is significantly large because any grayscale
image can be used as the source image. The edge detector can be used
to generate edge maps in EMMIE. The threshold choices of the edge
detector further increase the possible combinations of the security keys
of EMMIE. Moreover, any scrambling algorithm can be applied to
shuffle the bit positions. Therefore, the possible key combinations of
EMMIE become increasingly various and then the key space of EMMIE
is significantly large.

We can take an example to calculate the key space of EMMIE. We
select an original medical image with size of M N× and pixel values
within [0, 2q]. Suppose the source image is taken from ng gray images
with the same size of the original image. Assume the edge detector is
selected from mt existing methods, e.g., Prewitt, Sobel, Canny detec-
tors. Suppose there are m different edge threshold values for the mt

edge detectors, respectively. The totally possible choices of the edge

Fig. 7. The histograms of encrypted image using the edge maps with different detectors. An image (Fig. 3(a)) encrypted by edge maps extracted from Fig. 3(m) in the first row using
different detectors with a threshold 0.02: (a) Prewitt, (b) Sobel, (c) Canny detectors, whose cipher-images and their histograms are shown in the last two rows.
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map will be K n m m= × ×g t
q

1 . The scrambling algorithm can be any
scrambling method and the possible changes of bit positions are

K M N q= ! × ! × !2 .
Therefore the key space of EMMIE is

Fig. 8. The histograms of encrypted images using the edge maps with different thresholds. An image (Fig. 3(a)) encrypted by edge maps extracted from Fig. 3(m) using Sobel detector
with different thresholds in the first row: (a) 0.1, (b) 0.01, (c) 0.001, whose cipher-images and their histograms are shown in the last two rows.

Fig. 9. Correlation analysis at different directions. The top and bottom rows plot the neighboring pairs of (a) the original image and cipher-image at the (b) horizontal, (c) vertical, and
(d) diagonal directions, respectively.
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K K K n m m M N q= × = × × × ! ! !g t
q

1 2 . For example, assume a 8-bit-
level medical image with the size of 100× 100 is to be encrypted, the
source image is chosen from 5 grayscale images. Choose one of three
detectors (i.e. Prewitt, Sobel, Canny detectors) with one of 5 different
threshold values to generate edge map. The key space of EMMIE is
S = 5 × 3 × 5 × 100! × 100! × 8 != 2.06 × 108 327. It proves that the key
space of EMMIE is sufficiently large to withstand the brute-force
attack.

4.2. Correlation analysis

Correlation analysis is a method to measure the randomness of an
image. To prevent the leakage of the original information, an ideal
random-like image often has a low correlation among its adjacent
pixels. Mathematically, the coefficient correlation of two data se-
quences can be calculated by

corr p q
E p μ q μ

σ σ
( , ) =

[( − )( − )]
,p q

p q (6)

where p is a pixel sequence and q is the corresponding neighboring
pixels along with one of the horizontal, vertical and diagonal directions;
μp and μq are the mean values of p and q; σp and σq denote the
standard deviations of p and q; E [·] is the expected value. The absolute
values of coefficients fall into the range of [0, 1]. The two sequences
have a low correlation when their correlation absolute value is close to
zero. Otherwise, it is close to one.

Here we use the original and source images as shown in Fig. 3(k)
and (s) to do the image encryption for EMMIE. Then we measure the
correlation of the adjacent pixels from the original and cipher-images,
respectively. Randomly choosing 3000 pairs of neighbor pixels from
original and cipher-images, we analyse correlation from the horizontal,
vertical, and diagonal directions, respectively.

Since the process of EMMIE includes XOR operation and bit-level
scrambling method, both the bit values and positions of its cipher-
image are almost changed totally. The positions of the pixels of cipher-
image will become unpredictable and random. Then the correlation
between the neighbouring pixels of its cipher-image will be widely
diminishing. As shown in Fig. 9, the horizontal axis means the
concentration of the randomly selected pixels while the vertical axis
shows the intensity of its corresponding neighboring pixels. The
neighboring pixel pairs of the original image are distributed on or
close to the diagonal line. It means that the neighboring pixels are
equal or close to each other, which indicates a strong adjacent pixel
correlation. On the other hand, the neighboring pixel pairs of the
cipher-image distribute randomly in the whole data range. It means
that the correlation of the cipher-image is extremely low.

To further evaluate the performance of EMMIE, we compare
EMMIE with three image encryption methods: Zhou's scheme [33],
Zhu's scheme [34], and DecomCrypt [21]. In our experiments, Zhou's
scheme uses parameter (0.36, 3.65, 3, 2, 3, 2); Zhu's scheme takes
(3.99999, 0.32, 0.8); and DecomCrypt uses the same source image as
EMMIE with the 4th bit-plane. The adjacent pixel coefficient of the
original image are listed in Table 1. After the image encryption,
EMMIE makes a significant decorrelation of the neighboring pixels in
the original image. Furthermore, EMMIE surpasses other three algo-
rithms since its correlation coefficients are closer to zero.

4.3. Key sensitivity test

The sensitivity of the security key can measure how the encryption/
decryption results of an encryption algorithm changes with different
security keys. The hackers can easily use a similar key to break the
image encryption algorithm with a low level of key sensitivity.
Therefore, a high key sensitivity can provide a prior security level to
the encryption algorithm.

The keys play a major role in the XOR operation, bit-level
scrambling, and pixel shuffling parts of EMMIE. The space of keys is
large and encrypted results are unpredictable. To evaluate the key
sensitivity of EMMIE, we select the key edge maps from different
source images or edge thresholds as examples. As shown in Fig. 10, we
select the source image shown in Fig. 3(t) and its one-pixel-different
image to generate two edge maps as shown in the top row of Fig. 10(a)
and (b) using the Sobel detector with a threshold value 0.01. Then
EMMIE uses the two edge maps to encrypt the original medical image
as shown in Fig. 3 (h). Two cipher-images are presented in the bottom
row of Fig. 10(a) and (b). Obviously, their difference in the bottom row
of Fig. 10(c) is significantly larger than that of two source images or two
edge maps. The rate of their different pixels is 99.65% (i.e. the number
of pixel change rate). It demonstrates that a little change in the source
image or edge map of EMMIE leads to a large difference in the cipher-
image.

The key sensitivity of image decryption is presented in Fig. 11. Its
source image is selected from Fig. 3(c). Here we generate the edge
maps a and b shown in Fig. 11(a) and (b) using two different
parameters of the edge detector Canny and their difference is only
0.01. First, we encrypt the original MRI image with the edge map c and
the cipher-image is shown in Fig. 11(c). We then take the edge map b to
recover the original image. Fig. 11(d) represents the decrypted image
and Fig. 11(e) shows the correctly recovered image using the correct
edge map a. It proves that we can correctly recover the original image
only when we use the correct edge map. Therefore, the key sensitivity of
EMMIE is also strong during its decryption process.

The mean square error (MSE) is always used to assess the
difference between two images. To further evaluate quantitatively our
performance in key sensitivity, we calculate the MSE values of the
difference results in the encryption and decryption process, i.e. the
difference between two cipther-images in the first row of Fig. 10(c) and
between the recovered images in Fig. 11(d) and (e). Moreover, EMMIE
is compared with other two algorithms of Zhu and DecomCrypt.

Table 2 shows the difference between the edges in Fig. 10(c) is tiny
as the MSE value is few. The MSE values of EMMIE are the most of
three schemes in both encryption and decryption of key sensitivity,
which means the differences of them are more than other methods and
it further proves that the key sensitivity of EMMIE is strong.

4.4. Histogram analysis

A histogram of an image is the intensity distribution of its pixels. A
flat histogram of a cipher-image means it has a good randomness and it
is able to resist statistic attacks. EMMIE is a bit-level encryption
method, which can change randomly the bit values and positions of its
cipher-image and then distribute uniformly the pixels of the cipher-
image.

To further evaluate the performance of EMMIE in histogram
distribution, we select the scheme of Zhou, Zhu, and DecomCrypt with
the parameters described in Section 4.2 to do the comparison with
EMMIE. The original image and source image are taken from Fig. 3(f)
and (j).

Fig. 12 shows the simulation results of histogram analysis for the
four image encryption schemes. The histogram of cipher-image by

Table 1
Correlation coefficients of the original image shown in the Fig. 9(a) and cipher-images
using different encryption algorithms.

Orignal image and cipher-images Horizontal Vertical Diagonal

Fig. 9(a) 0.9496 0.9554 0.9126
Zhu's [34] −0.0124 −0.0038 −0.0090
Zhou's [33] 0.2725 −0.0256 −0.0661
DecomCrypt [21] 0.0285 −0.0350 −0.0102
EM−MIE −0.0074 0.0019 −0.0017

W. Cao et al. Signal Processing 132 (2017) 96–109

104



Fig. 10. Key sensitivity test for EMMIE encryption. (a) and (b) are two edge maps (Sobel detector, 0.01) extracted from a source image (Fig. 3(t)) and its one-pixel-different image,
respectively, and their cipher-images shown in the last row. (c) is the difference between (a) and (b).

Fig. 11. Key sensitivity test for EMMIE decryption. (a) the edge map a (Canny detector, 0.1) and (b) the edge map b (Canny detector, 0.09) extracted from a same source image (Fig. 3
(c)); (c) the cipher-image using (a); (d) incorrectly recovered image using (b); (e) correctly recovered image using (a).
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Zhou's method in Fig. 12(b) has nonuniform distribution as well as the
DecomCrypt in Fig. 12(d). On the other hand, in Fig. 12(e), the
histogram of EMMIE distributes almost equally as same as the Zhu's
scheme in Fig. 12(c), which demonstrates that the histogram distribu-
tion of EMMIE has an equal or even better performance than other
encryption schemes.

4.5. Time complexity analysis

This section analysis the encryption speed of EMMIE with different
image sizes on an Intel Core i7 1.9 GHz with 16 GB RAM running on
Windows 7 OS. EMMIE is a machine-friendly binary system based on
edge maps, which can highly enhance the security efficiency. To
evaluate the efficiency of EMMIE, three image encryption algorithms
of Zhu, Zhou, and DecomCrypt are presented as comparisons in
Fig. 13.

In Fig. 13, the original image and source image are selected from
Fig. 3 (l) and (g), and the image size changes from 8 × 8 to 512× 512.
As represented the encryption time of EMMIE, the blue curve in Fig. 13
is drawn from 0.0129 to 1.846 s with different image sizes, which is
lower than other three schemes of Zhu, Zhou, and DecomCrypt.
Therefore, the speed of EMMIE is faster than other state-of-the-art
methods.

4.6. Error robustness analysis

The cipher-images may lost some data or be contaminated with
noises when they are transmitted or stored. The decryption is correctly
processed unless the encryption scheme has a strong robustness for
these errors. On the other hand, users cannot obtain the final
reconstructed image. Hence a good encryption algorithm should
tolerate a certain level of errors.

EMMIE is an asymmetric encryption algorithm. In encryption
process, one byte of the original image changed will spread over all

the bytes in the cipher-image. On the other hand, a change of a byte in
the cipher-image can effect few bytes in the reconstructed image.

Figs. 14 and 15 show the data loss and noise robustness of the
Zhou's algorithms, DecomCrypt, and EMMIE, respectively. The origi-
nal images of them are selected from Fig. 3(e) and (o), and the source
image are taken from Fig. 3(r) and (q). In Fig. 14(c), the decrypted
image of EMMIE shows clearer than other two methods, as well as its
recovered result of noise robustness in Fig. 15(c). Therefore, EMMIE
has a certain tolerance for errors and performs a stronger robustness
than other two algorithms.

4.7. Differential attack

The differential attack is also called the chosen-plaintext attack
[35]. When an encryption algorithm can immune to the chosen-
plaintext attacks, it is able to resist known-plaintext attacks and
ciphertext-only as well [36]. The differential attack is an effective
approach in which the hackers intend to break the encryption system
using the differences of the cipher-images generated from the slightly-

Table 2
Mean square errors of the key sensitivity test for the encryption and decryption processes
of different encryption algorithms.

Encryption Decryption

The first row of Fig. 10(c) 0.00009 0.0097
Zhu's [34] 10914 3638
DecomCrypt [21] 7683.3 3480.5
EM-MIE 10968 11312

Fig. 12. Histogram analysis. (a) The original image and its histogram; (b)–(e) are the cipher-images and their histograms based on the schemes of (b) Zhou [33], (c) Zhu [34], (d)
DecomCrypt [21], and (e) EMMIE.

Fig. 13. The encryption time of the schemes of Zhu, Zhou, DecomCrypt and EMMIE
with the increasing size of the original image in Fig. 3(l). The green, red, blue-green and
blue lines represent the methods of Zhu, Zhou, DecomCrypt and EMMIE, respectively.
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Fig. 14. Data loss robustness. (a)–(c) are the cipher-images with 3.3% data loss and their recovered images based on the schemes of (a) Zhou [33], (b) DecomCrypt [21], and (c)
EMMIE.

Fig. 15. Noise robustness. (a)–(c) are the cipher-images contaminated with 1% salt & pepper noise, and their reconstructed images based on the schemes of (a) Zhou [33], (b)
DecomCrypt [21], and (c) EMMIE.
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changed original images. A slight change in the original image will
result in a significant difference in an elaborate encryption method to
ensure the cipher-image defect the differential attack. A plain-image of
EMMIE is decomposed into several bit-planes and then encrypted to be
a cipher-image by the XOR operation and bit-level diffusion process. In
the scheme of EMMIE, the cipher-image should be highly sensitive to
the change of plain-image due to the influence of bit-level diffusion.

The number of pixel change rate (NPCR) and unified average
changing intensity (UACI) are two common methods to quantitatively
evaluate the efficiency of an encryption algorithm in defecting the
differential attack, which are defined as

NPCR
m n
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=

∑ ∑ ( , )
× 100%,m

M
n
N

=1 =1
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1 2

(8)

where G is the gray level of the image; E1 and E2 are two M N× cipher-
images and their original images are in one pixel difference. Function

m n( , ) is the number of different pixels between E1 and E2.
EMMIE is compared with the image encryption schemes of Zhou,

Zhu, and DecomCrypt to asses the performance on withstanding the
differential attack. All the parameters and the source image of the

Fig. 16. Differential attack to different algorithms. From top to bottom rows, (a) the original images and their differences, (b)–(d) are the cipher-images and their differences using the
(b) Zhou's algorithm in [34], (c) Zhu's algorithm in [33] and (d) DecomCrypt in [21], (e) EMMIE (Sobel, 0.01).

Table 3
NPCR and UACI results of different encryption algorithms.

Image NPCR UACI

Zhu's Zhou's DecomCrypt EMMIE Zhu's Zhou's DecomCrypt EMMIE

1 0.0236 0.00001526 0.9692 0.9966 0.0078 0.000008557 0.2348 0.3350
2 0.0192 0.00001526 0.9757 0.9958 0.0066 0.000008557 0.2756 0.3338
3 0.0161 0.00001526 0.9780 0.9960 0.0053 0.000008557 0.2453 0.3354
4 0.0057 0.00001526 0.9509 0.9955 0.0018 0.000008557 0.2258 0.3358
5 0.0225 0.00001526 0.9474 0.9963 0.0078 0.000008557 0.2331 0.3358
6 0.0127 0.00001526 0.9415 0.9955 0.0043 0.000008557 0.2100 0.3359
7 0.0341 0.00001526 0.9397 0.9959 0.0116 0.000008557 0.2112 0.3358
8 0.0257 0.00001526 0.9581 0.9965 0.0086 0.000008557 0.2167 0.3343
9 0.0482 0.00001526 0.9675 0.9962 0.0164 0.000008557 0.2397 0.3347
10 0.0162 0.00001526 0.9291 0.9957 0.0053 0.000008557 0.2249 0.3348
11 0.0355 0.00001526 0.9692 0.9960 0.0120 0.000008557 0.2348 0.3330
12 0.0110 0.00001526 0.9011 0.9955 0.0036 0.000008557 0.2061 0.3362
13 0.0219 0.00001526 0.9531 0.9958 0.0075 0.000008557 0.2002 0.3337
14 0.0632 0.00001526 0.9152 0.9961 0.0216 0.000008557 0.2137 0.3345
15 0.0121 0.00001526 0.9085 0.9956 0.0041 0.000008557 0.2348 0.3348
16 0.0043 0.00001526 0.9347 0.9963 0.0014 0.000008557 0.2021 0.3341

Average 0.0232 0.00001526 0.9462 0.9960 0.0079 0.000008557 0.2256 0.3348
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methods are the same as Section 4.2. Two original images with one
pixel difference are encrypted by the four algorithms. Their comparison
results are shown in Fig. 16. A slight difference in the original image,
EMMIE is able to generate a significant change in the encrypted results
as shown in Fig. 16(e), which outperforms other three encryption
algorithms on defending the differential attack.

In our experiment, 16 test images are selected from the Database of
Computer Vision Group in University of Granada.1 The images are
256× 256 medical images. We use the same parameter setting as shown
in Fig. 16. Considering the different image size, we use Fig. 3 (s) as the
source image for the DecomCrypt and EMMIE.

Table 3 lists the NPCR and UACI results of four image encryption
algorithms. A NPCR value more than 99% possessed, and an UACI
obtained near to 33% mean that an image encryption algorithm is
secure [37,38]. As can be seen from Table 3, NPCR and UACI values of
EMMIE are 99.60% and 33.48% in average. In terms of capability
defending differential attack, the measure results further demonstrate
that EMMIE is superior to the other three algorithms.

5. Conclusion

A lossless edge maps based image cryptosystem for medical image
is proposed, which promotes security efficiency with a machine-
friendly binary system. Many kinds of edge maps with various edge
detectors can be applied into EMMIE, which can encrypt different
types of medical images. The histograms of the cipher-images are
approximately flat even with blurry edge maps, which verify EMMIE
possessing a strong robustness for fuzzy edge maps by the simulation
results. The analysis of security demonstrates EMMIE is a secure
algorithm. Source image, edge detector, and the parameters of scram-
bling method compose the keys of EMMIE and their combinations are
significantly large to defend the Bruce-force attack. To further evalu-
ates the security level of EMMIE, as is shown in the comparisons with
other state-of-the-art methods, EMMIE possesses a higher pixel
correlation, stronger key sensitivity and error robustness, and a better
performance against differential attack with less time cost.
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