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1. Introduction

As one of the most frequently used operations in digital signal processing, the discrete Fourier transform (DFT) has been
widely employed in various fields [11,12,30] such as optical systems [26,29], medical research [8], and image processing
[20,28]. However, directly calculating an N-point DFT requires N? complex multiplications and N(N — 1) complex additions.
This extremely slows down the speed of digital signal processing, especially real-time signal processing.

To reduce the computation complexity, various fast Fourier transform (FFT) algorithms have been developed
[1,5,11,13,14]. A split-radix-2/8 FFT algorithm [11,22] was proposed to recursively factor a length-N DFT into one length-J
DFT and four length-§ DFTs. Including the DFT properties of periodicity and symmetry, several improved algorithms have
been also developed such as the recursive FFT [24], fused FFT [21], radix-2/2° (4 < s < m) FFT [6], decimation in frequency
(DIF) and time (DIT) pruning scheme [17], and mixed-radix FFT [25]. They are effective to reduce the computation complex-
ity of DFT. For example, the recursive FFT scheme was reported to have less computation complexity than the conventional
algorithms for computing Fourier-like transforms [24]. In addition, the fused FFT is 15% faster than traditional implementa-
tions [21]. Different from these algorithms, this paper proposes a modeling FFT scheme to decompose DFT into a number of
sparse matrices. Using different orthogonal transforms, the proposed scheme can obtain various FFT representations. We
select the Hadamard, modified Haar, and Hybrid (Hadamard-Haar) transforms as examples to show its effectiveness. The
proposed scheme significantly reduces the computation complexity and shows better performance than several state-of-
the-art FFT methods.

In addition to low computation complexity, the proposed scheme also shows benefits in data security because it is able to
protect data with multiple security levels. As an example, this paper introduces a multi-stage image encryption algorithm
(MSIEA) using the proposed FFT scheme. Unlike many image encryption algorithms that protect images using parametric
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DFTs, such as the discrete fractional Fourier transform (DFrFT) [15,16,23] and phase-truncated Fourier transform [19], the
proposed MSIEA integrates the image encryption processes with the FFT decomposition. Using different permutation matri-
ces allows MSIEA to encrypt images in different security levels. Experimental results and security analysis are provided.

The rest of this paper is organized as follows. Section 2 introduces the FFT scheme and three examples using orthogonal
transforms. Section 3 proposes the multi-stage image encryption algorithm. Its simulation results are provided in Section 4
and its security issues are analyzed in Section 5. Finally, Section 6 reaches a conclusion.

2. Proposed FFT scheme

For an N-point input data sequence X = (Xo,X1,...,Xy_1)", suppose data vector Y = (y,,y;,...,¥n_1)" is the result of its dis-
crete Fourier transform (DFT). The matrix format of N-point DFT and its inverse transform are defined as
Y =FyX and X:%F;,]Y 1)
where F,(,‘ is an inverse matrix of the DFT matrix Fy defined by
woo woloo Wg-(N—l)
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where W,"V'k =e v withn, ke (0,1,2,...,N—1) is so-called the twiddle factor.
Here, we introduce an FFT scheme to decompose the DFT matrix Fy into a number of sparse matrices. Its structure is illus-
trated in Fig. 1.
For an N-point (N = 2") DFT matrix, the general formula of the proposed FFT scheme is defined by
_ p2 S
FN = PN (1 N @ F
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where Fy denotes Fy or its deformation (such as being applied with permutation or scaled by factors), Py is a permutation
matrix (including the identity matrix), Dy is a diagonal matrix (including the identity matrix), Oy is the orthogonal matrix
and @ denotes the direct matrix sum defined in Eq. (4) where A € C""™ and B € C"**M are two matrices,

A@B:(ﬁ g) 4)

Utilizing orthogonal transforms with appropriate decompositions, the N-point DFT can be iteratively divided into small
DFTs with or without a few number of twiddle factors. In this manner, the proposed FFT scheme significantly reduces the
computation complexity. Applying different orthogonal transform matrices to Oy in Eq. (3) yields new FFT representations.
Next, we will provide three examples to show the effectiveness of the proposed scheme.

2.1. Hadamard transform based FFT representation (HDT-FFT)

Using the Hadamard transform [1,2] Oy in Eq. (3) can be defined as:

logN
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Fig. 1. The structure of the proposed N-point FFT scheme.
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where H; is the 2 x 2 Hadamard transform matrix defined in Eq. (9), and I, denotes a k x k identity matrix.

Kronecker product of two matrices A € C"*™ and B € C"+*M4,
A®B= (ail’sz)

1<iy<Ny;1<i <N,

When N = 8, using the Hadamard matrix, Eq. (3) can be written as
Fs = Pi(I, ® F§ @ F{)Hg = P} (s;D;sgpgs;)Hg
where sparse matrices Sg = I, & H, @ Hs, Si = Is & H,, diagonal matrix D} is defined by

D; = dlag{l’ 172717 _271].72727 _272j7 _\/?j]’\/?j}
and Hy is the Hadamard transform matrix [4,12] with the following recursive structure

H,x H.,
Hyn=( 2 2 ) k=0,1,... and H; =1
2 (sz —sz)7 T an !

This iterative structure can be represented by the matrix form of fast Hadamard transform,

(sz 0 )(Izk 12k )
H2k+l =
0 Hy )\l —L

Using this structure recursively, one can obtain the following equation,
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P} and P} are two permutation matrices defined by,
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The permutation matrix can be represented by its permutation function. For example, the above two permutation matri-

ces can be rewritten as,

Pl_(12345678) 2_(12345678)
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Fig. 2. The flow diagram of the 8-point HDT-FFT.

(13)
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where the first row shows row indexes in the permutation matrix and the second row denotes the positions of 1s in the cor-
responding rows. Fig. 2 shows the flow diagram of an 8-point HDT-FFT.

2.2. Modified Haar transform based FFT representation (MHT-FFT)

When Oy in Eq. (3) is selected to be the modified Haar transform, we obtain another FFT representation, called the
modified Haar transform based FFT representation (MHT-FFT). The modified Haar transform is a modification of the un-
normalized Haar transform defined by a recursive structure [1,3],

HRy @ [1,1]
HRﬂH_.(5k®[L41]), HR; =1 (14)

Slightly changing the structure of the un-normalized Haar transform in Eq. (14), we present the modified Haar transform
as follows,

(L1 @My B
MﬂHA,(PJJ}®Gk), My =1 (15)

This iterative structure can be represented by a form of matrix product,

My 0V / Li Iy
My = (2 2 2) 16
2 (o @><4ﬂgk (18)

In MHT-FFT, Oy in Eq. (3) is replaced by the modified Haar transform matrix My in Eq. (16). For instance, an 8-point MHT-
FFT can be generated from Eq. (3) as:

Fs = P;(I, © F} @ F})DsMsPg (17)

where Mg is the 8 x 8 modified Haar transform matrix. Iteratively using Eq. (16), Mg can be rewritten as a product of three
sparse matrices, which can be considered as the fast algorithm of the modified Haar transform,

: - My 0,1 SN | . .
a ! I 1
My = [ M0 ] { Lok ] | o, ni hon [ Lok ] (18)
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and the diagonal matrix Ds is the twiddle factor,
. . V2 V2. V2 V2
Dg_dlag{1717171722.]7.]722.]71 (19)
and the matrix (I; ® F} @ F}) can be further decomposed,
L oF @F] =S3D3S (20)

where the matrices S; = I & M,,Sg = I, ® M, ® M, and diagonal matrix D; = diag{1,1,1,1,1,1,—j,1},P; and Py are two
permutation matrices,

123456 7 8 123456 78
P; = Py = 21
8 @ 537 26 4 Q 8 Q 7 6 5 43 2 J @1

The flow diagram of 8-point MHT-FFT is shown in Fig. 3.
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Fig. 3. The flow diagram of the 8-point MHT-FFT.
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As can be seen, using MHT-FFT, the computation complexity of the 8-point FFT is reduced to 2 multiplications (does not
count 2" as the multiplication operator because it can be realized by shifting operations) and 26 additions.

2.3. Hybrid model based FFT representation (HMB-FFT)

Here, we discuss an FFT representation based on a Hybrid model, called HMB-FFT. It integrates the Haar and Hadamard
transforms to split the input data sequence. The Hybrid matrix is defined as:

M-l .
Hbzk‘H(“’”@Hbzk), k> 2 22)
where
1 1
Hb, = H; = 2
b=t= () 23)

This model uses the 2 x 2 Hadamard matrix as the basic matrix, and employs the rule similar to the Haar matrix to
generate the higher order of transform matrices. The Hybrid transform matrix can also be written into the form of matrix
product as follows

Li 0 Li Ly
Hbyer = ( 0 Hb2k> (12k L ) (24)

Setting the Hybrid matrix to Oy in Eq. (3), an HMB-FFT is obtained. Here we give a 16-point HMB-FFT as an example to
illustrate this FFT representation.

The 16-point HMB-FFT combining two orthogonal transforms, the Hadamard and Haar transforms, can be derived from
Eq. (3) as

Fig = P?e(lz @ F, @ F4 ® F)PisDisHbis @)

where Hbg is the Hybrid matrix defined in Eq. (23). Iteratively using the matrix product form in Eq. (24), Hb,¢ can be written
as follows:
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and Dj; is the diagonal matrix,
Dis = dlag{17 W}67W%67 W?67W‘1167 W?va?ﬁv W?G? 1, W?G" W‘1167W?67 ‘le‘lle 1, 1}
= diag{1,0.9239 - 0.3827;,0.7071 — 0.7071j,0.3827 — 0.9239j, —j, —0.3827 — 0.9239j, —0.7071
-0.7071j,-0.9239 — 0.3827j,1,0.7071 — 0.7071j,—j,—0.7071 — 0.7071j, 1, —j, 1,1} (27)
and P3; is the permutation matrix,
p2 _(1 23 4 5 6 7 8 9 10 11 12 13 14 15 16) (28)
®"\1 951331 7 142 10 6 15 4 12 8 16

Moreover, according to Eq. (3), the matrix Fg can be further decomposed. The following F; is the row permutation of Fg,
F§ = Pg(I, & F, ® F4)PgDgHbg (29)

where F, and F, are the 2-point and 4-point DFT matrices, and the diagonal matrix Dg = diag(1, W}, W3, W3, 1,W3,1,1), Hbg
is the 8 x 8 Hybrid transform matrix, and I, I, are identity matrices. Therefore, we have

I, ® F, ® F4 ® Fg = PiSisD1sS16P 65165116 (30)
where D% is also a diagonal matrix defined by

D = diag{1, 1,271,-27,2°2 ~27%j,-0.1768},0.1768,1,1,2 .27, 1,1,1, 1} (31)
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Fig. 4. The flow diagram of the 16-point HMB-FFT.

P3; and P}, are two permutation matrices,

P3_<123456789]01]]21314]5]6)r_Olzk P (32)

©~\1 2345768910 11 12 13 14 15 16/ 2 o0 )T

and P5, = (P}) ', S, = Is ® H, @ I5, Sl and S can be further decomposed as,
S}G = H?6H$6H}6 (33)
S%G = H?GH‘;G

where H3; = (Hb, ® I3) ® (Hby ® I,) ® Hby ® L, H; = (I, ® (Hb, ® 1)) @ (I, ® Hby) @ Lo, Hig = (I ® Hby) @ Is, Hyg = 14® (Hby © L) & I,

and Hjs =, ® Hby ® (I, ® Hby) ® I, ® Hb, @ L.

Fig. 4 shows the flow diagram of the 16-point HMB-FFT structure. From this example, one can observe that, utilizing the
hybrid model for the FFT representation, the computation complexity of the 16-points FFT is reduced to 10 multiplications
(the scaling factor 2" is not counted as the multiplication operator because it can be realized by shifting operations) and 88
additions.

2.4. Comparisons

Because the multiplication dominates the computation complexity of DFT, reducing the number of multiplications is an
effective way to low down its computation costs. Integrating orthogonal transforms such as the Hadamard, modified Haar
and Hybrid transforms, the proposed FFT scheme is able to iteratively decompose the N-point DFT into a number of sparse
matrices. It reduces both the number of multiplications and total number of operations, and thus significantly reduces com-
putation complexity.

Table 1 compares the computation complexity of the proposed scheme with those of three existing FFT algorithms includ-
ing the traditional FFT [7], radix-2/8 FFT [5] and FFT with MSR-CORDIC [18]. HDT-FFT, MHT-FFT and HMB-FFT are three con-
figurations of the proposed FFT scheme. C* and C* denote the numbers of real multiplications and additions, respectively.
The scaling factor 2" is not counted as the multiplication operator because it can be implemented by shifting operations.
The computation complexity results of existing FFT algorithms in Table 1 directly come from the corresponding literatures.

Comparing three existing FFT algorithms in Table 1, the proposed FFT scheme with three different configurations has sig-
nificantly less number of multiplications. In some cases, the number of additions is also greatly reduced. For example, to

gzlr)l:;alrison of computation complexity of different FFT algorithms.
N Traditional FFT [7] Radix-2/8 FFT [5] MSR-CORDIC [18] HDT-FFT MHT-FFT HMB-FFT
c* ct c* ct c* c*t c* c* (o c* c* c*t
8 12 24 4 52 4 52 2 46 2 26 2 92
16 32 64 20 148 24 152 10 98 24 58 10 88

32 80 160 68 388 88 408 50 242 48 122 62 428
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implement the 16-point DFT, HMB-FFT requires only 10 multiplications and 88 addictions. It save 14 multiplications and 64
additions compared with MSR-CORDIC proposed in [18]. The proposed FFT scheme outperforms these existing ones.

3. Proposed multi-stage image encryption algorithm

The orthogonal transforms, including DFT are widely used in image encryption [9,23,30]. Using the proposed FFT scheme,
this section introduces a multi-stage image encryption algorithm (MSIEA). It is able to protect images with multiple security
level. Fig. 5 shows its block diagram.

MSIEA has following encryption steps:

1. Divide the input image into subimages (for example, 128 x 128). Then each subimage is pre-processed by two permuta-
tion matrices:

Eqp = K'My,K? (34)

where My, denotes the original subimage, K',K? are two permutation matrices (secret keys) with the same size of My,
and Ej;, is the processed subimage.

2. Further decompose the pre-processed subimage into m x m (m = 8 or 16) non-overlapping blocks, and each block is
transformed into the frequency domain,

Ton = FnBuFh, (35)

where By, is the m x m block obtained from the processed subimage in step 1, T, is the encrypted block, F,, is the encryp-
tion system core, which is generated by insetting several secret keys (permutation matrices) into FFT matrices, and F., is
the transpose of Fy,.

Fony = K1 TyKoTa - K TE (36)

where k and [ are the numbers of sparse matrices Ty and secret keys K, respectively.
3. Reconstruct the transformed blocks to obtain the output encrypted image.

The multi-stage of MSIEA has two meanings: one is that the original image is decomposed by two stages, the other is that
there are multi-level secret keys in each decomposition.

Here we give three cases of MSIEA that utilize three representations of the proposed FFT scheme as the system core F,, for
image encryption. However, users have the flexibility to select other settings.

Case 1: Use HDT-FFT as the encryption system core, and m = 8,1 =4
Fs4 = K1S\DsK,S2K3(Sh) KaSs (37)
Case 2: Use MHT-FFT as the encryption system core, and m = 8,1 =3

Fs3 = K1S3D3K,S3Ds K3 Mg (38)
Case 3: Use HBM-FFT as the system core,and m = 16,1=5

Fiss = K1574D%K,S3 K357 5K 414Dl s Ks(WH ) (39)
: stage 1 : stage 2
Original 5 Image Subimage | Subimage
Image - | Separation ‘ Ecryption | : : |Decomposition

key—» Generator

Image : Block
Reconstuction| - Encryption

Encrypted
Image

Fig. 5. The block diagram of MSIEA.
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(b)

Fig. 6. Image encryption using MSIEA: the top and bottom rows show the encrypted and reconstructed images. (a) grayscale and (b) binary images using
Case 1; (c) medical and (d) color images using Case 2.

The security key of the proposed MSIEA is composed of three parts: the number of subimages and their permutation
matrices, the number of blocks decomposed from the subimages and the orthogonal transform in the system core. For image
decryption, the inverse transform is applied to blocks to reconstruct the original image.

4. Experimental results and comparisons

This section provides several simulation results and compares the encryption speed of MSIEA with these of two existing
encryption methods.

We have tested MSIEA on different types of images varying from natural images to synthetic images along with different
sizes and color formats. Fig. 6 shows four encryption results using three mentioned encryption cores. For color image encryp-
tion, MSIEA is used to encrypt each color plane individually and then combine the encrypted color planes to obtain the
encrypted color image. From Fig. 6, it can be observed that MSIEA is able to protect different types of images by transforming
them into noise-like or texture-like images, and that MSIEA with different configurations has a similar encryption
performance.

To show the encryption efficiency of the proposed MSIEA, we compare the MSIEA’s computation complexity with those of
two state-of-art encryption methods, the Tao’s algorithm [23] and Wang'’s algorithm [27]. We use these algorithms to
encrypt an image (Fig. 7(a)) with the size varying from 16 x 16 to 1024 x 1024. Experiments are carried out on a workstation
with Intel Core i7 2.8 GHz and 4 GB RAM running Window 7 operating system. The comparison results are shown in Fig. 7. As
we can observe, with the increase of the image size, the encryption time of MSIEA (the blue curve) gradually changes within
0.16 s for the image size of 1024 x 1024. However, the Tao’s and Wang’s algorithms need 5.93 and 35.79 s to encrypt a
1024 x 1024 image, which are 37 and 223 times more than the proposed MSIEA, respectively. Therefore, MSIEA is more effi-
cient than these two existing image encryption algorithms.

5. Security analysis

This section analyzes the security performance of the proposed MSIEA. We discuss several its security issues including the
security key space, key sensitivity and noise attack.

5.1. Security key space

The security key space of an encryption algorithm denotes total number of possible combinations of its security keys. The
Brute-force attack is one common attack in which an attacker attempts to guess the correct security keys of an encryption
algorithm by exhaustively searching its security key space. Thus, a sufficient large key space can ensure that the encryption
algorithm withstands the Brute-force attack.
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35t —©— Proposed MSIEA x

Wang's algorithm

[| —+— Tao's algorithm /

Encryption time (second)

=)
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Fig. 7. Comparison of the computation complexity of different encryption algorithms. (a) The original image with a size of 1024 x 1024 and (b) Encryption
time vs the image size.

(d) (e)

Fig. 8. Key sensitivity test of the proposed MSIEA with the system core in Case 3: (a) the original image with 512 x 512, (b) and (c) show the real and

imaginary parts of the encrypted image, (d)-(f) show the decrypted images using the (d) totally wrong security keys, (e) 90% and (f) 100% correct security
keys.

As mentioned in Section 3, the security key of the proposed MSIEA consist of three portions: (1) The number of subimages
and their permutation matrices used in the pre-processing; (2) The number of blocks; and (3) The orthogonal transforms
used in the proposed FFT scheme.

To calculate the security key space of the proposed MSIEA, we use a 32 x 32 grayscale image as an example. KS denotes
the possible combinations of the security keys. First, MSIEA divides the original image into 4 subimages with the size of
16 x 16 and changes pixel positions within subimages using permutation matrices. Thus, possible key combinations in this
stage is KS; = 4 x 16! x 16! = 1.75 x 10?’. These subimages are then decomposed into sixteen 8 x 8 blocks which are trans-
formed into the frequency domain using the proposed FFT scheme with 2 keys. Assume the propose FFT scheme is only
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selected from three foregoing cases. The number of key possibilities in this step: KS, = 16 x 2 x 3 = 96. Therefore, total pos-
sible key combinations of the proposed MSIEA are KS = KS; x KS, = 1.68 x 10%. It is obviously huge enough to resist the
Brute-force attack.

5.2. Key sensitivity test

Fig. 8 shows the results of key sensitivity test of the proposed MSIEA. One can see that MSIEA is highly sensitive to its
security key changes. Even using the 90% correct security keys still results in a texture-like unrecognized decrypted image
as shown in Fig. 8(e). Only employing the correct security keys can completely recover the original image as shown in
Fig. 8(f).

5.3. Noise attack analysis

Noise attack is to test the capability of an encryption algorithm that recovers the original information from the encrypted
image after being transmitted over noise channels. To evaluate the MSIEA’s performance in against the noise attack, we
select the image in Fig. 8(a) as the original image and Case 3 as its system core. We compare MSIEA with two existing algo-
rithms: the Tao’s algorithm [23] and Wang’s algorithm [27]. The original image is firstly encrypted by these algorithms.
White additive noises with different strengthes (10, 30, 50 dB) are then added into these encrypted images, respectively.
They are recovered by the corresponding algorithms. The recovered images are shown in Fig. 9. As can be seen, with the
increase of the noise strength, recovered images contain more noise. The images recovered by the Tao’s and Wang's

Fig. 9. Noise attack to different image encryption algorithms. The first, second and third rows show the recovered images by the Tao’s algorithm [23],
Wang's algorithm [27] and MSIEA, from their encrypted images with the noise strengths of (a) 10 dB, (b) 30 dB, and (c) 50 dB, respectively.
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Table 2

MSE results of the images recovered by different algorithms.
Noise (dB) Tao’s Wang’s MSIEA
10 3.32 4507 0.1693
30 3334 6.986 x 10° 0.3917
50 3.319 x 10* 1.900 x 10* 531

algorithms are almost unrecognized under 50 dB noise while the recovered image by MSIEA has much better visual quality
for all noise levels.

To quantitatively evaluate the performance of different encryption algorithms in against the noise attack, we use the
mean square error (MSE) defined in [10] to measure the difference between the original and recovered images. Table 2 lists
the MSE values of the original image in Fig. 8a) and the recovered images in Fig. 9. We can observe that the MSE results of the
Tao’s and Wang’s algorithms are much larger than those of the proposed MSIEA. This further demonstrates that MSIEA out-
performs two existing encryption algorithms in against the noise attack.

6. Conclusion

Integrating different orthogonal transforms, this paper has proposed a fast Fourier transform scheme to iteratively
decompose the N-point DFT into a set of mall sparse matrices. To show its effectiveness and performance, we have provided
three illustrative examples using the Hadamard, modified Haar and Hybrid transforms. We also compared their computation
complexity with existing FFT algorithms. To investigate the application of the proposed FFT scheme, we have introduced a
multi-stage image encryption algorithm. Experimental comparisons and security analysis have demonstrated the proposed
algorithm has good encryption performance and is able to protect different types of images with multiple security levels.
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